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HToro TpynoeMKocTh B yacax 144 | 144 0 0
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1. EJIX U 3AJAYHU OCBOEHUS JMCHUIIJIMHBI (MOAYJISA, TIPAKTUKHA).
B THUIT ITPAKTHUKMH. CII b 1 ®OPMA (POPMbBD EE IMPOBEJIEHW S
W3yyeHne MeTOI0I0IMH IOCTPOECHUS COBPEMEHHBIX JIOKAJIBHBIX U

ra00aIbHBIX KOMITBIOTCPHBIX CeTeﬁ, 0a30BBIX TEXHOJIOTHIA COBPEMCHHBIX

TCJIICKOMMYHHUKAITUOHHBIX CeTef/'I, a TaK)XXC MPOCKTUPOBAHHUA U YIIPABJICHUA MHOTOIIPOTOKOJIBHBIMU KOMITBIOTCPHBIMU
CECTAMH

2. MECTO JUCIIMIITIMHBI MO AYJIA, IPAKTUKH) B CTPYKTYPE OGPA3OBATEJIbBHOU ITPOI'PAMMABbI

uxn (paznmen) OI1: | b1.0

2.1 | TpedoBaHus K NMpeABAPUTEILHON MOATOTOBKE 00y4YaloUIerocs:

2.1.1 | lanHas aucuuruinHa (MOAyis) BKIroueHa B biok «/luciurmimasl, Mmoayan» b1.0 ocHOBHOI 00pa3oBaTenbHON
nporpammsl 09.03.02 MH(bOpMaIOHHEIE CHCTEMBI X TEXHOJIOTUH U OTHOCUTCS K 00s13aTeIbHOI YacTH yaeOHOTO IUTaHa.

2.1.2 | OnepaliioHHBIE CUCTEMBI

2.2 | Jucuuniaunbl (MOAYJIM) U MPAKTUKH, 1JI KOTOPHIX OCBOEHHE JAHHOW AMCHUIJIMHBI (MOAYIs1) HEO0X0AUMO KaK
npeauecTByoIee:

2.2.1 | AnMuHHCTpUpOBaHHE HHPOPMALUOHHBIX CUCTEM

2.2.2 | OCHOBBI TOCTPOCHUS CUCTEMBI "Y MHBIH 10M"

3. KOMIIETEHLIMHA OBYUYAIOIETOCS1, ®OPMUPYEMBIE B PE3YJIbTATE OCBOEHUSI JUCLIMTLIMHBI
(MOJIYJISI, TPAKTHKH)

OIIK-5: Cnioco6eH HHCTALJIMPOBATH IPOIPAMMHOE M ANNIApaTHOe o0ecneyeHue 1J1s1 HHGPOPMALMOHHBIX U
ABTOMATH3UPOBAHHBIX CHCTEM;

OIIK-5.1: 3nams: ocHosbl cucmemnozo aomunucmpuposanus, aomunucmpuposanus CYB/, coepemennvie cmanoapmut
UHPOPMAYUOHHO20 B3AUMOOCUCBUS CUCTIEM.

PesyneraTel 00yueHHs: 3HaET MPOTrpaMMHBIE CPEICTBA ISl aIMUHUCTPHUPOBAHKS HH(OPMAIIMOHHBIX CETEH

OIIK-5.2: YMmemb: 6bINOMHAMb NAPAMEMPULECKYIO HACMPOUKY UHDOPMAYUOHHBIX U ABMOMATNUUPOBAHHBIX CUCHIEM.

Pe3ynbraTsl 00yueHHs: YMeeT BBIIOIHATH HACTPOUKU CETEBOr0 000pyA0BaHUS

OIIK-5.3: HUmemb HABbIKU: UHCIMANTAYUU HPOSPAMMHOZ0 U ANNApAmMHO20 obecnedenus UHPOPMAYUOHHBIX U
aA6MOMamMu3UPOBAHHLIX CUCTHEM.

PeSyJ'ILTaTLI O6y‘I€HI/IﬂZ HmMeeT HaBBIKY WHCTAJUISAIIHI AIMHUHHUCTPUPOBAHUA PIH(bOpMaHI/IOHHBIX cereit

OIIK-7: Cnioco0eH ocylecTBJIATH BHIOOP MIaT(GOPM M HHCTPYMEHTAIbHBIX NPOrPaMMHO-aNNAPATHBIX CPEACTB IS
peann3anuu HHGOPMALMOHHBIX CUCTEM;

OIIK-7.1: 3nams: ocHo8Hble NIAM@POPMbL, MEXHONO2UU U UHCTNPYMEHMANbHbIE NPOSPAMMHO- ANNAPAMHble CPEOCMEA 015
peanuzayuy UHGOPMAYUOHHBIX CUCTIEM.

Pesynbrate! 00y4eHus: 3HaeT OCHOBHBIE CETEBbIE TOMOJIOIMU U KOMMYTAI[HOHHOE 000pyI0BaHHE

OIIK-7.2: Ymemb. ocywecmgnamo b100p niamgopm u UHCMpyMeHmMAanbHbiX NPOSPAMMHO- ANNAPAMHBIX CPEOCHIE OISl Peanu3ayuul
UHGPOPMAYUOHHBIX CUCTEM, NPUMEHATNb COBPEMEHHbIE MEXHON02UU Peau3ayul UHPHOPMAYUOHHBIX CUCTIEM.

PeSyJ'ILTaTLI O6y‘I€HI/IﬂZ YMmeer OCYHICCTBJIATDH BBI60p MOJCTIN TJIA COCTaBJICHUSA I/IH(I)OpMaI_II/IOHHLIX cerelt

OIIK-7.3: Hmemb HagbIKU: 81A0EHUS MEXHOIOSUAMU U UHCIMPYMEHMALbHBIMU NPOSPAMMHO- ANNAPAMHBIMU CPEOCMBAMU OISl
peanusayuu UHPOPMAYUOHHBIX CUCHIEM.

Pesynbrate! 00yueHus: lIMeeT HABBIKH HACTPOHKHU CETEBOTO 000PYIOBAHHS

4. CTPYKTYPA U COAEPXKAHUE JUCHUIIJINHBI (MOAYJIsA, ITIPAKTUKHN)

Kon HaumeHnoBaHue pa3iesioB U TeM /BUA 3aHATHS/ Cemectp / | Hacos ®opma
3aHATHS Kype KOHTPOJIS
1 Paznen 1. O0yuyenue
1.1 Beenenue B koMmmberoTepHsle cetu /Tema/ 5 0
1.1.1 Knaccudukanus cereit .Tonmonorun cerei. 5 2

CraHgapThl KOMITBIOTEPHBIX ceTeit. Moaens OS]

/JTex/
1.1.2 Tomonorus xoMnstoTepHOH cetu /J1ab/ 5 14
1.2 Mopnens u crek npotokonoB TCP/IP /Tema/ 5 0
1.2.1 Ouznaeckmii yposeHs .Kanansaslit yposens . Texnonorus Ethernet MAC 5 2
azapeca
Ethernet. Metogq CSMA/CD /JIex/
1.2.2 ITonroToBka K TeKyIeMy KOHTPOJItO ycrieBaemocT /Cp/ 5 10
1.3 Kommytatopsl Ethernet .VLAN .IIpotokon STP /Tema/ 5 0
1.3.1 Wi-Fi:Ynpasienue J0CTYIoM K pa3aessieMoit cpene,hopmar kaapa,cepBuchl Wi 5 2

-Fi. /Jlex/




132 IoaroroBka k TeKymeMy KOHTpomro ycrneBaemocta /Cp/ 5 12

1.4 CereBoii ypoBeHs. /Tema/ 5 0

1.4.1 IP-appeca.IIporoxon IP: mapmpyrusanus ,pparmeHTanus. 5 2
Ynpasisonye mpoTokoisl ceteBoro yposHs.IIporokonasr:DHCP,ARP,ICMP.
Ilepenaua nakeToB Ha CETEBOM M KaHAJIBHOM YPOBHSX.

/JTex/
1.4.2 MogenupoBaHue pa3IHIHBIX TOMOJIOTHH ¢ ncnons3oBanneM Packet Tracer /J1ab/ 5 16
1.5 TparcnoprHsIif ypoBeHs. /Tema/ 5 0
1.5.1 IIpotokon UDP.IIpotokon TCP:ckomb3siee 0KHO,COeANHEHHE,POPMAT 5 2
3aroJIOBKa,yIpaBiieHue neperpyskoi /JIex/
1.5.2 [ToxnroroBka K TeKymeMy KOHTpOJIo ycrieBaemoctu /Cp/ 5 10
1.6 Unrepdeiic cokeros. /Tema/ 5 0
1.6.1 ITpotoxomnsl, uaTEpdEicH U cepBUCH. [Tpumepsl 5 2

Tpancnsamus cereBbix aapecoB (NAT). MexcereBbie 3kpanbl. [IpuknamHoii
ypoBeHb. /JIek/

1.6.2 bazoseie HacTpoiiku kommyTtatopa CISCO Packet Tracer /J1a6/ 5 18
1.6.3 IMoxroroBka k maboparopHoii padote /Cp/ 5 12
1.7 Cuctema nomeHHbIX iMeH DNS. /Tema/ 5 0
1.7.1 IIporokosn DNS.Tunst 3anuceit DNS. IIporoxon HTTP. 5 4

IToctosunoe coenunenue B HTTP.
Komuposanue B HTTP.
IIpotokonsr SMTP ,POP3,IMAP,FTP /Jlex/
2 Paznen 2. [IpomexxyrouHas aTTecTanus
2.1 Dx3amen /Tema/ 5 0
2.1.1 IoaroroBka K 9k3aMeHy /OKk3ameH/ 5 35.65
2.1.2 KonrakTHas pabota c [IIC /KoPa/ 5 0.35

[Ipumeuanue. @opmbl KOHTpOIA: DK — 3Kk3aMeH, K- koHTposbHas padota, Ko- koHTponbHEIH onpoc, C3- cemecTpoBoe 3aganue, 3-3aueT, OI1
-0TYeT 10 NMpakTHKe, 31-3a1anue, P-pedepar.

5. ®OHJ OLIEHOYHbBIX CPEJICTB

OrmeHOYHBIE CPEACTBAa IUIAHMPYEMBIX pE3yIbTaToB o0Oy4eHHs IpeAcTaBieHBl B BuAe (oHIOB oreHouHBIX cpencts (POC),
pa3pabOTaHHBIX B COOTBETCTBHU C JIOKAJbHBIM HOPMATHBHBIM aKTOM yHuBepcuTera. @OC MoxeT OBITh NpeAcTaBIeH B
[Tpunoxxenun x paboueit mporpamme.

B pamkax u3ydaeMoi TUCIUIUIMHBI CTYIEHT MOYKET JeMOHCTPUPOBATH CIEAYIOIINE YPOBHHU OBIAJCHUST KOMIIETCHLIUSMH.
[ToBBINICHHBIH YPOBEHB: 00yJAIOMIUIICS JEMOHCTPUPYET TIIyOOKOE 3HAHHE YIeOHOTO MaTepHaia; ClIocOOCH HCIOIB30BaTh
CBEJICHUS M3 PA3JIMIHBIX KCTOYHUKOB JJISl YCIICIITHOTO UCCIICIOBAHMS M IMTOMCKA PENICHUS B HECTAHIAPTHBIX CUTYAIIHSIX; CIIOCOOCH
aHAITM3UPOBATh, IPOBOJIUTH CPaBHEHNE 1 000CHOBAHUE BHIOOPA METOJIOB PEIICHHS MPAKTUKO-OPUEHTHPOBAHHBIX 33/ IaHUH.

OrneHka MpoMeKyTOYHOI aTTecTanuu (9k3aMeH): 5 (oTauyHo) — 90 6amios u Gornee.
ba3oBbIif ypoBeHb: 00yJatomuiics criocoOeH HOHUMATh M HHTEPIIPETUPOBATh OCBOCHHYIO HH(POPMAIIUIO; IEMOHCTPHPYET
OCO3HAHHOE BJaJICHUE YIeOHBIM MaTepUAIOM U Y4eOHBIMU YMEHUSIMH, HABBIKAMH U CIIOCOOAMH JIEATEBHOCTH, HEOOXOTUMBIMU
JUTS PELICHNUS IPAKTHKO-OPHEHTHPOBAHHBIX 3aJaHHM.

OrneHka MpoMeXKyTOYHOI aTTecTaluu (9k3aMeH): 4 (xopomo) — 76-89 6annos.
IToporoBblii ypoBeHb: 00yUaIOIIUIACS 00Ia1aeT HEOOXOIUMON CHUCTEMOI 3HAHUI 1 BIIaZiceT HEKOTOPHIMU YMEHHSIMHU;
JIEMOHCTPHPYET CAMOCTOSTENIFHOCTD B MPUMEHEHUY 3HAHUN, YMEHUI W HABBIKOB K PEIICHUIO YIeOHBIX 3aJaHUH Ha
PEIpOLYyKTHBHOM YPOBHE.

OreHKa MPOMEKYTOYHO# aTTecTauy (9k3aMeH): 3 (YIOBIETBOPUTEIBHO) — 61-75 OaoB.
YpoBeHb HIDKE MOPOTOBOTO: CUCTEMa 3HAHHUW, HE0OXO0IMMas JUTS PelIeHNsT YIeOHbBIX U MPAKTUKO-OPUEHTUPOBAHHBIX 331aHUH, HE
chopmupoBaHa; 00y4JaroImuiicst He BIIaJeeT OCHOBHBIMH YMEHHSIMU, HABBIKAMH U CIIOCOOAMU JIESITETTHHOCTH.

OrneHka MpoMeKyTOYHOI aTTecTaluu (9k3aMeH): 2 (HeyJOBIETBOPUTENBHO) — HIDKE 61 Ganna.

B pamkax 1aHHON TUCHMIUIMHBI UCTIONB3YIOTCS CIEAYIOIINE KPUTEPUH OLIEHKH 3HAHUN CTYJEHTOB.

Omiin4yHO

OO0yyaromuiicst TeMOHCTPUPYET:

- CUCTEeMAaTU3UPOBAHHBIE, TITyOOKHE U MOJIHBIE 3HAHMUS TI0 BCEM pa3JieiaM yueOHOU JUCIUIUINHBI, a TAK)KE TI0 OCHOBHBIM
BOIIPOCAM, BBIXOJSIINM 32 €€ Ipeaebl;

- TOYHOE UCTIOJIb30BaHNE HAYYHOH TEPMUHOJIOTHH, TPaMOTHOE, JIOTHYECKH MPABUIIBHOE U3JI0KEHHE OTBETA Ha BOIIPOCHI,

- Oe3ynpevHoe BiaieHNe HHCTPYMEHTapueM yIeOHOH TUCIMIUIHHBL, YMEHUE er0 3P QEKTHBHO NCTIONB30BATh B IOCTAHOBKE U
peleHnH HaydyHbIX U MPO(eCCHOHATBHBIX 3a/1a4;

- BEIPOKCHHYIO CLIOCOOHOCTH CAMOCTOSTEBHO U TBOPYECKH PEIIATh CJIOKHBIC TPOOIEMBI B HECTAaHIAPTHON CUTYAIIHIH;

- TMIOJTHOE ¥ TTyOOKOE YCBOCHUE OCHOBHOM, M JOTIOJHUTEIILHOM JINTEPATYPHI, 10 N3ydaeMol y4eOHOH TUCIUTUINHE,




- yMeHHUE CBOOOTHO OPUEHTUPOBATECS B TEOPHUSX, KOHLETIIUIX U HAIIPABICHUAX MO HU3ydaeMoi ydeOHOH AUCIUILUIMHE U AaBaTh UM
AHAJIMTHUYECKYIO OLIEHKY, UCTIOJIb30BaTh HAyUHbIE JOCTH)KEHHS APYTUX JUCLHILINH;

- TBOPUYECKYIO CAMOCTOSTENBHYIO PaboTy Ha yUeOHBIX 3aHATHAX, aKTHBHOE TBOPUECKOE YIAaCTHE B TPYIIIOBEIX O0CYKICHHSAX,
BBICOKUI YPOBEHb KyJbTYPbI UCIIOIHEHUS 3aJaHUM.

Xoponio

OO0yyaromuiicst TeMOHCTPUPYET:

- CHCTEeMAaTH3UPOBaHHBIE, TTTyOOKHE U IIOTHBIE 3HAHUS 110 BCEM pa3zenaM ydeOHOH AUCIUILINHEI,

- UCTIONIb30BaHUE HAYYHOI TEPMHUHOJIOTUH, TPAMOTHOE, JIOTHYECKHU NIPABUIIBHOE U3JI0KEHUE OTBETA Ha BONPOCH], yMEHUE JeIaTh
000CHOBaHHBIC BEIBOJIBI M 0000IICHHUS;

- BIIaJICHUE MHCTPYMEHTapHeM y4eOHOH AUCIUIUIMHGI (METOAaMH KOMIUIEKCHOTO aHAIHN3a, TEXHUKOH MH()OpMaOHHBIX
TEXHOJIOTHH), yMEHUE €Tr0 UCTIOIb30BATh B IIOCTAHOBKE U PELIEHUH HAYYHBIX U MPOGEeCCHOHATBHBIX 3a/1a4;

- CIIOCOOHOCTH PEIIATh CIIOKHBIC TPOOIEMBI B paMKaX y4eOHOH IHUCIUITIMHEI,

-cBOOOTHOE BIIaZEHHE THIIOBBIMH PEUICHISIMHY;

- YCBOEHHE OCHOBHOM U JIOIIOJIHUTEIBHON JINTEPATYpHl, PEKOMEHI0BAHHO pabodeil mporpaMMoii To yueOHOH AUCIUILINHE;

- YMEHUE OPHEHTHPOBATHLCS B TEOPUAX, KOHIIEMIUAX U HAMPABICHUSX 110 U3y4aeMOH yueOHON JUCHUIIMHE U aBaTh UM
AQHAJIUTUYECKYIO OLICHKY;

- aKTHBHYIO CAMOCTOSITEJIFHYIO pabOTy Ha YIEOHBIX 3aHATHAX, CHCTEMATHIECKOE YIACTHE B TPYIIIOBEIX OOCYKACHUSAX, BBICOKHUI
YPOBEHB KyIbTYPBI UCIIOJIHEHUS 3aJaHUI.

VY I0BIETBOPUTEIBHO

OOy4aromuiics 1eMOHCTPUPYET:

- IOCTaTOYHBIC 3HAHUS B 00beMe paboue MporpaMMbl 10 Y4eOHON JUCIUILIMHE;

- HCIIOJIb30BaHNE HAyYHOU TEPMHUHOJIOTHH, TPAMOTHOE, JIOTHYECKU IIPAaBUIIBHOE U3JI0KEHHUE OTBETA Ha BOIPOCHI, YMEHHE 1€1aTh
BBIBOJIBI 0€3 CYIIECTBEHHBIX OIIHOOK;

- BIIaJIeHUE UHCTPyMEHTapHeM y4eOHOM AUCIUILUINHBI, YMEHHE €T0 HCIONb30BaTh B PELIEHHH YUeOHBIX U MPO(eCcCHOHANBHBIX
3a1ay;

- CHOCOOHOCTH CAMOCTOSITEIIFHO TPUMEHATH THIIOBBIE PEIICHHUS B paMKaxX N3y9aeMO IUCIUILTIHEI,

- YCBOEHHE OCHOBHOM JINTEPATYPHI, PEKOMEHA0BAHHOI pabodeil mporpaMMoii o TUCHIUILIHHE,

- YMEHUE OPHEHTHPOBATLCA B 0A30BBIX TEOPUSX, KOHLEMIUAX U HAIIPABIEHUAX MO AUCLUILIHHE;

- paboTy Ha Y4EeOHBIX 3aHATHSAX IO/ PyKOBOJICTBOM IperioiaBatelisi, (hparMeHTapHOE YIacTHE B IPYIITOBBIX 00CYKICHHSX,
JIOCTATOYHBIN YPOBEHB KyJIBTYPHI HCIIOIHCHHUS 3aJaHUI.

HeynosnerBopurensHo

OO0yuaromuiicst JTeMOHCTPUPYET:

- (pparMeHTapHbIe 3HAHUS B PaMKaxX M3y4aeMOil TUCHUIUIMHBL, 3HAHHUS OTJENBHBIX JINTEPATYPHBIX UCTOYHUKOB, PEKOMEHIOBAHHBIX
paboueit mporpamMMoii 1Mo y4e6HOH TUCIUILIHHE;

- HEyMCHHE UCIIOJIL30BATh HAYYHYIO TEPMHUHOJIOTHIO Y4eOHOW JUCIUILTHHEI, HAINYHAE B OTBETE TPYOBIX, JOTHYSCKUX OMIMOOK;

- TACCUBHOCTD Ha 3aHATHAX WM OTKa3 OT OTBETA, HU3KUH YPOBEHB KYJIBTYPHI HCIIOTHEHUS 3a/1aHUIA.

ITpuMmepbl BOIPOCOB 10 OLIECHOUHOMY CpeAcTBY «OTueT 1abopaTopHOi paboThI»
JlaboparopHas padota Ne 1. Tomonorus KOMITBIOTEPHOH CETH

Uro o3nauaet Tonojorus, Abonent, Cepsep, Kiauent?

HazoBute 0a30Bble U AOMOJIHUTENBHBIE TUIIBI TOMOJIOTUH.

Kakwue THIel Ka0emnsi MPUMEHSIOT MPH MIMHHOW TOTIOJIOTHU?
[IpenmyiiecTBa U HETOCTATKH IIMHHON TOIOJIOTHU.

Tononorus «3se3na». [IpeumyiiecTBa U HEAOCTATKU TaHHOM TOMOJIOTHH.
AKTUBHAasl U MAaCCUBHAs TOIOJOIHS «3BE3/a».

[IpenenvHas mvHA CETH ¢ MPUMEHEHHUEM TOIOJOTHHU «3BE3aY.
Tononorus «xoasuoy». IIpeuMymiecTBa U HEAOCTATKU JaHHOU TOIIOJIOTUH.

PN~

JlaboparopHas pabota Ne 2. MojenupoBaHre pa3IHIHBIX TOMOJIOTHIA ¢ Hcnojb3oBaHueM Packet Tracer
Kakue cereBble ycTpoiicTBa MoxkeT mMmutHpoBath Packet Tracer (PT)?

HasoBute Tpu OCHOBHBIC TPYIIIBI CETCBOTO ANMapaTHOro 0OCCIeUCHHS.

YTo OTHOCUTCS K aDOHEHTCKUM CHCTeMam?

Kakoe o6opymoBaHue SBISETCS CETEBBIM?

Kakwue tumer 060pynoBaHuss BXOIST B TPYIIy KOMMYHHKAIIMOHHBIX KaHAJIOB?

Nk =

Jlaboparophas pabota Ne 3.bazoBsie HacTpoiikn kommytaTtopa CISCO Packet Tracer.
HasoBute HazHaueHne kKoMMyTaTopoB u MocToB Ethernet.

OCHOBHOM anropuT™M paboThl KOMMYTaTOpA.

Kak Ha3pIBaeTCs peXKHM KOMMYTaTOpa IPH MOCTPOCHUH TaOJIUIIBI
KoMMyTauuu?

C mOMOIIBI0 KAaKUX KOMaHJ MOYKHO BOWTH B TMPUBUIIETHPOBAHHBIN PEKUM
U PEXKUM TI00aTbHOW KOH(PHUTYpaIuu?

MoryT JI1 BO3HHKATh KOJUTH3HMH B CITy4ae ITOAKIIOYCHUS KOHIEHTpaTopa
K TIOPTY KOMMYTaTopa M B KaKOM CETMEHTE CeTh?

C noMoIIpI0 KaKUX KOMaHJ NOJHUMAIOTCSI MOPTHI KOMMYyTaTopa?

A ARl e




ITpomerxyTouHast aTTecTalMs 10 JUCHUIIIMHE — 9K3aMEH, IPOBOIUTCS MMUCBMEHHO B BUJIE TMCbMEHHBIX OTBETOB HA BOMPOCHI.
OK3aMeHAIMOHHEBIH OMiIeT BKIoYaeT 2 Bonpoca. Bpems moarotosku — 60 MUHYT.
Bompocs! k 3k3aMeny:

L. Wudopmannonnsiit oomeH. [lonstue BerancnurensHoi certd. Kinaccndukannms cereil. JIokanbHble 1 IIOOAIBHBIE CETH.
Tonomnorus ceTu.

2. CrasgapTsl U cHeu(UKay, UX poidb B TEXHONOTUIX Mepefadu JaHHBIX. [IpuMeps! cTaHIapTOB U CHelu(UKaIys.
Crpykrypa crangaproB [EEE 802.

3. Mopgens B3anMoaencTBHs OTKPHITEIX cucteM (OSI). [IpenmymiecTBa HCIIONB30BaHNAS MHOTOYPOBHEBOTO TIOAXO/A.
YpoBHU cpefpl Iepeiau JaHHBIX, YPOBHH X0ocTa. DyHKINK 1 Ha3HAYEHHUE IIPOTOKOIOB OT/CIBHBIX YPOBHEH MOJETH.

4. Mogens OSI. OgHopaHroBast MoJieslb B3auMoAeHcTBUs. biaoku nepenaur naHHBIX. MHKAnCymsuus AaHHBIX.
BzaumopeiicTBiie aOOHCHTOB B CETH.

5. Ha6op nporokonoB TCP/IP. Yposau creka npotokonoB TCP/IP. Otimune ot moxenu OSI. Ha3znadeHne nmpoToKoIOB
OTAENbHBIX YpoBHeH. Mcons3oBanue mpotokonos TCP/IP mig mocTpoeHus TOKAIBHBIX U TI00ATBHBIX CeTeH.

6. Du3ndecKuil ypoBeHb B3aUMOAEHCTBUS B ceTH. [loHATHE cpeasl nepenadn JaHHBIX. [IpoBoaHBIE U OECIIPOBOAHBIE CETH.
XapaKTepHCTHKH KaHaJIa CBSI3H: TPOITYCKHAS CIOCOOHOCTH, 3aTyXaHHe, BOTHOBOE COIIPOTHRIICHHE.

7. IMposonusie cetn Ethernet: koakcmanbHBIE CHCTEMBI, CETH Ha OCHOBE BHUTOH Iapbl, ONTOBOJIOKOHHBIE ceTH. IIpomyckHas
cnocoOHOCTH cetelt Ethernet.

8. BecnipoBoanbie cetu: paauocetu, MK-cetn, WLAN. YactotHble muamna3oHbl. OCOOCHHOCTH OSCIPOBOIHBIX CETEH.
Css3H0CTh cereii. CoTOBas CBsI3b, 0a30BbIE CTAHIIMH.

9. ®usnueckuil yposenb. Koguposanue curnanos. IIpunnunsl koguposanus. Hecymas uacrora. Monymsuus cUrHaia.
AMIUTATY/IHAS, YacTOTHAS U (ha3oBast MaHUMyasud. QAM.

10. Kananphslil ypoBeHb B3auMojeiicTBus. Kaapbl KaHaIbHOTO YpOBHSI, CTPYKTypa Kajipa. Anpecanuss Ha KaHaJIbHOM
ypoBHe. JlocTaBka kanpoB. KoHTpoib ommboxk.

1. VYmpasieHue 10CTynoM K cpene. Metoapl nocTyna ¢ nepenayeil Mapkepa. MHOKECTBEHHBIN HOCTYI C KOHTPOJIEM
Hecylel u ooHapykenueM koumsuit (CSMA/CD).

12. CeteBoe 000pyHOBaHHUE: CETEBBIE AIANTEPH], TOBTOPUTENH, KOHIIEHTPATOPbI, MOCTHI B KOMMYTaTOpsl. DyHKIMN 1
Ha3HA4YeHHE OTACNBHBIX YCTPOHCTB. MIHTeNIeKTyanbHbIe (PYHKIIMH KOMMYTaTOPOB.

13. CeTteBoii ypoBeHb B3auMozAeHcTBUs. IIpiMepbl TPOTOKOIOB CETEBOTO YPOBHS. MapIIpyTH3HpyeMble MPOTOKOIIBL.
OyHKINK 1 Ha3HaYEeHHE MapIIpyTH3aTOPOB B ceTH. [IpenMytiecTBa MapIIpyTH3HPYEMBIX IPOTOKOJIOB.

14. ITporoxon IPv4. IP-anpecanus. Kiaccer cereit. Mapmpyrusanus. I[Tydonnansie u npuBatHble cetu. Mexanmsm NAT.

15. Knaccer agpecos. [lonarue nonceru. Macka nojacet. TexHOIOrus: 6€CKIACCOBOM MEXIOMEHHON MapLIpyTH3aLUN
CIDR. lIIupokoBemniaTesbHas ajipecalus.

16. IP-naketsl. CtpykTypa IP-maxera. 3aroioBok makera ceTeBOro ypoBHA B IpoTokoie IPv4, HazHaueHue mosel.

17. ITporoxon paspemenus agpecoB — ARP, ¢pyrkiuu n HazHauenue. ARP-tabmuuer 1 ARP-3anpocsl. ARP-tabmuist
MapIIpyTH3aTOpoB. MeXaHU3M MapIIpyTH3alUH MAKETOB B JIOKAJIBHBIX CETAX.

18. IIpotokon ICMP, ¢yakumu u HazHaueHue. MHGopMamoHHble coo0meHus mpoTokona. KomaHapl KoHTposst paboTthl 1P-
COeAMHEHUH: ping, tracert (traceroute). Bpems >xu3Hu naxera.

19. Mapmpyruzanust B cetssx TCP/IP. @yHkunn m Ha3HaueHUE MapLIpyTH3aTOpoB. Tabmuibl Mapupytusanuu. [IpoTokossl

MapUIpyTH3auu, X QYHKIUK 1 HazHadeHHs1. [IprMepbl MPOTOKOIOB MAapLIPyTH3ALMHU: AUCTAHIMOHHO-BEKTOPHBIE U HA OCHOBE
OLICHKH COCTOSIHHS CETH.

20. ITporoxon UDP, ero ocobennoctu. Ctpykrypa UDP-natarpammsr. CepBuchl, oOcoykuBaemsle mpoTokonom UDP.
[TopTs! punOKEHUHN.

21. Iporoxon TCP, ero ocobennoctr. Crpykrypa TCP-cermenta. [TopTel mprnoskenuit. CepBHCH 00CTy)KHBaeMbIe
npotokosnom TCP.

22. Ob6ecnieueHne Ha/Ie)KHOCTHU Nepenadn JaHHbIX B npoTokosne TCP. Opranu3anusi coeTuHEeHus, epechlika JaHHBIX,
paboTa ¢ OKHAMH.

23. OyHKINK 1 HA3HAYCHHE CEaHCOBOTO YPOBHA. MeXaHM3MBI YIIPaBICHUS ceaHcaMH pabOTHL. YPOBEHB IIPEACTABICHUH B
mozemu OSI. @yHKIK 1 Ha3HAYEHHE JaHHOTO YpOBHS. Poib ypoBHS B 0OMeHe JaHHBIMU B PACHIPEICICHHBIX CETAX.

24, [IpuknaaHoO# ypoBeHb B3aMMoOneHCTBHsA. Pabora mpuioxenuil B ceTr. YHKIMK ¥ Ha3HAUYECHHE MPOTOKOJIOB
MPUKIIAITHOTO YPOBHS. [IprMeph IPOTOKOIOB PHKIIAHOTO YPOBHS.

25. BecnipoBonnsie noxansueie cetr (WLAN). Opranmsamms WLAN. Pexwuwmsl pabotst cetn. Ad-hoc, Touku mocrtyma, ,
HACTpOHKa MOAKIIOYEHHUSI K OeCIIPOBOJHOM CeTH.

26. ObecneyeHne MOMEXO03aUIIEHHOCTH OecipOBOHBIX ceTell. TeXHnKa paclIMpeHHOro CIIEKTpa: OPTOTOHAIBHOE
gacToTHOE MynbsraIniekcuposanue (OFDM), ckaukooOpasHas nepectpoiika gactotsl (FHSS), mpsMoe mocnenoBarensHoe
pacmupenue crekrpa (DSSS).

27. Crek nporokona IEEE 802.11. ®usudeckuii ypoBeHb MPOTOKOJA, ero crenudukaiui. KaHaabHbBIH YPOBEHb.
bezonacnocts WLAN: WEP, WPA, WPA2.

28. INepconansnsie cetn (PAN). Texnomorus Bluetooth. Crex npoTtokonos Bluetooth.

29. I'moGanbubie cetn. Opranuzamus pacrpeneneHHbix cereil. [IpoBaiineps! yciyr. YacTHele ceTH opraHu3anuil.
JIvueHsupoBaHue yCIyr MpoBaiaepos.

30. OOmas cTpykTypa rio06ansHoi cetn. CeTh HOCTyIa, MaruCTpalibHas ceTh, HH(GOPMAIIMOHHBIE y3JIbI, CeTH HocTyma. Mx
(yHKIMH U Ha3HAYCHUE.

31. YerpoiictBa robanbHON ceTH. TeXHHKa BUPTYaJIbHBIX KaHAJIOB. [10CTOSIHHBIE 1 KOMMYTHPYEMbIE BUPTYaIbHbIC KaHAJIBI.
KomMMmyTarys makeToB ¥ KaHaJIOB B INIOOAJBHBIX CETSX.

32. KopnopaTtusHsie cetu. CeTn ypoBHS OT/elNa, KaMITyca, paclpeeleHHOro npeanpustusi. OCOOEHHOCTH OpraHU3aIun

ceteil. Buptyansubie nokansasie cetd (VLAN), ux HazHaueHHE.




33. Iporoxounsl rnobansHeIx cetelt. [Iporokon PPP, ero ocobernoctr u HasHaueHHe. CTpyKTypa MaKeTa JaHHBIX MPOTOKOIA
PPP. MynbsTUNpOTOKOJIbHAS TTOAIEPHKKA.

34. IIporoxon ISDN, ero ocobennocty, GpyHKIMH 1 HazHadeHHe. KommonenTs cetn ISDN (ycTpoiicTBa, KaHAIBI Iepefaqn
naaHbix). Cetn ISDN. B- u D-kxananel, ux ¢pynaxuuu n HazHaueHus. Marepgeiicer PRI u BRI

35. Ceru Frame Relay. Ocob6ennoctu nporokona. Ctek mpotokosa Frame Relay. KananbHblii U ceTeBOi ypOBHH MPOTOKOJIA.
[Tonnepxka napamerpos QoS.

36. Cetn ATM. Ocob6ennoctn npotokona. Kagp ATM, ero ctpykrypa. YpoBeHs amantammuu ATM.

37. Cuctema nomenHsIx umeH (DNS). Cayx6s1 DNS, ¢ynkiun u HasHageHue. CTpykTypa 3ampocoB u oTBeToB DNS. 3oHbI
DNS, ux oocnyxuBanue. Tumnbl 3anuceit DNS, ux cTpykrypa.

38. Cnyx651 nHQpacTpyktypbl cetn. Ciryxx0s1 DHCP, dynkimn n Haznadenne. CTpykTypa 3ampocoB u otBeroB DHCP.

39. IMporoxon NetBIOS, ero ocobennoctu. Mimenosanmne komneioTepoB B cetr. Cayxxba WINS. Komanna nbtstat, ee
Ha3Ha4YeHHEe U CUHTAKCHUC.

40. Hasnauenue mapuipyruzaropo. Cinyx6a Mapmpyrusanuu u ynainenHoro jgoctyma (RRAS) B OC MS Windows,

Ha3HaueHNE U OCHOBHBIC QYHKIIMU. Y TIpaBieHNE MapIpyTu3anuei. [loanepkka mpoTOKOJIOB MapIIpyTH3AIHH.

6. YAEBHO-METO/MYECKOE 1 TH®OPMAIIMOHHOE OBECIIEYEHUE JUCHUIIJIMHBI (MOAYJIA,
IMPAKTUKN)

6.1. Pexomenayemasi JurepaTypa

ABTOpBI, COCTaBUTENIN 3armnaBue M3narenscTBoO, DNEeKTPOHHBIN azpec

JI1.1 |Xypasnes A. E., WudoxoMmyHnkannonHsle cucteMbl. AnmapatHoe | Cankr-IletepOypr: | https:/e.lanbook.com/bo
Makmanos A. B., obecrnieueHue: yueOHUK Jlans, 2020 ok/147334
HBanumes A. B.

JI1.2 | XKypannes A. E., HNHPOKOMMYHUKAIMOHHBIC CHCTEMBI. Canxkr-ITerepOypr: | https://e.lanbook.com/bo
Maxkmanos A. B., ITporpamMHoe obecriedeHue: yued. mocodue Jlans, 2020 ok/147335
WBaunmes A. B.

JI1.3 | Kyrys3os O. 1., WHPOKOMMYHHUKALMOHHBIE CUCTEMBI U CETH: Canxkr-IlerepOypr: | https://e.lanbook.com/bo
Tarapuukosa T. M., Y4EOHUK Jlanp, 2020 ok/136177
IlexanoBckuii B. B.

JI1.4 |IlyroBkun A. B., OCHOBBI TOCTPOEHHST HH)OKOMMYHHUKAITOHHBIX Cankr-IlerepOypr:

IToxamecros JI. A., ceTel U cucteM: yued. mocobue Jlann, 2021
Kproxos 4. B.

6.3 Ilepeuennb MPOrpaMMHOTO odecnedeHust

6.3.1.1 | C1O "Moodle"

6.3.1.2 | Windows

6.3.1.3 [ Adobe Acrobat Reader DC

6.3.1.4 | LibreOffice

6.4 Ilepeuyenb HHPOPMAIIMOHHBIX CIIPABOYHBIX CHCTEM U JIeKTPOHHBIX 010anoTedHbIX cucteM (IBC)

6.3.2.1 | bubnmoteka (HTB)

6.3.2.2 | DnexktpoHHast ”HGOPMALMOHHAs 00pa30BaTeNibHAsl Cpea YHUBEPCUTETA

6.3.2.3 | OBC "Jlanp"

6.3.2.4 | ObC "Book.ru"

6.3.2.5 | B/l nepuoauxu UBUC

6.3.2.6 | Onexrponnsit katanor UBI[ Boar[ TY

6.3.2.7 | Onexrponnsiit katanor UBI[ NAuC

7. MATEPHAJIBHO-TEXHUYECKOE OBECIIEYEHHME JUCHUTIJIMHBI (MO YJIA,
IMPAKTHUKH) /OBOPYJTOBAHUE

7.1 | MynsruMenuitHas yaeOHas ayAUTOPHS JUIS IIPOBEACHUS 3aHATHH JICKIIMOHHOTO ¥ CEMHHAPCKOTO THIIA, TPYIIIOBBIX U
UHIUBHUIYaJIbHBIX KOHCYIBTALUH, TEKYIEro KOHTPOIIS U IPOMEKYTOUHOM aTTecTanuu. /YueOHas f0ocka, yaeOHas
MeOelb, MHTepaKTHBHAs TpUOyHa, BUJICOTIPOCKTOP.

7.2 | JTabopatopust ”HGOPMALIMOHHBIX TEXHOIOTHIA. /Y 4eOHas MeOelb, KOMIBIOTCPHAs TEXHUKA, OCHAIIICHHAS IPOTPAMMHBIM
obecrieueHreM, T0CTYIIOM B IHTEpHET U B AJIEKTPOHHYIO HH)OPMAITOHHO-00pa30BaTEIBHYIO Cpely YHUBEPCHUTETA.

7.3 | Aynutopust Al caMOCTOATENBHON paboThl 00yJatomuxcs. /YueOHas MeOelb, KOMITBIOTEPHAs TEXHHKa C BO3MOYKHOCTBIO
MOKITFOUEHHS K ceTr "MHTepHEeT" 1 00ecTieYeHneM JTOCTyIa B JIEKTPOHHYI0 HHPOPMAITMOHHO-00pa30BaTEIBHYIO CpEeLy
YHUBEpCcHUTeTa (AUTATBHBIHN 3211 HH)OPMAITOHHO-ONOIHOTEYHOT0 IEHTPA).

8. METOANYECKUE YKA3AHUSA JJIS1 OBYYAIOIIIUXCS IO OCBOEHUIO U CIUITVIMHBI (MO YJIA,
MMPAKTUKHN)

Opranuzanust 00pa30BaTeNBHOrO MPOLEcca M0 JaHHOW TUCIHUILTHHE PErTaMEHTUPYETCS YU4eOHBIM [UIAHOM M PacIHCaHUueM
yueOHbIX 3ausTuil. [Ipu hopMUpOBaHHU CBOEH HHANBHYAIBHON 00pa30BaTeNbHOM TPACKTOPHH 00YUYAIOIINIACS UMEET MPaBO Ha
nepe3aver AUCIUILINHEI (TIepeaTTecTalliy ee YacTH), €CJIM OHa OblJIa OCBOSHA B TIPOIIECCE MPEIIECTBYIOMIETO O0yICHNSI.




ITepesauer (mepearTecTanyu €€ YacTH) OCBOOOKIAeT 00y4atouIerocss OT HeOOXOAMMOCTH MOBTOPHOTO OCBOSHHS JUCLUTLTUHBI
(TIOJTHOCTBIO WJIM YaCTUYHO).

Y4eOHBIH Mporecc MpH MPenogaBaHUN Kypca OCHOBBIBACTCS Ha UCIIONB30BAaHNH TPAJAUIIMOHHBIX, HHHOBAIIMOHHBIX U
UH()OPMAIMOHHEIX 00Pa30BATEIBHBIX TEXHOJIIOTHH. TpaAuIiMOHHBIC 00pa30BaTEIbHBIC TEXHOIOTHH IPEICTABICHBI JICKIIUAMH 1
MPaKTUYECKUMU 3aHATUSIMH. THHOBalMOHHBIE 00pa30BaTeIbHbIe TEXHOIOTUN HCIIONB3YIOTCS B BUJIE IIUPOKOTO IPUMEHEHUS
AKTHBHBIX U HHTEPAKTHBHBIX (hOPM MpOBeACHUS 3aHATHH. HpOpMaImOHHBIE 00pa30BaTEIbHBIC TEXHOIOTHH PEATU3YIOTCS ITyTEM
AKTUBU3AIMN CAMOCTOSTEIBHON PaOOTHI CTYJICHTOB B DJIEKTPOHHOIN HH(OPMAIIMOHHOW 00pa30BaTEeILHON Cpeie.

JIeKIMOHHBIN KypC MpeArnoIaraeT CUCTEMaTH3HPOBAaHHOE H3JI0KEHHE OCHOBHBIX BOIPOCOB yueOHoro miaHa. Ha mepBoil nekiun
JICKTOP HH(POPMHUPYET CTYACHTOB O PEKOMEH/IyeMOii JINTepaType U JICKTPOHHBIX UCTOYHHKAX HHOOPMAIMH TI0 TUCHUILIHHE, C
yKazaHHeM, Kakol yaeOHHK (yaeOHOe mocodne) sBiseTcss 0a30BBIM.

JlaGopaTopHBIC PabOTHI MPEANIONIATAIOT BEIIOIHEHHE U OTUET 3aJaHUii IT0 TeMaM, pPACCMOTPEHHBIM HA JICKIIMOHHBIX 3aHATHSX.
Kaxxgomy nabopaTopHOMY 3aHATHIO MIPEIILIECTBYET CAMOCTOSITEIbHAS! TOATOTOBKA CTYEHTA, BKJIIOYAIOIIAS: 03HAKOMJIICHHE C
CoZIepKaHUEeM JTa00PaTOPHOI PabOTHI 10 METOJMYCCKUAM yKa3aHHSIM; TPOPabOTKy TEOPETHUECKOH YaCTH 110 JICKIHOHHOMY
MaTepuainy u yaeOHHKaM, peKOMEH/IOBAaHHBIM B METOANYECKHIX YKAa3aHHAX.

CamocrosTensHas paboTa CTyJCHTOB BKJIIOYACT U3YUCHNE 3aKOHCIEKTUPOBAHHOTO Ha JIEKIIMOHHBIX 3aHATUSAX MaTepHana,
JIOTIOJTHEHHE €0 C YYSTOM PEKOMEHIOBAHHOM 110 TAHHOW TEME JINTePATYpPhl, CAMOCTOSTEIIBHYIO ITOJITOTOBKY K JIAOOPaTOPHBIM
paboTaM, cCaMOCTOSITEIIFHOE BBITIOTHEHUE 3aaHIi KypCOBOH pabOTHI.

[lepeueHb METOANYECKUX YKAa3aHHUH JUTS OCBOCHHS AMCIUILTIHEI IPEICTABICH B CIIUCKE TUTEPATypEI.

B Teuenue cemectpa A5l CTyACHTOB MIPOBOAATCS IPYIIIOBBIE TEKYILHE KOHCYABTAIIMM MO Y4eOHOH TUCLUIUIMHE, a TAKKE
KOHCYJIbTalMs IEpe 3a4ETOM.

Mertoamaeckne peKOMEHAAINH 110 00yJIEHHIO JIUII ¢ OTPAaHMYCHHBIMHA BO3MOKHOCTSIMH 37I0POBbS] I HHBAJIHUIOB
IIpodeccopcko-neaarornyecKiii COCTaB 3HAKOMHUTCS C TICUXOJIOTO-(QU3NOTIOTHYECKIMU 0COOEHHOCTAMHU 00YUJalOMUXCs HHBATUIOB
1 JIMI C OTPAaHWYCHHBIMU BO3MOXHOCTSIMH 310p0oBbst (OB3), HHANBUIYaTBHBIME POrpaMMaMHK peaOUITUTAIIMd HHBATUIOB (TIPH
Haimgnn). [Ipr He0OX0ANMOCTH OCYIIIECTBIIACTCS JOMOTHUTENBHAS TIOAEPIKKa IIPEHOAaBaHNs THIOTOPaMH, ICHXOJIOTaMH,
COITATBHBIMY paOOTHHKAMH, IPOIICAIINMH ITOJTOTOBKY aCCHCTCHTaMH.

B cooTBeTcTBUM ¢ METOANYECKUMU pekoMeHaanussMu Munoopaayku PO (ytB. 8 anpenst 2014 r. N AK-44/058H), B Kypce
TPEAIOoIaraeTcs HCIOIb30BaTh COIIMAIBHO-aKTHBHBIC U PEIICKCHBHBIC METOIBI O0YYCHUSI, TEXHOJIOTUH COLUOKYIIETYPHOU
peabMIIHTANH C IENTBI0 OKA3aHHsI IOMOIIHN B YCTAaHOBJICHHUH ITOJTHOIIEHHBIX MEKIMYHOCTHBIX OTHOIICHUH C IPYTUMH CTYJICHTaMH,
CO3JaHUH KOM(OPTHOTO ICUXOIOTHYECKOT0 KIIMMaTa B CTyAeHuecKo rpymme. [Ton6op u pa3paboTka yueOHBIX MaTepHaIoB
MPOU3BOIATCSA C YIETOM MPEJIOCTABICHUS MAaTepHAa B Pa3IMYHBIX (popMax: aynuaabHON, BU3yalbHOM, C HCIOJIB30BAaHUEM
CTEIMATIBHBIX TEXHUYECKUX CPEACTB U HH(POPMAIIHOHHBIX CHCTEM.

OcBoenue qucuuiuinHb uiamu ¢ OB3 ocymmecTBiseTcs ¢ HCMOIB30BaHNEM CPEACTB 00YIEHHsI OOIIETO U CIIEIIHAIBLHOTO
Ha3zHaueHUs (IePCOHANBHOTO U KOJUIEKTUBHOTIO UCIIOJIB30BaHus ). MaTepuanbHO-TeXHUYECKOe obecrieueHre mpeaycMaTpuBaeT
MPUCTIOCOOJICHUE ayIUTOPHiA K Hykaam jui ¢ OB3 (mpu HE0OX0UMOCTH).

®dopma POBEICHNUS ATTECTAIINH JUIS CTYACHTOB-HHBAINIOB YCTAHABIUBACTCS C YI€TOM HHANBUIYABHBIX IICHXO(PHU3NIECCKIX
ocobenHoctelt. s ctyaentoB ¢ OB3 nmpegycMaTpuBaeTcs focTynHas (opMa IpeJoCTaBIeHHs 3a1aHUil OIIEHOYHBIX CPECTB.
CryaeHTaM ¢ MHBAJIUIHOCTBIO YBEIHYUBAETCS BPEMsI HA MIOATOTOBKY OTBETOB Ha KOHTPOJIBHBIE BONPOCHL. JIJIsl TAKHUX CTYAEHTOB
IpeycMaTpUBaeTCs JOCTYIHAs (popMa Ipe1oCTaBICHUS OTBETOB Ha 3aJaHUS.

IIpu HEOOXOAMMOCTH AJIST 00YYAIOIINXCSI ¢ MHBAJIMIHOCTHIO MPOLIEAypa OIICHUBAHUS PE3yIbTaTOB OOYUCHHUS MOXKET IPOBOINUTECS B
HECKOJIBKO JTaroB.




