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1. HEJU U 3AJJAYU OCBOEHUSA JUCHUIIJIMHBI (MOAVYJISA, IPAKTHUKNA).

B THUII ITPAKTHUKN. CIT b U ®OPMA (®OPMbI) EE ITPOBETEHNUSA
N3zydyeHne MpuUHIIMTIOB, METOJIOB U CTIIOCOOOB OpraHU3auy HHOOPMAIIMOHHOH 0€30MaCHOCTH B KOMITHIOTEPAX,
BBIYHCIIUTEIBHBIX CHCTEMaX, KOMIUIEKCAX, JTIOKAIBHBIX, KOPIIOPATUBHBIX, II00ATBHBIX CETSIX, IPOTOKOJIAX MepeaadH,
00paboTKH, XpaHEHHUS UHPOPMAITUH.

3amaun U3y4eHus JUCLUIUINHBI

® q)OpMI/IpOBaHI/Ie TCOPETUYCCKUX U MPAKTUICCKUX HABBIKOB U 3HaHUH 00 0COOEHHOCTAX ACCUMETPUYHBIX U
CUMMCTPUYHBIX aJITOPUTMOB;

. M3y4€HHUE TEXHOJIOTMH AJIEKTPOHHOM MOANMHCH;
. pPacCMOTpPEHUE OCHOB IOCTPOCHUS HH(PPACTPYKTYPH! OTKPBITHIX KITFOUCH
. n3y4eHHe OCHOB MH(OPMAIIMOHHOH 0E€30IIaCHOCTH B KOMITBIOTEPHBIX CETSX M ONEPAlMOHHBIX CHCTEMAX.

2. MECTO JUCTIIMIIIMHBI MOAYJIA, IPAKTUKHN) B CTPYKTYPE OGPA3OBATEJIbBHOM ITPOI'PAMMBbI

Iukn (paznen) OIT: | b1.0

2.1 | TpedoBaHus K NMpeABAPUTEILHOMN MOATOTOBKE 00y4YalouIerocs:

2.1.1 | UudopmaTrra

2.1.2 | Teopust BepoATHOCTEIl 1 MaTeMaTH4eCKasi CTATHCTHKA

2.1.3 | CeTt 1 TeIE€KOMMYHHUKALIUU

2.2 | [ucunniimHbl (MOAY/IM) U NPAKTHKH, IS KOTOPBIX OCBOEHME JAHHOM IMCUHUNIMHBI (MOAYJIs) HEOOXOAUMO KAK
npealiecTByoLiee:

2.2.1 | BermmonHeHHE ¥ 3aIUTa BBITYCKHOH KBaTH()UKAIIMOHHON PaboTHI

2.2.2 | AnnapatHO-IIpOrpaMMHbIE CPEICTBA KOMIIBIOTEPHBIX CETEH

2.2.3 | AnMuHUCTpUpOBaHUE, coripoBoxkaeHre 1 DevOps

2.2.4 | IponsBoncTBeHHas npakTuka: [IpeaaumioMHas mpakTHKa

3. KOMIETEHI[UY OB YYAIOIET OCSI, ®OPMUPYEMBIE B PE3YJIbTATE OCBOEHUSI JUCILIUTIINHBI
(MOJIYJISI, TIPAKTHKH)

OIIK-3: Cnoco0eH pelmiaTh cTaHAAPTHBIE 3aJa4U NPodeccHOHAIbHOM 1eATeJIbHOCTH HAa 0CHOBe HH(OPMAMOHHOIT U
oudnorpaduueckoii KyJIbTypbl ¢ IPpUMeHeHHeM HH(POPMaIHOHHO-KOMMYHUKAIMOHHBIX TeXHOJIOTHI H C y41€TOM OCHOBHBIX
TpeGoBaHUil MHGOPMALUMOHHOI 0€30MaCHOCTH;

OIIK-3.1: 3namo: npunyunst, Memoovl u CpedCmed peuteHusi CmaHoOapmHubLx 3a0ai NPOPECcCUOHATLHOU OesSIMETbHOCIU HA OCHOBE
ungopmayuonnoll u bubruozpaguyeckoll Kyiomypul ¢ npumeHenuem UHQopMayuoHHo- KOMMYHUKAYUOHHBIX MEXHON02UI U C
yuemom OCHOBHBIX MpeboBaHUl UHPOPMAYUOHHOU 6E30NACHOCU.

Pesynbrarsl 00ydeHus: 3HAaeT PUHLMUIIEL, METOIBI U CPEJICTBA PEIICHUS CTAaHAAPTHBIX 33/1a4 MPO(eCCHOHANBHOMN e TeNBHOCTH Ha
OCHOBE MH(OPMALIMOHHON 1 OnONuorpaduIecKoil KyJIbTyphl ¢ IPUMEHEHHEM HH(POPMALIOHHO- KOMMYHHKAIIMOHHBIX TEXHOJIOTHI
U C YUCTOM OCHOBHBIX TpeOOBaHMI HHPOPMANNOHHOH Oe30macHOCTH

OIIK-3.2: Ymemy: pewamsv cmanoapmuvle 3a0a4i npoghecCuoHanbHoll 0esmenbHoCmu Ha 0CHO8e UHMOPMAYUOHHOU U
bubUOSPaAPUYECKOL KYIbMYPbL ¢ NPUMEHEHUEeM UHMOPMAYUOHHO- KOMMYHUKAYUOHHBIX MEXHONIOZUL U C YYemOM OCHOGHbIX
mpebosanuil UHGOPMayuoHHOU 6€30naAcCHOCMU.

PesynmeraTel 00ydeHHs: YMeeT pemars CTaHAapTHEIC 331a41 PO EeCCHOHATIBHOM NeITeTFHOCTH Ha OCHOBE HHPOPMAMOHHOHN 1
6ubmorpaduuecKoil KyabTypsI ¢ IPIMEHEHHEM HH(POPMAIIMOHHO- KOMMYHHUKAITOHHBIX TEXHOJIOTHH M C YI€TOM OCHOBHBIX
TpeboBaHuil HH(POPMALIMOHHOH OE30MaCHOCTH.

OIIK-3.3: Hmemb HagbIKU: NOO20MOBKU 0030p08, AHHOMAYULL, COCMABILEHUs. pedhepamos, HayuHbIX O0KIA008, NYOIUKAYUL U
bubauoepaguu no HAYUHO- UCCAEO08AMENLCKOU pabome ¢ yuemom mpebosanull UHGOPMAYUOHHOU De30NACHOCTU.

PesyneraTel 00ydenns: Braneetr HaBIKaMH MOATOTOBKH 0030pOB, aHHOTAIIN, COCTaBIICHNS pedepaToB, HAYIHBIX TOKJIAIOB,
myOnukanuii 1 Ondauorpaduy Mo HaygIHO- UCCIEA0BATEIECKOH paboTe ¢ yaeToM TpeboBaHi HH(OPMAIIOHHON O0€30MacCHOCTH.

4. CTPYKTYPA U COAEPKAHHUE JUCIUITIJINHBI (MOAYJISA, ITIPAKTUKN)

Koxn HaumeHnoBaHnue pa3sesioB H TeM /BUJ 3aHATHS/ Cemectp | Yacos ®opma
3aHATAS / Kype KOHTPOJIS
1 Pazgen 1. OGyuenne
1.1 BBognas nexnus /Tema/ 7 0
1.1.1 OCHOBHBIE TIOHATHS U ONPEAEICHUS, UICTOYHUKH, PUCKH U (POPMBI aTak Ha 7 2 9k3, Kp
nHGpOPMaIINIO, MOJIMTHKA Oe30macHo-cTH /JIek/
1.1.2 Crannmaptsl 6e3onacuoct /Cp/ 7 2 9k3, Kp
1.2 JloMammHHBIe MeTO b MU poBanus /Tema/ 7 0
1.2.1 udper 3amens! 1 nepectanoBku. [ndp Lesaps. [udp [Tonmndus. Apunnas 7 2 9Kk3, Kp
Kpunrocuctema. MeTo/ibl BCKPBITHS 0JHOAT(ABUTHBIX CHCTEM.
Maroangasurhsle cucteMsl. [lngp Beprama. Hudp Brxunepa. [udp c
aBTOKIIIOYOM. [lepecTaHBOUHBIN HIH(P C KITFOYEBBIM CI0BOM. /JIek/




122 Iudposansras MamriHa JHurMa /Cp/ 7 2 9xk3, Kp
1.2.3 Jomenranasie MeTos! mdpoanus /J1ad/ 7 4 9xk3, Kp
1.3 Bnounsre cumMeTpuansle mubps! /Tema/ 7 0
1.3.1 Omnncanne CHMMETPUYHBIX cucTeM mudpoBaHusa. Cxema dDeiictens. PexxiMer 7 2 O3, Kp
paboThl 6s1ouHBIX M (pPOB. /Jlek/
1.3.2 Bupl COBpeMEHHBIX CHMMETPUYHBIX alroputMoB /Cp/ 7 2 9k3, Kp
1.4 [IpumMepsl cHMMETPUYHBIX OJIOYHBIX anropuTMOB HHppoBanus /Tema/ 7 0
1.4.1 T'OCT 28147-89. OcHoBHoO 1mar anroput™Ma. L{ukisl anroputma. Pe-xumMbt 7 2 9k3, Kp
anropurMa. DES — obmiee onucanue v anroputM padoThl TUIIO-BOTO
srana. /JIex/
1.4.2 PacnapannenuBanue OJ0YHBIX anTOpUTMOB U poBanwus /J1ad/ 7 4 9k3, Kp
1.4.3 Anroputm AES /Cp/ 7 2 9k3, Kp
1.5 Iorokogsle mmopsr /Tema/ 7 0
1.5.1 [IpuHIMTIEI pabOTHI MOTOKOBBIX CHCTEM IIH(POBaHUS. 7 2 Oxk3, Kp
CaMOCHHXPOHH3HPYIOMNECS TOTOKOBEIE MH(PEI. CHHXPOHHBIC TOTOKOBEIE
mudpsl. /Jlex/
1.5.2 Peanuzanus moToKOBBIX MIH(POB B peskuMax 0go4uHoro mudposanus /Cp/ 7 2 9k3, Kp
1.6 Cuctembl m(pPOBaHUS ¢ ACUMMETPUYHBIMU OTKPBITHIME KitouaMu /Tema/ 7 0
1.6.1 OcobeHHOCTH peanu3aly U TpeOoBa-HUsI K ACCUMETPUYHBIM aITOPUTMaM. 7 2 9k3, Kp
IIpumep paboOTH acCKMMETpHYHOTO IU(poBaHKs. CxeMa HU(PPOBOTro KOHBEPTA.
Anroputm RSA /Jlex/
1.6.2 Anroputm Dnb-Tamans /Cp/ 7 2 9k3, Kp
1.7 KonTtpons nenoctaoct napopmanuu /Tema/ 7 0
1.7.1 Kpunrorpadudyeckre MeToIbl KOHTPOJIS HENOCTHOCTH. OOHApYKEHHE 7 2 9k3, Kp
MaHHUOYISAOWHN ¢ JaHHBIMU. /JIex/
1.7.2 AJTOPUTMBI KOHTPOJIS ienocTHocTH /Cp/ 7 2 9k3, Kp
1.8 OnHOHanpaBIeHHbBIE anTOpUTMBI /Tema/ 7 0
1.8.1 Xemr-pyskrmu. CTaHAapThl XCMINPOBAHIS U MIPOTOKOIEI AJIEKTPOHHON TTOAMICH. 7 2 O3, Kp
AJTOpUTMBI ayTeHTU(UKALMY TIoIb30BaTenei. /JIex/
1.8.2 PacnapanienuBaHue aIropuTMOB XaII-QyHKImi /J1ad/ 7 4 9k3, Kp
1.8.3 Anroputmbl md5, sha256 /Cp/ 7 2 k3, Kp
1.9 OnextpoHHas noanucsk /Tema/ 7 0
1.9.1 Heo6xoanmMocTs npuMeHeHHs 31eKTPOHHOM noamucy. OOImuii anroputm 7 2 9xk3, Kp
BBIITOJTHEHHS ¥ IPOBEPKH dJICKTPOHHOU mmoamucH /Jlex/
1.9.2 Anroputm DSA /Cp/ 7 2 9Kk3, Kp
1.10 VY A3BUMOCTh ACHMMETPUYHBIX KpunTocucteM /Tema/ 7 0
1.10.1 | Araka «4enoBek nocepenuHey. BapuaHTel ycTpaHeHHs YsI3BUMOCTH 7 2 9k3, Kp
ACMMETPUYHBIX KpHUNITOCUCTEM. /JIek/
1.10.2 | Ipyrue aTaku Ha aCHMMeETpHYHBIE cucTeMbl /Cp/ 7 4 9k3, Kp
1.11 Ceprudukanms oTKpsITOro Kirroda /Tema/ 7 0
1.11.1  |IonsTHe M cMBICHT cepTh(HKaTa OTKpBITOTO Kifoda. Ctanmapt x509. CtpyTkypa 7 2 9Oxk3, Kp
cperudukara no cranaap-ty x509. Or3e1B cepruukatos. /JIek/
1.11.2 | Bapumantsl o1361Ba ceprudukara /Cp/ 7 2 9xk3, Kp
1.11.3 | 3amuTsl 21€KTpOHHON TOUTHI /J1ab/ 7 4
1.12 HudpactpykTypa OTKpBITHIX Kitouelt /Tema/ 7 0
1.12.1 Opraauzanust ”HQPACTPYKTYPHI OTKPHITHIX Kirouei. [ToHsTre 7 2 9k3, Kp
VY nocroBepstorero 1enTpa. OCHOBHBIE KOM-ITOHEHTHI YIOCTOBEPSIONIETO
neHrtpa. /Jlex/
1.12.2 | Pa3BopauuBanue Y| Ha 6aze MS CA /J1a6/ 7 8
1.12.3 | Hasnauenue kommonent YII /Cp/ 7 4
1.13 Y nocrosepstoniuii tieHtp /Tema/ 7 0
1.13.1 | Y)KuzHeHHbIH MK KiTtoueit u cepTudukaToB. Pexumbl paboTh 7 2 9k3, Kp
YIOCTOBEPSIIONIETO eHTpa. /JIek/
1.13.2 [ Pa6ora Kpunrollpo VII /Cp/ 7 4 9k3, Kp
1.14 Mogenu ToBepHsl yIOCTOBEPSIONUX IIEHTpoB /Tema/ 7 0
1.14.1 | Mepapxuueckas mozeinb noBepus. CereBas Mojeb JoBepus. MocToBast MOZACIb 7 2 9k3, Kp
nosepwust. /JIex/
1.14.2 | dpyrue Bugsl Mogeneit nosepus /Cp/ 7 2 O3, Kp




1.15 IIpotoxomne! ayrenTuduxamuu /Tema/ 7 0
1.15.1 | Bapuants! opranusauu ayrenTaudukamuu. [TaponsHas, kpunrorpadudeckas, 7 2 9xk3, Kp
onomMerprueckas ayreHTH(GuKamnms. /Jlex/
1.15.2 | Ayrentudukanus Kerberos /Cp/ 7 2
1.16 Kpunrorpaduyeckas 3ammra uapopmarmu 8 OC Windows /Tema/ 7 0
1.16.1 |Hutepdeiic CryptoAPIL. Kpunronporsaiinepst. [Iporokon IPSec. /Jlex/ 7 2 9k3, Kp
1.16.2 | Kpunronposaiigensi B *nix /Cp/ 7 2 9k3, Kp
1.16.3 | Peanusauus npuioxxeHuii ¢ ucronab3oBanueM CryptoAPI /J1a6/ 7 8 9k3, Kp
2 Paznen 2. CamocTosiTesibHAsE padoTa
2.1 KontponsHas pabota /Tema/ 7 0
2.1.1 BrmmonHeHe KOHTPOIBHOI paboTh! o BapuanTam /Cp/ 7 6 9xk3, Kp
2.1.2 IIpoBepka koHTpOIBHON paboTh! /KOHTp.pabd./ 7 35.65 9k3, Kp
3 Pazpnen 3. Ilpomexyrounas arrecranust
3.1 Ox3amen /Tema/ 7 0
3.1.1 Ox3amen /KoPa/ 7 0.35 9xk3, Kp

[Mpnmeuanne. ®opmer koHTpOIIS: DK — 3k3aMeH, K- KoHTponbHas paboTa, Ko- koHTponmbHBI ompoc, C3- cemecTpoBoe 3ananue, 3-3adet, OIl-
OTYEeT 110 IPaKTHUKE.

5. ®OHJI OHEHOYHBIX CPEICTB

OLeHOYHbIE CPEACTBA IUIAHUPYEMBIX pe3YJIbTaTOB OOYdEeHUs IpEACTaBICHbl B BHAE (QOHIOB oueHouHbIX cpencts (POC),
pa3pabOTaHHBIX B COOTBETCTBHH C JIOKAJIGHBIM HOPMATHBHBIM akToM YyHuBepcutera. ®OC MokeT OBITH TIpenCTaBlIeH B
[Ipunoxxennu k pabouei mporpamMme.

5.1 KoHTpoJbHBIE BOIIPOCH! U 3aJaHUS

OIIK-3: Cnoco0eH pemarh cTaHAapTHBIC 331a49H MPOGECCHOHATBHON AATEIHOCTA Ha OCHOBE HH(POPMAIIMOHHON U
6ubmnorpaduueckoil KyasTypsI ¢ IPIMEHEHHEM HH(OPMAIIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJOTUH U C y4€TOM OCHOBHBIX
TpeboBaHU# HHYOPMALMOHHOH OE30MaCHOCTH

OIIK-3.1: 3HaTh: MPUHIUIIBL, METOBI M CPEJICTBA PEIICHNUS CTAHAAPTHBIX 33/1a9 IPO(ECCHOHATIBHOM ESTEIBHOCTH Ha OCHOBE
nHGOpPMAaLMOHHON 1 OMOIMOrpaduIecKoil KyIbTyphl C IPUMEHEHHEM HH(OPMAIMOHHO-KOMMYHHUKALMOHHBIX TEXHOJIOTHIA U €
y4eTOM OCHOBHBIX TpeOoBaHMi HH(OPMALMOHHOI 6€3011aCHOCTH.

Pesynbrat 00y4eHHs:3HaET OCHOBBI KPHUNTOpahUIECKOH 3aUTh HHPOPMALIUHL.
Bomnpocsl, 3ananust:

1. Kakne ObIBaroT BHIBI MIH(pOBaHUs?

2. KaxkoBBI OCHOBHBIE 0a30BbIC Ollepanyyl MIH(POBAHUS?

3. CKONBKO KITI0Uel MPUMEHSIETCs TPU CUMMETPUYHOM MIH(poBaHUH?

4. CKOJIBKO KIJTIOYCH MPUMEHSIETCS PH ACHMMETPUYHOM MTHU(PPOBAHUU?

5. Kakne pesxuMbl uQpoBaHus OI0YHBIX MU(PPOB OBIBAIOT?

OIIK-3.2: YMeTs: pemarh cTaHAapTHBIC 33124 MPO(ECCHOHAIBHO AESTEIBHOCTH Ha OCHOBE HH(OPMALIMOHHOM 1
OoubmorpaduIecKoil KyabTypHI ¢ IPHMEHEHHEM HH(POPMAIIMOHHO- KOMMYHHUKAITHOHHBIX TEXHOJIOTHH M C YI€TOM OCHOBHBIX
TpeboBaHUH HH(YOPMAIMOHHON 0€30MaCHOCTH.

Pe3ynbraT 00ydeHHs: yMEET OCYIIECTBIATh HACTPOHKY CPEJICTB 3aIIUTHI HH(pOpMAIMH (B TO YKCiIe KpUNTOrpadguueckoi),
TPUMEHSTD 3HAHWA 3aIUTH HH(QOPMAIINH TIPH PeATN3aii IPOSKTOB B CMEXHBIX 00JIacTsX.

Bomnpocsl, 3ananus:

1. Kakue 3aaun peuraeT IpUMEHEHUE yI0CTOBEPSIIOIUX EHTPOB?

2. KakoBo Ha3HaUeHHE cepTU(HKaTa OTKPHITOTO KiItoda?

3. Ckonbko Bepcuil cranaapra X509 cymectByer?

4. Kakue cnoco0bl 0T3bIBa cepTH(HKaTa ObIBaroT?

5. Kakue ocHoBHBIE Mojienn goBepus Y L npumenstoTcs?

OIIK-3.3: IMeTs HaBBIKU: MIOJTOTOBKH 0030pPOB, aHHOTAIIM, COCTAaBIEHHS pedepaToB, HAyIHBIX JOKJIANO0B, MyOnuKanuii u
6ubnmorpaduu 1o HayqIHO- HCCIIEOBATEILCKOH paboTe ¢ yueToM TpeOoBaHMi HH(POPMALOHHO 0€30aCHOCTH.

Pesynbrat 00ydeHus: BilafieeT HABBIKAMH BBIOOPA CPEACTB 3aLIUTHI IO TPEOOBAHMAM K HUM M MX XapaKTePUCTHKAMH,
KOH(MI'YpUPOBAHUS CPEJICTB 3aIIUTHI B UHPOKOMMYHHUKAIIMOHHBIX CHCTEMaX.

Bompocsl, 3ananust:

1. Kaxue cpencTa 3ammTsl HHGOPMAIUU CTPOATCS Ha 0a3e KpUNTOrpaguIecKuX aJrOpuTMOB?

2. Kak npumensats uarepdeiic CryptoAPI npu pazpaboTke IpHIoxKeHHH?

3. Kakue 0a30Bble HACTPOMKN HEOOXOJUMBI JUISl 3AIUTHI ICKTPOHHOM IOUYTHI C UCIIONB30BAHMEM CEPTU(PUKATOB OTKPBITHIX




KITtouei?
4. Kak (yHKIIMOHUPYET 3alUTa KaHAJIOB CBs3M 10 TpoTokoy IPSec?
5. Kak ¢pyrxunonupyet npotokon Kerberos?

5.2 TeMbl MUCBMEHHBIX PA0OOT (KOHTPOJIBHAS padoTa)

Ha xoHTpONBEHYIO paboTy CTYIEHTY BBIIACTCS MHIMBHIYAJIbHOE 3aaHue (110 BapHaHTaM), 3aKI04aonieecs B pa3paboTke
MPUIOKEHUA C UCITOJIB30BAHNEM METO0B 3allIUTHI UJIK B UCCIECAOBAHNU TEXHOJOTHHA I/IH(I)OpMaHI/IOHHOI\/’I 0€30I1aCHOCTH.

Pa6oTa opopmisiercss B muchMeHHON Gopme B TedeHne 10 Hemenb ¢ MOMEHTA BbIIauH 3a7aHusl. KOHTPOJIBHBIN CPOK cllauu —
NOCIEIHUH MECSILl CEMECTPA.

[TpumepHOE conepskaHne KOHTPOIBHOH paboThI

1. TUTynbHBIN JTUCT.

2. ®opmynaupoBKa BapuaHTa 3aJaHUsL.

3. OcHOBHas 4acTh, BKIIOYaromias OnucaHue amropuTMa, MeToa pellieHus, MPOToKoIa 6€30MacCHOCTH.

[IpaBuna oopmiIeHHST KOHTPOIBHOH PaOOTHI

- KOHTpoJbHAs paboTa oopmisiercs B penakrope MS Word / OpenOffice (*.doc, *.docx, *.odt);
- nucThl Gopmara A4, opHEHTALUs KHIDKHAS

- TIOJIS: JIEBOE€ — 2 CM, OCTaJIbHBIE — 10 1 cM;

- mpudt — Times New Roman;

- pasmep mpudta 14 pt;

- MEXIyCTpOUHbIM MHTEpBan — 1,5;

- a03amHbIi otcTym — 1,25 cm;

- HyMepalus CTpaHUI] CKBO3HAs, HOMEP Ha MEpPBOil CTpaHHIIE HE CTaBUTCS,;

- B KOHIIE pabOThl HEOOXOAUM CIHUCOK MCMONB30BaHHOM muTeparypbl cormacao TOCT P 7.0.5 — 2008;
- 00BeM pabOTHI 3aBUCHT OT CTEIEHHU PACKPHITHS OCHOBHBIX ITYHKTOB KOHTPOJBHOH pabOTHI.

[TpumepHBIi CTUCOK BAPHAHTOB KOHTPOJIBHON pabOTHI:

Opraxm3anus 3alUIIEHHOT0 Web-CoeTMHeHHS

Peanuzanus cucteMbl HHCTAISLMK C JMLEH3UpOBaHuEM cpenctBamMu Microsoft Visual Studio
Pa3paboTka mporpaMMHBIX CPEACTB 3alUIIECHHON ayJH0-BHIEO TPaHCISLUH

Pearnmm3anust 3aIUTEl OT KONMPOBAHUS dKpaHa

Pa3paboTka mporpaMMHBIX CPEACTB KOHTPOJS U OJIOKMPOBAHUS YCTPOHCTB BBOJA-BbIBOJa OBM

Nk =

5.3 Iloka3zarenu U KpUTEPUH OLICHUBAHUS KOMIIETCHIIUH, IIKaJIbl OLIEHUBAHUS
B pamkax u3ydyaeMoi JUCLMIUIMHBL CTYAEHT MOXKET JEMOHCTPUPOBATh CIEAYIOLUE YPOBHU OBJIAJCHUS KOMIIETCHIUSAMM.

IToBbINICHHBIH YPOBEHB: 00YJAIONMIUICS AEMOHCTPHPYET IITyOOKOe 3HaHHE yIeOHOr0 MaTepHaa; CiocOOeH HCIOIb30BaTh CBEICHNU
U3 Pa3IMYHBIX HCTOYHUKOB JUIS YCIICIIHOTO MCCIICA0BAHMS 1 ITIONCKA PELIeHHs] B HECTaHIAPTHBIX CUTYaLUsIX; CIIOCOOEH
AHAM3UPOBATH, IPOBOJAUTE CPABHEHHE  0OOCHOBAaHHE BEIOOPA METOIOB PEIICHHS IPAKTHKO-OPHCHTHPOBAHHBIX 3a1aHnii. OLeHka
MPOMEXYTOYHOH aTTecTaryH (3a4er): 90 6ayutoB u Goree.

Ba30Bblil ypoBeHb: 00YUAOLIMIICS CTOCOOCH TOHUMATh H HHTEPIPETHPOBATH OCBOCHHYIO HH(POPMALIHIO; TEMOHCTPHPYET
OCO3HAHHOE BIIaJCHUE YICOHBIM MAaTEPUAIOM H y4eOHBIMH YMECHHSIMH, HABBIKAMH M CIOCO0aMHU IESTENBHOCTH, HEOOXOIMMBIMH
JUISL peTICHNUS TTPaKTHKO-OPHEHTHPOBAHHBIX 3a1aHui. OIleHKa TPOMEXYTOYHOH aTTecTanuy (3ader): 76-89 6amios.

IToporoBeiii ypoBeHb: 00yJaroImuiics obianaetT HeOOXOJMMOW CUCTEMOM 3HAaHUU U BIIaJeeT HEKOTOPHIMH YMECHHUSIMU;
JIEMOHCTPHPYET CAMOCTOSTEIILHOCTD B MPUMEHCHHY 3HAHWUN, YMEHUI W HABBIKOB K PEIICHUIO YIeOHBIX 33JaHUH Ha
PEPOAYKTHBHOM ypoBHE. OlieHKa MPOMEXKYTOUHOH aTTecTanyu (3a4et): 61-75 6amios.

YpoBeHb HIXKE TOPOTOBOT0: CHCTEMa 3HAHUH, HE00X0[Mast JUTs pelIeHHs] yIeOHBIX U IPAKTHKO-OPUEHTHPOBAHHBIX 3a/laHUM, HE
chopMupoBaHa; 00yJarONTHICS HE BIaJeeT OCHOBHBIMHI yMEHUSAMH, HaBBIKAMH M CIIOCOOAMHM IESATEITHHOCTH.
OrmeHKa ITPOMEXKYTOYHON aTTecTaluy (3a4er): Hike 61 Gamna.

B paMKax }IaHHOﬁ JAUCHUIIIIMHBI UCITOJB3YIOTCS CICAYIOIINEC KPUTCPUN OLICHKH 3HAHUH CTYACHTOB.

90 6am1oB u OoJIEe

OO0yuaroImuicst ITEMOHCTPUPYET:

- CHCTeMaTHU3UPOBAHHBIC, TITYOOKHE U MTOJTHBIE 3HAHUS 110 BCEM pa3JiesiaM YaeOHOM AUCIUTLTIHBI, & TAK)KE 10 OCHOBHBIM BOIIPOCAM,
BBIXOJISIIIMM 32 €€ TPEIEIbI;

- TOYHOE UCIOJIb30BAHUE HAYIHOW TEPMUHOIIOTHH, TPAMOTHOE, IOTHYECKH MPABUIBHOE H3JI0KEHHE OTBETA Ha BOIIPOCH;

- Oe3ynpevyHoe BlaIcHHe HHCTPYMEHTapueM yIeOHON TUCIIMIUTHHBI, YMEHHE ero 3()()EeKTHBHO UCTIONB30BaTh B TOCTAHOBKE U
peIIeHNH HAayYHBIX U TPO(eCCHOHABHBIX 3a/1aY;

- BEIPOKCHHYIO CLIOCOOHOCTH CAMOCTOSITENIBHO U TBOPYECKH PEIIATh CJI0KHBIC TPOOIEMbl B HECTAaHJAPTHON CUTYALHH;




- IOJHOE ¥ I'TyOOKOe YCBOCHHE OCHOBHOM, U TOMIOTHUTEIBHON TUTEpaTypsl, 10 U3y4aeMOoi yueOHO! TUCIUIIINHE,

- yMEHHE CBOOOJIHO OPUEHTHPOBATHCS B TEOPUSIX, KOHLEILMAX M HAPaBJICHHUAX 110 N3y4aeMoi yueOHON MCIMILIMHE U JaBaTh UM
AQHAJIMTUYECKYIO OLIEHKY, UCII0JIb30BATh HAy4HbIE JOCTUKEHUS IPYTUX AUCLUILINH;

- TBOPUYECKYIO CAMOCTOSTENBHYIO Pab0Ty Ha yUeOHBIX 3aHATHIX, aKTHBHOE TBOPUECKOE yIACTHE B TPYIIIOBBIX OOCYKICHHSAX,
BBICOKHH YPOBEHb KYJIbTYpPBl HCIIOJHEHUS 3aaHUM.

76-89 6amnos

OOy4aromuiics 1eMOHCTPUPYET:

- CHCTEMaTH3UPOBaHHBIC, TIyOOKHE U MOJIHBIE 3HAHUS 110 BCEM pa3zenaM yueOHOH TUCIUILIIHBL;

- HCTIOJIB30BaHNE HAy9HOH TEPMHUHOJIOTHH, TPAMOTHOE, JIOTHYESCKH ITPABIIIBHOE M3JI0KECHUE OTBETA Ha BONPOCH], YMEHHE JIeTaTh
000CHOBaHHBIC BHIBOJIBI M O00OIIICHHUS;

- BJIa/ICHUE UHCTPYMEHTApUEeM y4eOHOH JUCUUILIMHBI (METOIaMU KOMIUIEKCHOTO aHallu3a, TEXHUKOH HH(POPMALMOHHBIX
TEXHOJIOTHI), YMEHHE €T0 UCIOIb30BaTh B IIOCTAHOBKE U PEIICHUH HAyYHBIX U MPO(ECCHOHANBHBIX 3a1a4;

- CHOCOOHOCTB PeIaTh CIOKHBIE MPOOJIEMBI B paMKax YIeOHOH AUCIIUIUINHEL,

- cBOOOIHOE BJIaICHHE TUTIOBBIMH PEIICHUAMI,

- YCBOGHHE OCHOBHOM M JIOTIOIHUTEIIBHOM JINTEpaTyphl, PEKOMEHI0BAaHHON pabouell MporpaMMoii 110 y4eOHOH ANCIUILINHE;

- YMEHHE OPHEHTHPOBATECS B TEOPHAX, KOHIIENIIMAX M HAIIPABJICHIUX 110 N3ydaeMOoi yaeOHOH MUCIUITINHE U TaBaTh UM
AQHATUTHYECKYIO OICHKY;

- aKTUBHYIO CAaMOCTOSTEIIbHYIO paboTy Ha Y4EOHBIX 3aHATUSAX, CHCTEMATHYECKOE yUacTHE B TPYNIIOBBIX 00CY)KACHUSX, BBICOKHH
YPOBEHD KYJIBTYPbl HCIIOTHEHHUS 3aaHUH.

61-75 6amnoB

OO0y4aroIuiCs JIEMOHCTPUPYET:

- TOCTaTOYHbIC 3HAHHS B 00heMe paboyei MporpaMMEbl 10 Y4eOHOU AUCIUILIHHE;

- HCTIOJIb30BaHMe HAyYHOH TEPMHHOJIOTHH, TPAMOTHOE, JIOTHIECKU MPABUIIBHOE H3JI0KEHHE OTBETA HA BOMPOCKHI, yMEHHE JIETaTh
BBIBOJIbI 0€3 CYILIECTBEHHBIX OIIMOO0K;

- BJIaJICHUE HHCTPYMECHTapHEM Y4eOHOM AUCIUIUIMHEL, YMEHHE €T0 HCIOIE30BaTh B PEHICHIH YUeOHBIX M MPO(eCCHOHAIBHBIX

3amad;

- CIIOCOOHOCTH CAMOCTOSITENIFHO IPHUMEHSITh TUIIOBBIE PEIIEHHSI B PAMKaX M3y4aeMOU JUCLIUIUTNHBL;

- YCBOCHHE OCHOBHOM JINTEPATYPBI, PCKOMEHIOBaHHOI paboyeil mporpaMMoii o TUCHIUILIHHE,

- YMEHHUE OPUCHTUPOBATHCS B 0A30BBIX TCOPHUAX, KOHIICIIIHAX W HAMPABICHUSX 110 TUCIUIUIHHE;

- paboTy Ha y4eOHBIX 3aHATHIX IO PYKOBOACTBOM MpeEnoaBares, GparMeHTapHOe yU4acTHe B TPYIIIOBBIX OOCYKICHUSX,
JIOCTATOYHBIN YPOBEHB KYJIBTYPBI HCIIOJHCHHUS 3aJaHUI.

HIKe 61 Gamna (He 3a4TeHO)

OOyuaromuiics 1eMOHCTPUPYET:

- (hparMeHTapHbIC 3HAaHKS B PAMKaX M3y4aeMON JUCIMILIMHBI; 3HAHUS OTACIBbHBIX JTUTEPATYPHBIX HCTOYHUKOB, PEKOMEHI0BAaHHBIX
pabodeii mporpaMmoii o yueOHO¥ JUCIUIUIHHE;

- HEyMEHHE HCII0JIb30BaTh HAYYHYIO TEPMHHOJIOTHIO Y4eOHON TUCIUIUIMHBI, HATNYHE B OTBETE IPYOBIX, TIOTMYECKHUX OMIMOOK;

- MACCHBHOCTb Ha 3aHATHSIX WM OTKa3 OT OTBETA, HU3KUH YPOBEHb KYJIBTYPBI HCIIOJIHEHUS 3a/laHUH.

5.4. Borpockl NpoMeKyTOYHOM aTTeCTAlUN

1. Iudpsr 3amensl. OaHOAT(HABUTHBIE CUCTEMBI.

2. HIudp Lesaps. Hudp Liesaps ¢ karoueBbM ciioBoM. AddurHas kpunrocu-crema. ludp [Tommnbus. MeToms! BCKphITHSL
OITHOATI(PaBUTHBIX CUCTEM.

3. MHoroanpasuTtHble cucteMsbl (lundp Beprnama, mudp ¢ aBTOKIIOYOM).

4. In¢ps! nepectaHoBKY (TIPOCTOH CTONOLEBOH IT€peCTaHOBOYHBII MH(p, Me-pecTaHOBOYHBIN MIU(P € KIIOYEBBIM
CIIOBOM).

5. Cxema Oeilictens. Pexxumsl muppoBaHus OIOYHBIX IIU(PPOB.

6. Anroputm ['OCT 28147-89. OcHOBHOI mar ajiroputma.

7. Anroputm I'OCT 28147-89. Iukn anropurma. Pexxum npocToil 3aMeHBI.

8. Anroputm T'OCT 28147-89. PexuM raMMupoBaHUsl.

9. Anroputm TOCT 28147-89. Pexxum raMMupoBaHusi ¢ 0OpaTHON CBSI3BIO.

10. Anroputm TOCT 28147-89. PexxuM BeIpaOOTKM MMHTOBCTABKH.

11. DES, ocHOBHOI1 3Tall, onricaHue MPHUHITUITA PaOOTHI.

12. IMotoxossle mudpsl. CaMOCHHXPOHU3UPYIOMIKECS MOTOKOBBIE MU(PHl. CHHXPOHHBIC TOTOKOBBIE IIU(PHL.
13. IMonstre xsm-¢yakiun. Ilepenaya nHGOpMAIMU C UCTIONB30BAHIEM KPHITOrpa(uu ¢ OTKPHITHIM KIIOYOM.
14. HNudpactpykrypa OTKpHITHIX Kiroueit (OOnue moHATHS, HEOOXOAUMOCTh €€ CO3/IaHHS)

15. Ceprudukat otkpsrroro kmoga. Craagapt X.509

16. MexaHU3MBI IPOBEPKH CTaTyca cepTH(PUKATOB

17. JKu3HEHHBIH LMKI KiIto4ya

18. JXu3HeHHBIH MK cepTHdUKaTa.

19. CryptoAPI 1.0. CryptoAPI 2.0

20. CocTaB 1 Ha3HAYCHUE NPOTPAMMHBIX KOMIIOHEHT Y octoBepstoniero Llentpa. Lientp ceprudukarnym.

21. CocraB ¥ Ha3HaueHUE MPOTPAMMHBIX KOMIOHEHT Y nocTtoBepsitoulero Llenrpa. Llentp peructpanun.

22. CocraB 1 Ha3Ha4YCHHE IPOrPAMMHBIX KOMIIOHEHT Y nocTtoBepsiomiero [learpa. APM abonenTa.

23. Mogenu nosepust Y. Mepapxuueckas MOJEINb.




24. Mogenu nosepust Y1I. CeteBast Moaens.

25. Mogenu nosepust YLI. MoctoBast Mmozienb.

26. ITporoxon TLS/SSL. YpoBens nnanora (pyKOIOXaTHS).
27. IMporoxon TLS/SSL. YpoBens 3amucw.

28. Anroput™m paboThl Ipsec.

5.5. Meroamueckne MaTepHaIbl, OIPeIeIIAIONINe IPOIeTyphl OICHUBAHNS 3HAaHUH, YMCHNUI, HABBIKOB M (WJIN) OIIBITA NEATEIBHOCTH
IIpomexyTodHas aTTecTalys 00yJaroIUXCs BEICTCS HEMPEPHIBHO U BKIIIOYAET B Ce0sI TEKYIIYIO aTTECTAIHIO (KOHTPOIb TeKyIIeh
paboThI B ceMecTpe, BKIIIOYask OLIEHUBAaHNE IIPOMEXKYTOUHBIX PE3yJIbTaTOB 00YUCHHUS 0 JUCLUILIMHE, — KaK IIPaBHIIO, IO TPeM
MOJYJISIM) M CEMECTPOBYIO aTTECTAlNIO (IK3aMeH) — OIICHUBAHNE OKOHYATENBHBIX PE3YABTATOB O0YYESHHUS 10 AUCIIUILIHHE.

ITo nanHOM nUCHUIUIMHE, 3aBEpLIAIONIEICS SK3aMEHOM, IO 0053aTeNbHBIM (hOpMaM TEKYIIETo KOHTPOJIS CTYACHTY IPeA0CTaBIseTCS
BO3MOXKHOCTB HaOpaTh B cyMMe He MeHee 60 6amtoB. OneHNBaHNE OKOHYATENBHBIX PE3YIIbTaTOB 00YUSHUS 110 JUCIUILINHE BEETCS
no 100-6anpHOMM mIKane, oreHKa GOpMHUPYETCsl aBTOMATHYECKH KaK CyMMa KOJHIeCTBa 0aioB, HaOpaHHEIX 00ydalomuMes 3a
BBIIIOJTHEHHE 3aJaHUil 0053aTeNbHBIX (OPM TEKyIero KOHTPOIS U KOJIMUecTBa 0a/lioB, HAOPaHHBIX Ha CEMECTPOBOIT aTTecTaruu
(3auere).

CucreMa OlleHUBaHMS

Tekyuii KOHTPOJIB MPeICTaBISIET COOOM NMPOBEPKY YCBOCHUSI yueOHOTO MaTepHaia TEOPETUIECKOro U IIPAaKTHIECKOTO XapakTepa,
PETYISAPHO OCYIIECTBIIIEMYIO Ha TIPOTsDKEHNH ceMecTpa. K 0oCHOBHBIM (popMaM TeKyIIero KOHTPOJIS MOYKHO OTHECTH YCTHBIN
OIIpocC, MMCBMEHHBIC 3aJaHUsL, JAOOpaTOPHbIE PAOOTHI, KOHTPOIBHbBIE PAOOTHL

KonTpomnsHas pabota

KonTponbHas paboTa o HACTOSIIEH JUCIUILTNHE MPECTaBIIsIET COO0H 3aKOHYEHHYIO paboTy, BKIIOUAIOIIYIO B ce0sl OMUCaHne
OJTHOTO U3 COBPEMEHHBIX BOIPOCOB CUCTEMHOM HHIKCHEPHUH.

JlanHas paboTa MOo3BOJISCT OLICHUTh YMEHUS YJaIIUXCsl PeLIaTh IpaKTHIecKue. [10THOCTHIO BEIMIOJTHEHHAS! KOHTPOJIBHAS paboTa
oneHnBaercs B 18 6aios.

JlabopatopHas padoTa.

JlabopaTopHas paboTa siBisieTcst HOPMOI KOHTPOIIS U CPEACTBOM NIPUMEHEHHS U PEan3alii MTOJYICHHBIX 00YJaronMMHUCS
3HAaHUH, YMEHUH U HABBIKOB B XO/I€ BHIMOJIHEHHS yIeOHO-IPAKTHYECKON 3a/1a4H, CBSI3aHHOM € MOIyYeHHEM 3HAYUMOT'0 pe3ynbTara C
MOMOLIBIO PEANIBHBIX CPEICTB ASSTEIBHOCTH. 3a KaXK/10€ ITOJTHOCTHIO BHIIIOIHEHHOE J1a00paTOpHOE 331aHne Hauucisiercs 7 6aos.
B pamkax naHHOH MUCIMIUTHHBI TUIAHUPYETCS 6 1abopaTopHBIX paboT. TeMbl TabopaTOpHBIX PadOT yKa3aHbI B pasaeie “4.
CrpykTypa U cojepKaHie TUCIUILIHHBI (MOIYIS, MPAaKTUKN)” .

YeTHBIH ompoc, codecenoBaHue.

YcrTHBIH onpoc, cobeceqoBaHNE SBISFOTCS (YOPMOI OLICHKH 3HAHUH U MPEATIONaraioT CIIeIHAIBHYI0 Oecey IperoaBaTelis ¢
00y4JarouIMesl Ha TEMBI, CBS3aHHBIE C U3ydaeMon AucUUITMHON. [Iporerypbl HanpaBiieHbl Ha BEISICHEHUE 00beMa 3HAHUA
00y4aroIIerocs 10 ONpeIeICHHOMY pa3/iely, TeMe, IpodIeMe U T.II. Y CTHBIH OTBET WIIK COOECce0BaHNEe MOXKET IIPAKTHKOBATHCS
TpeToiaBaTeNeM Ul YTOYHEHHS 3HAHUH Ha MPaKTHIECKUX U TaOOpaTOPHBIX 3aHATHAX.

YerHblii onpoc BKiro4aeT 1 Bonpoc u3 rpynisl BonpocoB “S.1 KoHTposbHbIE BONIPOCH! U 3a/1aHus”’, cOOECeI0BaHHE MOXKET
BKJIFOUaTh Ooiee 1-ro Bompoca Toro xe crmcka. OtBet oneHnBaercs ot 0 10 3 0aIoB CIEIYIONIM 00pa3oM:

3 6aa - MOJHBIN, TOTUYECKH Oe3yIPeUHBIil OTBET;

2 6asna - OTBET B 1I€JI0OM IOJHBIN, HO MOTYT HIMETh MECTO HECYILIECTBCHHBIC MPOOEIIbI B 3HAHHSX; JJOTHKA OTBETA IPaBHUJIbHAS, HO
HEKOTOPHIE MOMEHTHI B CBOHMX PAaCCY)KACHHUAX CTYICHT 000CHOBATh 3aTPYIHSCTCS;

1 Gasut - OTBET YaCTHYHBIHN, COMEPKUT 3HAUNTEILHBIC N3bSHBI; HAPYIICHUH JIOTUKU OTBETa HET, HO HMEETCS PSIJT JIOTHIECKUX
HEepeXO00B B PACCYKICHUAX, KOTOPBIE CTyAEHT 00OCHOBATH 3aTPYHHICTCS.

ITpoMexyTodHast aTTecTarys. DK3aMeH.

IIpomexxyTodHas aTTECTAIHs OCYIIECTBIIETCS B KOHIIE CEMECTpa M 3aBepIIaeT U3ydeHNe AUCIUILUTHHEL [IpomMexyTrounas
aTTecTalys IOMOTraeT OLEHHUTh 0oJiee KPYIMHbIE COBOKYITHOCTH 3HAaHUM, YMEHUH M HABBIKOB, B HEKOTOPBIX CIydasx — Jaxe
(hopMupoBaHUE OIpeACICHHBIX KOMIIETCHIINN. B paMKkax TaHHOTO npeaMeTa K (popMe MPOMEKyTOYHOTO KOHTPOJIS OTHOCHTCS
9K3aMeH.

DK3aMeH N0 JUCIUILIMHE UMEET Lelb OLIEHUTh C(HOPMHUPOBAHHOCTD KOMIICTCHIIUH, TEOPETHYECKYIO TI0JITOTOBKY CTYAEHTA, €T0
CTIIOCOOHOCTP K TBOPUECKOMY MBIIILICHHIO, TPHOOPETEHHBIC UM HaBBIKH CAMOCTOSATEIBHOI PadOTHI, yMEHUE CHHTE3HPOBATh
TOJTy9IEeHHBIC 3HAHUS M IPIMEHSTh UX IIPH PEIIeHUN NPAKTHYSCKUX 3a7ad. DK3aMeH IPOBOIUTCS B YCTHOI hopme. B xoxe 3auera
CTYZIEHT OTBEYaeT Ha BONMPOCH Ouiera. buner BkiovaeT 1Ba Borpoca u3 cnucka "S.4. Bonpocsl mpoMexyToYHOI arTectanuu',
oleHuBaeMbIX 110 20 6annoB. JlononHuTENbHEIE OallIbL, TOMUMO 0aJIIOB, TOTYHIEHHBIX 33 KOHTPOJIBHBIC U ITHMCBMEHHYIO paOOTEI,
MOTYT OBITh 3apabOTaHbI 32 TIPABHIIBHBIC OTBETHI B XOJI€ OIIPOCOB U coOecenoBaHMIA.

Ecnu cymmapHoe yncnno 6a110B HaOpaHHBIX B CEMECTpE 1O Pe3ynbTaTaM MOAYNEH U MOMy4YeHHBIX Ha JK3aMeHe

-0T 61 10 100 , To cTaBUTCA UTOrOBas OICHKA "3auTeHO",

- MeHee 61, To craBuTCst uTOroBas oreHka "He 3aureno".

Ecnu cymmapHoe uncno 60ansioB, HAOpaHHBIX CTYAEHTOM He MeHee 60 6aoB, TO CTYJEHT MOXKET COrJIaCUThHCS C COOTBETCTBYIOLICH




HWTOIOBOM OIIEHKOH 0€e3 dK3aMeHa.

6. YAEBHO-METOJUYECKOE U TH®OPMAIIMOHHOE OBECIIEYEHUME JUCHUIIJIUHBI (MOAYJIA,

MMPAKTHUKHN)

6.1. Pekomenayemas JinTepatypa

ABTOpLI, COCTaBUTCIIN 3ariaBue I/IS',I[aTeJ'IbCTBO, rona. 3JI€KTp0HHBIﬁ anapec

JI.1

Omugep B. T, Kommnsiotepubie cetu. [IpuHIUNIBI, TEXHOIOTHH, CII6.: [Tutep, 2004
Omugep H. A. MPOTOKOJIBL: y4e0. MocoOue JUIst CTY/I. By30B

J1.2

Jlyxpsanos B. C., Mozenu KOMIBIOTEPHBIX CETEH ¢ Bousrorpan:
UYepkosckuii U. B., YAOCTOBEPSIFOIIMMH [EHTPAMH: MOHOTpadust BoarI TV, 2009
Ckakynos A. B.,
brikos /I. B.

J1.3

JlykesiHos B. C., Metoabl obecrieueHHs O€30MaCHOCTH B CETAX C Bonrorpan:
brikos 1. B. MyOIMYHBIMU KJTI0OYaMH: yae0. mocodue BonrI'TV, 2015

J1.4

[TeBuyenko B. I1. BoruncnutensHple CHCTEMBI, CETH H Mocksa: KuoPyc, | https://www.book.ru/bo
TEIeKOMMYHUKALUH: Y4eOHUK 2021 0k/936930

JLS

Hecrepos C. A. OcHOBBI HHPOPMAITHOHHOH 0€30MacHOCTH: yueo. Cankr-IlerepOypr:
rnmocooue Jlans, 2018

J1.6

buzsie A. A., KypatoB |CeTH CBSI3W M CUCTEMBI KOMMYTAIIHH: yIeOHOE HoBocubupck: https://e.lanbook.com/bo

K. A nocobue HITY, 2016 ok/118257

JL7

Onenman k., Jloy C. | ABToMaTH3alus IPOrPaMMHUPYEMBIX CeTei Mocksa: IMK https://e.lanbook.com/re
C., Ocyont M. IIpecc, 2019 ader/book/123708/#2

6.2. Ilepeuens pecypcoB HHGOPMANMOHHO-TEJIEKOMMYHUKANMOHHOI ceTn "MHTepHeT"

o1

Kyty3o08, O. 1. UnhoKOMMYHHKAIIHOHHBIE CHCTEMBI U ceTH : ydeOHuK s By30B / O. U. Kyrysos, T. M. Tarapuukosa, B.
B. llexaHoBckuit. — 2-¢ u3n., crep. — Cankt-IletepOypr : Jlanp, 2021. — 244 c¢. — ISBN 978-5-8114-8051-7. — Tekcer :
9NEKTPOHHEIH // JIaHb : anekTpoHHO-0nOmoTeyHas cucrema. — URL: https://e.lanbook.com/book/171410 (nata
obpamenus: 18.09.2021). — Pexxum noctyna: 1uist aBTOpU3. OIb30BaTEEH.

392

Tonukos, A. M. TecTupoBaHKe 1 AUATHOCTHKA B HH(POKOMMYHUKAIIMOHHBIX CUCTEMAaX U CeTsX : yueOHoe mocodue / A. M.
TomukoB. — Mocksa : TYCYP, 2016. — 436 c. — TekcT : 2eKTpoHHbIH // JIaHb : 37eKTPOHHO-OMOIMOTEYHAS CHCTEMA, —
URL.: https://e.lanbook.com/book/110274 (nata obpamenust: 19.09.2021). — Pexxum nocTyma: ais aBTopu3.
T10JIb30BaTEIEH.
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6.3 Ilepeuens MPOrpaMMHOIO o0ecedeHust

6.3.1.1

Onepanuonnas cucrema Windows- JIeKIIMOHHBIE, IPAKTUYECKHUE 3aHATHS,CAaMOCTOSITeNIbHAs paboTa 00yJatoIIuXCsl.

6.3.1.2

LibreOffice — o¢ucHsIit naket - JISKIHOHHBIE, IPAKTUUECKHE 3aHATHSA,CAMOCTOSTENbHAs paboTa 00yJaroIuXCsl.

6.3.1.3

VMWare - cpena BupTyanuzanuu

6.3.14

Visual Studio (v aHamorn4Has cpena pa3padoTKw)




6.4 IlepeyeHb HHGOPMALMOHHBIX CIPABOYHBIX CHCTEM M JIeKTPOHHBIX 0u01HoTedHbIX cicTeM (JBC)

6.3.2.1 | bubmuorexa (HTB), http://library.vstu.ru/sci-nci

6.3.2.2 | DnexTpoHHas MHPOPMAITHOHHO-00pa30BaTeNbHAs Cpela YHUBEPCUTETA, http://e0s2.vstu.ru

6.3.2.3| OBC "Jlanp", https://e.lanbook.com/

6.3.2.4| OBC "Book.ru", https://www.book.ru/

6.3.2.5 | Dnektponnas oudbnuoreka "Grebennikon", https://grebennikon.ru/

6.3.2.6 | bubnuorpaduueckas u pedpepaTuBHast 6a3a JaHHBIX CTaTeH, OMyOJIMKOBAaHHBIX B HAYYHBIX U3AHUSX “Scopus”,

6.3.2.7| https://www.scopus.com/

6.3.2.8

6.3.2.9 | Poccuiickas HaydHas deKTpOHHAs OnOIHoTeka, naTerpupoBannas ¢ PUHI “eLIBRARY.ru”, https://www.elibrary.ru/

6.3.2.1

6.3.2.1 | IlouckoBas mHTEpHET-TUIAT(GOpMa, 00BEIUHAIOMAs pedepaTHBHEIE 0a3bl TaHHBIX MyONUKAIWI B HAYYHBIX KypHATIaX U

6.3.2.1 | matenToB “Web of Science”, https://weboftknowledge.com/

7. MATEPHAJIBHO-TEXHUYECKOE OBECIIEYEHHUE JUCHUTIJIMHBI (MO YJIA,
INPAKTHUKH) /OOPYIOBAHUE

7.1 | 1. JJabopaTopus ceTeBbIX TEXHOIOTHH / MynbTUMEUIHHBIN KIacc VIS IPOBEICHNS 3aHATHH JIEKIIMOHHOTO 1
CEeMHUHapCKOTO

7.2 | Tnna, mabopaTOPHBIX 3aHATHI

7.3 | 1) II5BM Intel DualCore 21T/ 2I'6 RAM / LCD 19" - 8 mt.; 2) skpan EliteScreens; 3) npoexrtop Acer 1200; 4)
Kommyraropsr CISCO

7.4 2. YueOHas maboparopus / KOMBIOTEPHBIH Kacc

7.5| 1) Hoyroyku HP Elitebook 8460p — 4 mt., 2) Hoyroykn HP EliteBook 8570p - 4 mt. 3) Hoyroyk Lenovo ThinkPad T420
—4 . 4) okpan EliteScreens; 5) mpoekrop Acer 1203;

7.6 | 6) noctyn B IHTepHET U K HAYKOMETPHUIECKAM 0a3aM JTaHHBIX

7.7 | 3. Aynutopus Uil CaMOCTOSTEIILHON paboThl oOydatonuxcs./YaeOHass MeOenb, KOMIBIOTEPHAS TEXHUKA C BO3MOYKHOCTBIO

7.8 | monkiroueHus k cetu "MHTEpHET" M 00CECIICUCHHEM JOCTYIIA B AIEKTPOHHYIO HH)OPMAIIIOHHO-00pa30BaTEIBHYIO CPELy

7.9 | yauBepcureTa (YUTAIBHBIN 321 HH)OPMALIMOHHO-OMOIMOTEYHOTO IICHTPA)

8. METOANYECKHNE YKA3AHUSA JJIS1 OBYYAIOIIIUXCSA IO OCBOEHUIO TUCIUITJIMHBI (MO YJIA,
IMPAKTHKH)

Opranmsanus 00pa3oBaTeIBFHOTO MTPOIIecca 0 TaHHON TUCIUILIHHE PerIaMeHTHpYeTCsl yaeOHBIM TUTAaHOM U paciicaHueM
y4eOHbIx 3anaThil. [Ipu GopmupoBanuy cBOCH MHINBUAYATEHOI 00pa30BaTEIBHON TPACKTOPUH 00YJAIOIIIICS HMEET IIPaBO Ha
nepe3avyer AUCHUIUIMHEI (TIepeaTTecTalliy ee YacTH), eClId OHa Obljla OCBOEHA B MPOLIecce MPEIIIECTBYIOIET0 00ydeHNsI.
[Mepe3auér (mepeaTTecTaly €e 4acTH) 0CBOOOXKIAET 00yJarOIEerocst 0T HEOOXOAUMOCTH IIOBTOPHOTO OCBOCHUS AUCIIUILINHBI
(TTIOJTHOCTBIO WK YaCTUYHO).

Y4eOHBIi Iponecc MpH MPenogaBaHUU Kypca OCHOBBIBAE€TCS HA UCTIONB30BAaHUH TPAAUIIMOHHBIX, THHOBALIMOHHBIX
MH(OPMALMOHHBIX 00pa30BaTENIbHBIX TeXHONOT Ui, TpauIMOHHbIE 00pa30BaTEIbHbIC TEXHOJIOTUH IIPEACTABICHbI JICKIUIMU 1
7abopaTOpHEIMH paboTamu. IHHOBaIIMOHHBIE 00pa30BaTEIIBHBIC TEXHOIOTHH HCIIOIB3YIOTCS B BUAE ITHPOKOTO IIPHMEHEHUS
aKTUBHBIX U HHTEPAKTHBHBIX (JOPM MpOBEAEHHS 3aHATHH. H(OpMaImoHHBIe 00pa30BaTEeIbHBIC TEXHOIOTHH PEATU3YIOTCS ITyTeM
AKTUBHU3ALMY CAMOCTOSTEIBHON PabOTHI CTYJIEHTOB B DJIEKTPOHHOM HH(POPMALIMOHHON 00pa30oBaTeIbHON cpejie.

JIeKIMOHHBIN Kype NPEAIoNaracT CHCTEMaTH3UPOBAHHOE H3JI0KEHHE OCHOBHBIX BOIIPOCOB ydeOHOro Iuana. Ha repBoit nekiuun
JIEKTOp HHPOPMHUPYET CTYACHTOB O PEKOMEH/TyeMOH JINTepaType U 3IeKTPOHHBIX NCTOYHUKAX HH(OPMAIIUH 10 JHUCIUIUINHE, C
yKa3aHueM, Kakoi yueOHuK (yueOHoe ocoOue) sBiseTcst 6a30BbIM.

JlaGoparopHble pabOTHI PEICTaBISIOT COOOH JIeTATM3AIMIO JICKIIHOHHOTO TEOPETHYECKOTO MaTepuaia, POBOISTCS B LIEISX
3aKpeIUIeHHs Kypca i 0XBaTHIBAIOT OCHOBHBIC pa3jieNbl AUCIHUIUTMHEL. OCHOBHOH (opMoit TpoBeeHUs 1a00paTOPHBIX paboT
SBISIETCS PEIIeHNEe KOHKPETHBIX 3amad. Kaxknoit mabopaTopHoil paboTe mpenmecTByeT cCaMOCTOsATeIbHAs IOATOTOBKA CTY/ICHTa,
BKJIIOUAIOIIAsA: 03HAKOMIICHHE C COZIePKAHUEM JIa0OPaTOPHOH pabOThI IO METOANYECKUM YKa3aHUSIM; IPOPaOOTKY TEOpeTHIEeCKON
YaCTH 110 JICKIHOHHOMY MaTepHally U y4eOHHKaM, PEKOMEH/JOBAHHbIM B METOANYECKUX YKa3aHUSIX.

CamocrosiTensHas paboTa CTYJCHTOB BKIIIOYACT U3YUCHNE 3aKOHCIIEKTHPOBAHHOTO Ha JIEKIIMOHHBIX 3aHATHAX MaTepHhaia,
JIOTIOJTHEHHE €T0 C YUeTOM PEKOMEHI0BAaHHOU 10 JTaHHOM TeMe JINTePaTyphl, CAMOCTOSTENIBHYIO IOrOTOBKY K JIAOOpaTOPHBIM
paboTam, caMOCTOSITEIILHOE BBIIOJIHEHHE U 0(OpMIICHHE 3a1aHUI KOHTPOJILHON PabOThl, aHATOTHYHBIX BBINOJIHECHHBIM Ha
3aHATHAX.

IlepedeHp METOAMUECKUX YKA3aHUM AJI1 OCBOEHUS IUCLUIUIMHBL:

1. JIykpsiHOB, B. C. MeTtonsl obecriedeHnst 6€30IacHOCTH B CETSIX C IMMyOJUYHBIMHU KITI0YaMH [ DIIEKTPOHHEIHN pecype] : yueo.
nocobue / B. C. JlykpsiHoB, /. B. bei-koB ; BonrI TY. - Boarorpaz : BonrI TV, 2015. - 80 c. - ISBN 978-5-9948-1916-6.




2. B. C. JIykpsHOB, C. C. llleBenes. [IpoToxons! 3amuTsl nHGoOpManun B ceTsx. Yu. nocobue. Bonrorpan: PIIK «ITomurexHuK»,
2002

B Teuennn cemecTpa AT CTYJCHTOB IIPOBOJSTCS TPYIIIOBBIEC TEKYIINE KOHCYIBTANH 0 YIeOHOH AUCIUILIHHE.

MeTtoanyeckue peKOMEeHJAMU 10 00YUEHHIO JIMLL C OTPAaHUYEHHBIMU BO3MOKHOCTSIMH 3/I0POBbSI 1 MHBAJUIOB
ITpodeccopcko-iegarornaecKuii CocTaB 3HAKOMHUTCS C TICHXOJIOT0-(PU3HOIOTHYECKUMHI 0COOCHHOCTSIMU 00YJaIOIINXCsl HHBAJIHIOB
1 JINI{ C OTPaHWIEHHBIMU BO3MOXXHOCTSIMH 310poBbst (OB3), HHANBUIyaIBHEIME IPOTpaMMaMHy peaOHINTAIIMN HHBATUIOB (TIpH
Hanuun). [Ipr HEOOXOAMMOCTH OCYIIECTBIISIETCS JOMOTHUTENbHAS MOAEPKKA PENoJaBaHus THIOTOPaMH, TICUX0JIOTaMH,
COILMAJIBHBIMU PaOOTHIKAMU, POLICAIIMMH MTOJrOTOBKY aCCUCTCHTAMH.

B cooTBeTcTBIY ¢ MeTOANYECKUMU pekoMeHaanusMu MunoopHayku PO (yrB. 8 anperst 2014 r. N AK-44/05BH), B Kypce
HpEAIoIaraeTcs NCHOIb30BaTh COMAIBHO-aKTHBHBIC U PE(ICKCUBHBIE METO (b O0YUIECHUS, TEXHOJIOTUH COLUOKYIBTYPHOU
peadmIMTanry ¢ UENIbI0 OKa3aHUsI MOMOILIHY B YCTAaHOBJIEHUH MOJTHOLEHHBIX MEKINYHOCTHBIX OTHOIIEHUH C IPYTUMH CTYIAEHTaMH,
CO3JJaHUH KOM(OPTHOTO IICUXOJIOTUIECKOTO KIIMMaTa B CTyIeHYecKoi rpymie. [lonbop 1 pa3paboTka y4eOHBIX MaTepuaioB
TPOM3BOJIATCS C YIETOM IIPEIOCTaBICHNS MaTepHala B Pa3IMIHbIX (opMax: aynuaabHON, BU3yalbHOH, C HCIIOIB30BAaHHEM
CHeNHANTbHBIX TEXHUUECKUX CPEACTB U HH(POPMALIMOHHBIX CUCTEM.

OcBoeHue quciuIUIMHEI Tunamu ¢ OB3 ocyiecTBIseTes ¢ UCIOIB30BaHIEM CPEICTB 00yUIEHHsI OOIEro U CIEeUaIbHOIO
Ha3Ha4YeHH (TIepCOHABHOTO M KOJUICKTHBHOTO HCIIONIB30BaHMs ). MaTepralbHO-TEXHHIECKOe 00ecTIedeHNe IpeIyCMaTpHBaeT
npuctiocoOsIeHre ayTuTopuii k Hykaam iun ¢ OB3 (pu HeoOxoaumocT).

dopma npoBesieHHs ATTeCTallu A1l CTYASHTOB-MHBAJIHIOB YCTAHABIMBAETCS C yI€TOM HHIUBUAYATBHBIX CUXO()HU3UNYECKUX
ocobenHoctel. s ctynenToB ¢ OB3 nmpenycMaTpuBaeTcst ocTymHast (opMa IpeJoCTaBICHHS 3aIaHAH OIICHOYHBIX CPE/ICTB.
CryneHTaM ¢ MHBAJIMIHOCTBIO YBEIMYUBAETCS BPEMsI HA IIOATOTOBKY OTBETOB HAa KOHTPOJIBHBIE BOIIPOCHL. JIJIsl TAKUX CTYAEHTOB
npeaycMaTpyBaeTcs AOCTyMHas popMa MpeIoCTaBICHUS OTBETOB Ha 3aaHusl.

ITpu HEOOXOAMMOCTH TS OOYYAFOLIMXCS C HHBAJIHIHOCTBIO IPOLIETYpa OLICHUBAHUS PE3YJIBTATOB OOYYCHUS MOXKET MIPOBOIMTHCS B
HECKOJIBKO 3TAaloB.




