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1. HEJIN 11 3AJTIAYU OCBOEHU A JUCHUILITTMHBI (MOAYJIA, TIPAKTUKH).

B THUTII ITPAKTHUKMN. CIT b 1 ®OPMA (®OPMbD EE IMPOBEJTEHNWSA
Hemsamu mucummneE "CeTeBoe nporpaMMHoe obecriedeHre" SBISIOTCS H3ydeHHEe OCHOBHBIX CETEBBIX IPOTOKOJIOB,
UCTIONB3YEMBIX MPH Pa3paboTKe MPUKIAJAHOTO IPOTPAMMHOTO 00ECIIEUEHHs], i OTydeHHE HABBIKOB CO3/1aHHs
HNpPOrpaMMHBIX KOMMYHHUKAIIMOHHBIX PUI0KEHHUH.

OCHOBHBIMU 3a/1a4aMu TUCIMIUIMHEL "CeTeBoe mporpaMMHoe obecredenue" SBIsioTCs:

- (hopMHpOBaHUE TEOPETUIECKUX U MPAKTUIECKUX HABBIKOB IS paboTHI ¢ mpoTokonamu crexa TCP/IP;

- m3y4eHne cepsl IpuMeHeHus MPoTokoyoB creka TCP/IP

- paccMoTpeHHe 0a30BBIX MTPOTOKOJIOB, UX 0COOEHHOCTEH;

- (hopmMupoBaHME HABBIKOB pa3paboTku KoMMyHHKannonHoro [10;

- H3y4EHHE PHHIUITOB PaOOTHI MPUIIOKECHUH C CETEBOH KOMMYHHUKAIIHCH.

2. MECTO JUCHUTIJIMHBI (MO AYJIA, IPAKTUKH) B CTPYKTYPE OBPA3OBATEJIbHOU ITPOI'PAMMBbI

Iuxn (pazzen) OIL: | 51.B.JIB.09

2.1 | TpeGoBaHusl K IpeIBAPUTEIbHOM IIOATOTOBKE 00y4aI0IIerocs:

2.1.1 [ OCHOBBI CHCTEMHOTO TIPOTPAMMHOTO 00ECIICUCHHUS

2.1.2 | CeTr 1 TeIEGKOMMYHUKAILIUN

2.1.3 | OnepaliioHHBIE CUCTEMBI

2.1.4 | Uudopmaruka

2.1.5 | KoMmmbroTepHas TMHTBHCTUKA

2.2 | JucunnimHbl (MOAY/I4) U NPAKTUKH, IS KOTOPBIX OCBOEHHE JAHHOMN IMCHUNIMHBI (MOAYJIA) HEOOXOAUMO KAK
npealecTByoLiee:

2.2.1 | BBeaenue B pa3pabOTKy MPOrPaMMHOTO 00eCIIeUeHS

2.2.2 | BemmmonHeHME ¥ 3aIUTa BBITYCKHON KBaTH()UKAIIMOHHOMN PadoTHI

2.2.3 | AnmapaTHO-IIpOTrpaMMHbBIE CPEICTBA KOMITBIOTEPHBIX CETei

3. KOMIETEHI[UY OB YYAIOIIET OCSI, ®OPMUPYEMBIE B PE3YJIbTATE OCBOEHUSI JUCIHUTLIAHBI
(MOJIYJISI, TIPAKTHKH)

YK-4: CniocodeH ocyliecTBISITh 1€JI0BYI0 KOMMYHUKAILUIO B YCTHOH M MUCbMeHHOI popMax Ha rocyiapcTBeHHOM si3bIKe
Poccuiickoii @enepanun 1 HHOCTPAHHOM(BIX) sI3bIKe(aX)

VK-4.1: 3namo: NPUHYUNDBL NOCMPOEHUS YCNMHO20 U NUCOMEHHO2O 6bICKA3bI6AHUS HA PYCCKOM U UHOCMPAHHOM A3bIKAX, npaeuid u
3AKOHOMeEpHOCmuU 0enosotl ycmnoﬁ U NUCbMEHHOU KOMMYHUKaAyuu.

PesynbraThl 00yueHHS: 3HATH CTHIIb IOCTPOCHUS (Ppa3 I HAMHUCAHUS TEXHUYECKOHN TOKYMEHTAIMU Ha PYCCKOM U aHTIIUHCKOM
SI3BIKE

VK-4.2: Ymemv: ucnonvzosams uHghopmayuonno- KOMMYHUKAYUOHHBIE MEXHONI02UU NPU NOUCKE He0OX00UMOU uHpopmayuu 8
npoyecce peweHus CmaHOapmMHbIX KOMMYHUKAMUBHBIX 3A0ay HA 20CYOAPCMEEHHOM U UHOCMPAHHOM (-biX) A3bIKAX, NPUMEHAMb HA
npaKkmuxe 0en08yi0 KOMMYHUKAYUIO 8 YCIHOU U NUCbMEHHOU (PopMax, Memoobl U HABBIKU 0el108020 0OWeHUs HA PYCCKOM U
UHOCMPAHHOM SI3bIKAX; MEMOOUKY COCMABLEHUSL CYIHCOCHUS 8 MENHCTUUHOCIHOM 0el1080M 0OUWjeHUU HA PYCCKOM U UHOCTNPAHHOM
AZbIKAX.

PeSyJ'ILTaTLI 06y‘{€HI/I$[Z YMETH UCIIOJIB30BAaTh NPOrpaMMHBIC U allllapaTHBIC CPEACTBA AJIsI OpraHru3alun JIeJIOBOM NEPEIIUCKHU C
3aKa34MKaMHM U I10JIb30BaTCIIAMU paBpa6aTBIBaCMBIX CHUCTEM

VK-4.3: Braoemby. nagbikamu umeHus u nepesood mekcmos Ha UHOCMPAHHOM A3bIKe 6 NPOPecCUOHATbHOM 0OWeHUl, HAGbIKAMU
0e106b1X KOMMYHUKAYUL 8 YCIMHOU U NUCbMEHHOU (opme HA PYCCKOM U UHOCIPAHHOM A3bIKAX.

PesynbraTsl 00y4eHHs: BlafeTh HABBIKAMH YTEHUSI TEXHUUECKOM JOKYMEHTAIMH Ha PYCCKOM U aHTTIMHCKOM SI3bIKax, a TaKkxke
0051a1aTh ONBITOM IEPEBOIa TEXHUYECKUX TEKCTOB

IIK-5: Cnoco6eH KOHCYJILTHPOBATH MOJIb30BaTel el Mo padore ¢ GyHKIUSIMHU CHCTEMbI, 00padaThIBATh 3aNPOCHI
N0J1b30BaTes1eil HA U3MeHeHHe TPe0OBaHMil K cucTeMe, pa3padaTbIBATh IKCILIYATALlHOHHbIE JOKYMEHThI, 2IpECOBAHHbIC
KOHEYHOMY M0.1b30BaTe/II0 KOMIIBIOTEPHOI CHCTEMBbI, 4 TAK:Ke CTAHJAPTHbIE TEXHUYECKHe JOKYMEHThI HA OCHOBE
NMpeJoCcTABJICHHOT0 MaTepraJia

TIK-5.1: 3namo.: mepMunoIo2UMeCcKyIo 1eKCUKy 00aacmeit npo@ecCUOHATbHbIX 3HAHUL 0151 KOHCYIbMUPOBAHUsL NOAb308amenel no
pabome ¢ GyHKYUAMU CUCMEMb, MeMoObl 00pAbOMKU 3aNpPOCO8 NOIb306aMmenell Ha U3MeHeHUe Mpebo8aHull K cucmeme, OCHOBHbIE
NOHAMUS U NPUemMbvl pazpadomru SKCHLYamayuoOHHbIX OOKYMEHNMO08, A0PeCO8aHHbLE KOHEUHOMY NOIb306AMENI0 KOMNbIOMEPHOU
cucmempl, @ MaKdice CMAHOAPMHble MeXHUYecKue OOKYMEHMbl Ha OCHO8E NPed0CMAaBIIeHHO20 MAMEPUAIA.

PeSyJ'ILTaTLI 06y‘{€HI/I$[Z 3HaTb UCIOJIB3YEMYIO B CCTCBBIX KOMMYHHKaAIUAX TCPMHUHOJIOTHUIO

IIK-5.2: Ymemb: koHCYIbMUpOBams noav3osameineii no pabome ¢ QyHKyusMu cucmemvl, 06padameieams 3anpocsl NOIb308amenet
Ha usmMeHeHue mpebosaHull K cucmeme, paspadamoi8ams IKCNIYAMAYUOHHbIE OOKYMEHMbL, A0PeCcO8aAHHbIE KOHEUHOMY
NONb308AMENI0 KOMNLIOMEPHOU CUCMEMbL, 4 MAKHCe CIMAHOapmHble mexXHuyeckue 0OKyMeHMbl Ha OCHO8e NPedO0CMAasIenHO20
Mamepuana.

P€3yJ'IBTaTLI O6y‘{€HI/IHI YMETH MO,HI/I(I)I/ILII/IpOBaTb CYIIECTBYIOIUE MTPOTOKOJIbI KOMITBIOTEPHBIX ceTel ¢ 1elblo paclIupCHUs
(byHKL[I/IOHaJ'H)HOCTI/I B3aMMOJICHCTBHS T10 3arpocam 3aKa34ymKOB




IIK-5.3: Braoemwv HaBbIKOM: KOHCYIbMUPOBAHUS NONIb30GAMeENell No pabome ¢ YHKYUAMU CUCmeMsl, 00pabomxu 3anpocos
nonv3oeameneti Ha UsMeHeHue mpebo8anull K cucmeme, paspabomoK IKCNIYAMAYUOHHBIX OOKYMEHMO8, A0PECOBAHHbIE KOHEUHOMY
NOb306amMeNio KOMNbIOMEPHOU CUCEMbL, A MAKJICe CIAHOapmible mexHuyeckue 0OKyMeHmyl Ha 0CHO8e NPeOOCMABIEeHHO20
mamepuana.

Pe3yJ'II)TaTI>I 06yqu1/1;1: BJIaACTh HaBbIKaMU OIIpOCa MOJIB30BaTeICH pacnpeaACICHHBIX CUCTEM C LEJIBIO MOJIYUCHUSA HOBBIX
TpC6OBaHHﬁ K KOMMYHHKAIIMAM B KOMIIBIOTCPHBIX CETAX, @ TAKIKE BBIACHCHHIO U YCTPAHCHUIO HEITOAaJOK

IK-9: ATMUHECTPHPOBaHNE MPOIECCa KOHTPOJIS MPON3BOANTEIHLHOCTH CETEBBIX YCTPOICTB M MPOTPAMMHOTO 00ecIedeH s

TIK-9.1: 3uams: memoovl u cnOCOObI AOMUHUCMPUPOBAHUSL NPOYECCA KOHMPOJISL NPOUZBOOUMEIbHOCIU CEMEBbLX YCIMPOUCME U
nPoOcpaMMHO20 0becneyenus

PeSyJII)TaTI)I O6y‘ICHI/I$IZ 3HATh IIPOTrpaMMHOC obecreueHne JJIsL KOHTPOJIA pa6OTI>I CCTCBbIX yCTpOﬁCTB

TIK-9.2: Ymemb: aOMUHUCMpUposams npoyecc KOHMpoJisk RPOU3600UMENbHOCIIU CEMEBbIX YCMPOUCHE U NPOSPAMMHOSO
obecneuenus

PesynbraTe! 00y4eHHs: yMeTh HACTPaUBaTh pabOTy CETEBBIX y31I0B KOMIIBIOTEPHON CEeTH

I1IK-9.3: Braoems: Hasbikamu aOMUHUCHPUPOBAHUS NPOYECCA KOHMPOTIA NPOU3BOOUMENbHOCU CeMesblx YCMPOUCME U
nPoSpamMmHo20 obecneyenus

P€3yJ'ILTaTLI O6y'{€HI/IHI BJIaJICTh HABBIKAMH HaCTpOﬁKPI CCTEBBIX NMapaMETPOB KOMIIBIOTCPHBIX Y3JIOB U IIPOrpaMMHOI'0O obecnieyeHus

4. CTPYKTYPA U COAEPKAHUE JMCLUILINHBI (MOIYJISI, IPAKTUKH)

Kon
3aHATHS

HauMeHoBaHUe pa3aeioB 1 TeEM /BI(IZ[ 3aHATHSA/

Cemectp
/ Kype

Yacos

®opma
KOHTPOJIS

1

Paznen 1. O0y4yenne

1.1

CerteBble nHTepakiuu /Tema/

1.1.1

INepenava naHHBIX MO KaHAJIaM CBsI3H. MapmpyTH3alys KaHaJIoB U
MapmpyTu3anus nmaketoB. CeTeBble yCTpOoHCTBa: KOMMYTAaTOPHI,
MapIIpyTU3aTOPHI, NITIO3HL. /JIex/

Dk

1.2

Mopens B3anMoaeicTBus OTKPBITHIX cucteM OSI /Tema/

1.2.1

Mogens OSI u monens creka TCP/IP-nipoTokonoB. OCHOBHBIE IPOTOKOIBI U
Ha3HA4YEHHUE KaXI0ro ypoBHs. /JIek/

DK

1.2.2

TpaccupoBka otmpaBku cooduienuit /TIp/

Ko, Dk

13

Mapmipyrusanus /Tema/

1.3.1

Peanuzanus kommyranuu nakeroB. MAC anpeca, npotokoi ARP. BupryasnbHbie
KaHaubl. [IpUHIIMITBI OpraHu3aluy BUPTYaIbHOM JIOKAIBHOU ceTH. TernpoBaHue
tpadduxa. /Jlex/

Ok

1.3.2

IMpuanun paboTs! Mapmpyrusaropa. Tabmuia Mapmpyrusanun. CTaTHdeckas u
IMHaMu4eckas Mapiipyrusauus. [P angpeca, tpancinsuus cereBbix anpecoB NAT.
[onsTre proxy cepsepa, Buasl NAT npeodpazosanmii. /JIex/

6]

1.3.3

TpaccupoBKa MPOXOKACHUS ITAKeTOB Yepe3 Mapipyrusatop /IIp/

Ko, Ok

134

V3y4eHne OCHOBHBIX CETEBHIX yTHIHT /J1ad/

Ko, Ok

1.4

IIpotokosn ICMP /Tema/

1.4.1

Hasnauenue ICMP npotokosna. Bumsl coobmienuit. /Jlex/

Ok

1.5

IIpotokon UDP /Tema/

1.5.1

Brictperit npotokon UDP. Ero npeumymiectsa u Henoctarku. CTpykTypa
neitrarpammbl UDP. IP anpeca u noptsl. 3aronosok UDP u Ha3HadyeHue ero
noneit. /JIex/

AN N N &N &N &

N O N S K o

Ok

1.5.2

IIporpamMupoBaHue KIMEHT-CEPBEPHOro B3auMoAeiucTBUs Ha ocHoBe UDP
npoTokoia /JIab/

Ko, Ok

1.6

IIpotokon TCP /Tema/

1.6.1

IIpotokon TCP. BxoaHo# 1 BEIXOJHOM MOTOKU JaHHBIX, MIOJIHOYIUIEKCHBIN
pexuM. [lonsrue cermenTa qanHblX. 3aroiaoBok TCP cermenta, 3HaueHue ero
noneit. [Tpenmymectsa u HegoctaTky mporoxosna TCP. Coepsr

npuMeHeHus. /JIex/

Ok

1.6.2

IIponecc ycranosku TCP coeannenns. MexaHu3M TPOMHOTO PYKOIIOMKATHUSI.
®naru SYN u ASK. Ilepecbuika nanusix ¢ nomonipto TCP nporokona.
MexaHn3M obOecTieueHns] HaAeKHOCTH. [IPHHIHIT TOATBEPKACHUS C
peTpaHcisanueil. AMrOpUTMBI YIIpaBIeHHUs TOTOKOM JaHHBIX. MeXaHu3M
CKOJIB3SIIIEr0 OKHA ¥ NPUHIUI ero peanusanud. CHHAPOM IIIyHoro oKHa.
Anroput™ Heiirna u onuus TCP_NODELAY . Ilepecbuika CpOUHBIX JaHHBIX,
¢mar URG. IIponecc 3akpertus TCP coenunenns. Bae3zanHoe 3aBepuieHue
coenuaenud. @maru FIN u RST. Cocrosiune TCP coenuuenus. /Jlex/

Ok

1.6.3

Tpaccuposka ornpasku coobiuenus TCP ¢ aHaIn30M MOATBEPKACHHS
momy4erus. /T1p/

Ko, Dk




1.6.4 IIporpaMmmupoBaHue KIHEHT-CEPBEPHOTO MPUIOKEHUS ¢ Ucrioas3oBanueM TCP 6 8 Ko, Ok
npoTokoia /JIab/

1.7 IIpotoxosr DHCP /Tema/ 6 0
1.7.1 Hasnavenue u npuHIumns padotsl mporokoia DHCP. CiocoOs! pacnipeneneHust 6 2 )
anpecos. Craanu mmporecca ImoixydeHns aapeca. /Jlex/
1.7.2 Jomennoe ums. Uepapxus nomensbix umeH. Hasnauenue DNS. PecypcHble 6 2 Ok
3amucu DNS cepBepos. Bujsl 3anuceit. Pexypcus npu moucke JOMEHHBIX
umeH. /Jlex/
1.7.3 TpaccupoBka coodmienniit DHCP B nokansHoit cetu /TIp/ 6 2 Ko, Dk
1.7.4 TpaccupoBka pexypcuBHoro nonydeHus [P agpeca no uepapxuu DNS 6 2 Ko, Ok
cepsepos. /I1p/
1.8 Iporoxon FTP /Tema/ 6 0
1.8.1 Heo6xomnmocts FTP cepsepa u FTP mpoTokona. [enu u 3amaun peanuzanuu 6 2 Ok

FTP. Apropu3zanus u aHOHUMHBIN nocTyn uepe3 FTP. AKTUBHBIN U NACCUBHBIN
pexxumbl padboTsl FTP cepsepa. [IpenmyiiectBa 1 HeTOCTATKH PEKUMOB.
IIpo6nemsr NAT tpancisiuuu agpecoB. CriocoObr 06xoma mpobieM. /JIex/

1.8.2 FTP xomanzbl. TpaccupoBka KOMaH[ JUIsl aKTUBHOT'O ¥ TACCUBHOI'O PEXKUMOB 6 2 €)'
pa6otst FTP cepsepa. TFTP npotokon. Ciepa ero npumenerus. Obmee u
otanuus B mpotokonax FTP u TFTP. /Jlex/

1.8.3 TpaccupoBka komana FTP npoTokosa B akTHBHOM M TaccuBHOM pexume /TTp/ 6 2 Ko, Ok
1.9 BesonacHocTh ceTeBoi nepenaun gaHHbIX /Tema/ 6 0
1.9.1 Mudposanne naHHBIX. [[pUHINT CUMMETPUYHOTO U ACUMMETPUYHOTO 6 2 Ok

umdposanust. [ToHsiTHe ogHOCTOpOHHEH (PyHKINH. XAIIUPOBAHUE U
nm¢posanue. [ToHATHS KprnTOrpadmuecKoi X3mm GyHKINN U ee CBOHCTRA.
Komnusuu nepBoro u BToporo poja. /JIex/

192 Otnnuns mudpoBaHUs U MIEKTPOHHON moanucH. [IoHsITHEe OTKPBITOrO U 6 2 Ok
3akpeiToro kiaoda. Cranaapt X.509. Iudpposoii cepruduxar. [IpuHIUATIBI
obecreyeHns 3alIUIIEHHOTO COSTUHEHHS MEX/Ty Y3JIaMH C TIOMOIIIBIO
udpoBeIx cepTuukaros. [lorarue nentpa ceprudukanuu. Iponenypa
MOAMUCHIBaHUA CepTUPHUKATOB. OTINUNE KIUEHTCKUX U CEPBEPHBIX
ceptudukaros. Pors nienTpa ceprudukamy B 00eCcIieueHIN JOBEPEHHOTO
kaHana. [Iporokon SSL u ero ucnons3oBanue. IHCTpyMeHT O€30MacCHOCTH
OpenSSL. IIpotokon o6meHa kinrouamu Juddu-Xsmimana. Araka Tuna
"yenoBek mocepeaune” (MITM). /Jlex/

1.9.3 IIpotokon KERBEROS u npunmum ero pabotsl. DyHKIIUH MTPOTOKOJIA. 6 2 )
Pacmmpenne PKINIT. /JIex/
1.9.4 TpaccupoBKa MEPeChUIKH COOOIICHNH ¢ UCTIONBE30BAHNEM IIEHTPA 6 2 Ko, Ok
ceprudukanuu. /TIp/
1.9.5 Hactpoiika SSL coenunenus. /J1a6/ 6 4 Ko, Ok
1.10 Web cnyx651 /Tema/ 6 0
1.10.1 | OcHoBsl web ciryx6. Ilonstue web ciyx0bI 1 CIIOCOOBI €€ OpraHu3aInu. 6 2 Ok

B3aumocsszs XML, WSDL u SOAP. REST unrepdeticsl. MukpocepBUCHbBIE
apXATEKTYypHL. /JIex/

1.10.2 | PaccmotpeHnue mporecca pa3paboTku npocTeiieit web-ciryx0b1. PazpaboTka 6 2 Ko, Dk
REST unrepdetica u myonuxarus ciryx6s1 Ha WSDL. /TIp/

1.10.3 | IIporpaMMupOBaHUE CETEBBIX MPUIIOKEHUH C UCTIONB30BAaHUEM IPUKIIAJHBIX 6 8 Ko, Ok
poTOKOJIOB /J1ab/

2 Paznen 2. [Ipomekyrounasi arrecramust
2.1 Ox3ameH /Tema/ 6 0

2.1.1 TToaroroska /Ok3ameH/ 6 35.65

2.1.2 KonTtakthas padota ITIIC /KoPa/ 6 0.35

2.13 CamocrosrensHas paboTa cryaenta /Cp/ 6 28

[Ipumeuanne. @opmbl KOHTpOIA: DK — 3k3aMeH, K- koHTpospHast paboTa, Ko- koHTposbHEIH onpoc, C3- cemecTpoBoe 3amanue, 3-3auet, Oll-
OTYET 110 TIPAKTHKE.

5. ®OHJ OLIEHOYHBIX CPEJICTB

OrmeHOYHBIE CpEACTBAa IUIAHMPYEMBIX pE3yIbTaToB o0Oy4eHHs TpeAcTaBieHbl B Buae (oHIOB oreHouHbIX cpencts (POC),
pa3pabOTaHHBIX B COOTBETCTBHU C JIOKAJbHBIM HOPMATHBHBIM akTOM yHuBepcuTera. POC MoxeT OBITh NpeAcTaBIeH B
[punoxxenun x paboueit mporpaMme.

5.1 KoHTpoJbHBIE BOIIPOCH! U 3aJaHUS




OI1eHOYHBIC CPEICTBA IUTAHMPYEMBIX PE3yJIBTaTOB O0YUYCHUs IIPEACTABIICHBI B BUe (POHIOB oleHOUHbIX cpencts (POC),
pa3pabOTaHHBEIX B COOTBETCTBUH C JIOKATGHBIM HOPMATHBHBIM aKTOM YHHBEPCHUTETA. B IeNsIXx 0CBOCHHS KOMIETSHIINH, YKa3aHHBIX
B paboueil mporpaMme JUCIUILINHEL, IPETyCMOTPEHBI CIESAYIONIIE BAPHAHTHI OLICHUBAHMUS.

5.2 TeMbl MUCBMEHHBIX PAOOT (KOHTPOJIbHAS padoTa)

Ha camocTtosTenpHyI0 paboTy CTYACHTY BBIIACTCS HHIMBUIYaIbHOC 3aaHIe, 3aKIIF0Uaroneecs B pa3paboTke web cepBuca st
HEKOTOPOii yueOHOM 3a1aun. SI3pIK pa3paboTKu U TEXHOIOTUH JJIS CO3/IaHusI BeO CepBrCa BBIOUPAIOTCS CTYICHTOM
camocTosTenpH0. CTyneHTy He0OOXOIMMO PEeaTn30BaTh CaM BeO CEPBHUC U KIMEHT K HEMY M IIPOJAEMOHCTPUPOBATE UX

paboToCTIOCOOHOCTS.

BapI/IaHT 3aJaHus Ha3HAYaeTCs COTIACHO ITOCIICIHEH I.II/I(I)pLI HOMEpa 3a4CTHOM KHUKKH.

Huppa  Tema

0 3anuch K Bpady B MOJUKIHMHHUKE

1 BropuuHEIi pEIHOK aBTOMOOMIEH

2 3aKka3 MUIILBI

3 3anuce B SPA canon

4 JIMCTaHIIMOHHBIH 3aKa3 KHUT U3 OHOIHOTEKH
5 3aka3 OMJIETOB B TeaTp

6 WHTpaHeT cucteMa 3MEeKTPOHHAS KapTa MalUueHTa KIMHUKU
7 3aKa3 COIMANBHOIO TaKCU

8 BropuuHbli pEIHOK HEJBU>KUMOCTH

9 BponupoBaHre HOMEpOB B TOCTUHULIE

Heobxoanmo B npoekte chopMupoBaTh HYHKIHOHAIBHBIE TPEOOBAHUS K Pa3pabaThIBAEMOMY NPHIIOKCHHIO,
CTIIPOSKTHPOBATH ITOJIB30BATEILCKUI HHTEP(EHC, CTPYKTYPY 0a3bl TAHHBIX, BEIJEIHTE CEPBEPHBIC MPOIIEIYPHI 1 PEaTn30BaTh IS
Hux REST 3ampocst.

Pabota BEIIOJIHSAETCS B THCHMEHHOM (I)OpMe B TeucHue 10 HEACTIb C MOMCHTA BbIJIa4YM 3aIaHHA. KOHTpOJ‘[BHBIﬁ CpOK caa4u —
NOCIEIHUH MECSLl CEMECTPA.

ITpumepHOE cosepkaHue KOHTPOIBHOI PadOTHI

1. TUTYJIBHBIN JIUCT.
2. ¢dbopMynupoBKa BapuaHTa 3aITaHU.
3. OCHOBHasl 4acTb, BKIIFOUAIONIAsL:

A) Onmcanne QyHKIIMOHAIBHBIX TPEOOBAHUH K TIPOrPaMMHOI CHCTEME,

B) Onncanue nonp30BaTensCckoro HHTEpQeEiica,

B) Onucanne REST untepdeiica,

I') Onrcanuie CTPYKTYphI 0a3bl JaHHBIX,

1) Crircok MCTIONB30BaHHBIX HCTOYHUKOB (BKITIIOUast HCTOYHUKH IHTEpHET).

[MpaBuna odopmIiIeHHST KOHTPOIBHOH PaOOTHI

- KOHTpoOJIbHAs padoTta opopmisiercss B pemakrope MS Word / OpenOffice (*.doc, *.docx, *.odt);
- mucTsl opmara A4, opHEHTAIUS KHIDKHAS,

- MOJIA: JIEBOE — 2 CM, OCTaJIbHBIE — MO 1 CM;

- mpudt — Times New Roman;

- pa3mep mpudTa 14 pt;

- MEXIyCTPOUHBI HHTepBal — 1,5;

- ab3annbIii oteryn — 1,25 cwm;

- HyMepaIs CTpaHHI] CKBO3Hasi, HOMEp Ha MEepBO CTpaHMIC HE CTABUTCH;

- B KOHIIE pabOTHl HEOOXOAUM CIHMCOK MCTONB30BaHHOM nuTeparypsl cormacao [OCT P 7.0.5 — 2008;
- 00BbeM pabOThl 3aBUCHUT OT CTENEHU PACKPBITHUS OCHOBHBIX ITyHKTOB KOHTPOJBHOM paboTHI.

5.3 Tloka3arenu ¥ KpUTEPUHU OLICHUBAHUS KOMIICTEHINI, IIKAJIbI OLCHUBAHUS
B paMkax n3ydaemoil JUCLUIUINHBI CTYJEHT MOXET AEMOHCTPUPOBATh CIEAYIOLINE YPOBHH OBJIAAECHUS KOMIETEHIMSIMH.

IloBhIIeHHBIH YpOBEHB: 00yJalOIIUiica JEMOHCTPUPYET TIy0O0OKOoe 3HaHHEe YueOHOro MaTepHana; crocoOeH UCIOIb30BaTh CBEICHHS
U3 PA3INYHBIX HCTOYHUKOB JUIS YCIICITHOTO MCCIIEA0BAHMS 1 IIONCKA PEIICHHS B HECTAHIAPTHBIX CUTYallUsIX; CIIOCOOEH
AHAJHM3UPOBATH, IIPOBOJUTE CPAaBHEHHE M 000CHOBaHME BEIOOPA METOIOB PEIICHNS MPAaKTHKO-OPHEHTHPOBAHHBIX 3a1aHni. OneHka
IPOMEXYTOUHOH aTTecTaruu (9k3ameH): 90 6amnoB u 6ornee.

Ba3oBerIif ypoBeHb: 00ydatomuiics criocoOeH MOHUMATh X HHTEPIIPETHPOBATh OCBOSHHYIO HH(POPMAIIHIO; IEMOHCTPHPYET
OCO3HAHHOE BIIaJICHIE YICOHBIM MaTEepPHUaAJIOM U yIeOHBIMH YMEHUSIMH, HABBIKAMHU U CIIOCO0aMH ESTENEHOCTH, HEOOXO0UMBIMU
JUTS pEeLIeHUs TPAKTHKO-OPHEHTHPOBAHHBIX 3aJaHuid. OlieHKa MPOMEKYyTOUHOH aTTecTaluu: 76-89 6anios.




IToporosblii ypoBeHb: oOydaromuiics: obsiasaeT HeoOXOMMOM CHCTEMOM 3HaHUH U BIaJeeT HEKOTOPBIMU YMCHUSIMHY;
JIEMOHCTPHPYET CaMOCTOSITEIHOCTE B IPIMEHEHHUH 3HAHUH, YMEHHI M HABBIKOB K PEIICHHUIO YICOHBIX 3aJaHUN Ha
penpoxyKTHBHOM ypoBHe. OLleHKa IPOMEXKYTOUHOIt aTTectaruu: 61-75 6anmos.

YpoBeHb HIXKE TOPOTOBOT0: CUCTEMa 3HAHUH, HE00XO0[MMast JUTs peLIeHHs] yIeOHBIX U IIPAKTHKO-OPUEHTHPOBAHHBIX 3a/laHUMH, HE
chopMupoBaHa; 00yJarONTHICS HE BIaJeeT OCHOBHBIMHI YyMEHUSAMH, HaBBIKAMH M CIIOCOOAMH JEATEITHHOCTH.
OreHKa MPOMEXKyTOYHON aTTecTaluy: Hibke 61 Garmna.

B paMKax Z[aHHOI71 JAUCHUIIIIMHBI UCITOJIB3YIOTCS CICAYIOIINEC KPUTCPUN OLICHKH 3HAHUH CTYACHTOB.

90 6amtoB u OoJIEe

OO0yuaromuicst ITEMOHCTPUPYET:

- CHCTeMaTU3UPOBAHHBIC, TITYOOKHE U MOJTHBIE 3HAHUS TI0 BCEM pa3JiesiaM YaeOHOW AUCITUTLTIHEI, & TAK)KE 10 OCHOBHBIM BOIIPOCAM,
BBIXO/ISIIIIUM 32 €€ TpeJIebl;

- TOYHOE UCIIOJIb30BAHUE HAYIHOW TEPMUHOIIOTHH, TPAMOTHOE, TOTHYECKH MTPABUIBHOE U3JI0KEHHE OTBETA Ha BOIIPOCHI;

- Oe3ynpevyHoe BiaieHIe HHCTPYMEHTaprueM yIeOHOH TUCIIMIUIHHBI, YMEHHE ero 3 ()EeKTHBHO UCTIONE30BaTh B TOCTAHOBKE U
peleHrH HaydHBIX U PO(HECCHOHATBHBIX 32134,

- BBIPOKCHHYIO CLIOCOOHOCTH CAMOCTOSTENIBHO U TBOPYECKH PEIIATh CJIOKHBIC TPOOIEMbl B HECTAaHJAPTHON CUTYALHH;

- MOJTHOE ¥ NTyOOKOE YCBOCHHUE OCHOBHOM, M JOTIOJIHUTEIILHOM JTUTEPATYPBI, [0 U3ydaeMON y4eOHOM TUCIIUTUINHE,

- yMeHHe CBOOOTHO OPUEHTHUPOBATHCS B TEOPHSX, KOHIICIIMSX W HAPABJICHISIX 110 H3yJaeMOi yaeOHOW JUCIUIUINHE U TaBaTh UM
AQHATUTHYECKYIO OIICHKY, UCIIOJIB30BaTh HAYyUHBIE TOCTHKEHUS IPYTUX AUCIHUILIINH;

- TBOPYECKYIO CAMOCTOSTENIbHYIO PabOTy Ha yIeOHBIX 3aHATHSX, AKTUBHOE TBOPUYECKOE YUACTHE B IPYIIIOBBIX 0OCYKICHHUX,
BBICOKUI YPOBEHB KYJIBTYPhI HCTIOTHEHUS 3aIaHHH.

76-89 Gamnos
OOyuaromuiics: EMOHCTPHUPYET:

- CHCTEeMAaTH3UPOBaHHEIC, TTIyOOKHE 1 ITOJTHBIE 3HAHMS 110 BCEM pa3zeiaM y4eOHOH AUCIUILIHEL,

- HCTIONIB30BaHUE HAYYHOH TepMHUHOJIOTHH, TPAMOTHOE, JIOTHYECKHU NIPABMIIBHOE U3JI0KEHUE OTBETA Ha BOMPOCH], yMEHHE JeTaTh
000CHOBaHHBIE BHIBO/IbI 1 00OOILEHYS;

- BJIaJICHUE HHCTPYMECHTapHeM Y4eOHOH AUCIMIUTMHEI (METOAaMH KOMIUIEKCHOTO aHAJIHN3a, TEXHUKOH HH()OPMaIlHOHHBIX

TEXHOJIOTHH), yMEHHE €T0 UCIIOIB30BATh B TIOCTAHOBKE U PEIICHUH HAYYHBIX U MPO(ECCHOHATBHBIX 3a/1a4;

- CIIOCOOHOCTH pelaTh CIOXKHbBIE TPOOJIEMBbI B paMKax yueOHOM AMCIUIIITUHEI;

- cBOOOIHOE BJIa/ICHUE TUTIOBBIMH PELICHUAMM;

- YCBOGHHME OCHOBHOM M JIOTIOJTHUTEIFHON JINTEPATYPHI, PEKOMEHI0BAHHO pabodeil mporpaMMoii 110 yaeOHOH AUCIUILIHE;

- YMECHUE OPHEHTUPOBATECA B TEOPUAX, KOHIIEMIIMUAX U HANPABICHUSIX 110 U3ydaeMOH yueOHOH JUCIUIINHE U JaBaTh UM

aHATUTHUYECKYIO OLEHKY;

- aKTHBHYIO CAaMOCTOSTEIBHYIO pabOTy Ha YUEOHBIX 3aHATHAK, CHCTEMATHIECKOE YIaCTHE B IPYIIIOBBIX 00CY)KICHHSX, BEICOKUI
YPOBEHB KyJIBTYPHI HCIIOJIHCHNUS 3aJaHUI.

61-75 6ayuioB
OO0yyaromuiicst TeMOHCTPUPYET:

- JOCTAaTOYHBIC 3HAaHUA B 00BbeMe pabodeil MPorpaMMBl IO yueOHOH TUCHUIIINHE;

- UCTIONIb30BaHUE HAYYHOI TEPMHUHOIOTUH, TPAMOTHOE, JIOTHYECKHU NTPABUIIBHOE U3JI0KEHUE OTBETA Ha BOIPOCH], yMEHUE JeaTh
BBIBOJIBI 0€3 CYIIECTBEHHBIX OIIHOOK;

- BIIaJICHUE HHCTPYMEHTapHeM y4eOHOM ANCIUIUINHEI, YMEHHE €T0 HCIONE30BaTh B PEHICHNH YIeOHBIX U MPO(eCCHOHAIBHBIX
3ajad;

- CIIOCOOHOCTH CaMOCTOSITENIBHO TPUMEHSATH TUIIOBBIE PELICHHS B PAMKaX M3y4acMON JUCIUILIHHbI;

- YCBOGHHME OCHOBHOM JINTEPATYPHI, PEKOMEHAOBAHHOH padoydeii MporpaMMoii o TUCIUIIINHE,

- YMCHUE OPHEHTHPOBATECA B 0a30BBIX TEOPHUSX, KOHLEMIUAX U HAIIPABICHHUAX MO AUCIUILIHHE;

- paboTy Ha y4eOHbIX 3aHATHAX I10]l PYKOBOJICTBOM IIperoaBaTes, ()parMeHTapHOE y4acTHE B IPYIIIOBBIX 00CYKICHUSIX,

JIOCTaTOYHBIH YPOBEHB KYJIBTYPHI HCIIOTHEHHUS 3aJaHUH.

HIDKe 61 Gama

OOyuaromuiics: IEMOHCTPHUPYET:

- (hparMeHTapHBIC 3HAHUS B paMKaxX H3ydacMOW TUCIUIUIIHEL, 3HAHUS OTICIBHBIX JINTEPATYPHBIX HCTOYHIKOB, PEKOMEH/IOBAHHBIX
pabodeit mporpaMmoii Mo yueOHO#! JUCIUILIINHE;

- HEyMEHHE HCII0JIb30BaTh HAYYHYIO TEPMHHOJIOTHIO YH4eOHON JUCIUIUIMHBI, HAINYUE B OTBETE IPYOBIX, JIOTHYECKHX OMIMOOK;

- TACCUBHOCTH Ha 3aHATUAX WIIM OTKA3 OT OTBETA, HU3KUI yPOBEHB KYJIBTYPHI HCIIOTHEHUS 3aTaHHH.

5.4. Borpockl NpOMEXyTOYHOM aTTeCTAlUN

1. Mogens B3aumopeicTBus OTKphIThIX cucteM (OSI). HazHauenue u 0CHOBHBIE
MIPOTOKOJIBI KAKJIOTO YPOBHS MOCIIH.

2. [ToHATHE KOMMYTAIMH TTAKETOB ¥ MIPHHITUITBI €€ OCYIIeCTBICHMs. [TOHATHS
KOHLIeHTpaTopa u koMmyraropa. MAC-anpeca. IIporokon ARP: Ha3HaueHue U IpUHLIKI
paboThI.




3. ITonsarue BupTyansHoi nokanbHOM cetd (VLAN). IIpuHImIBEl Opranu3anuu
VLAN. TerupoBanue Tpaduka.

4. IloHsATHE MapIIPyTH3aLHH U IPUHINIEI €€ OCYIIeCTBICHU. MapuipyTu3aTop.
Tabmuna mapmpyrusammu. CtaTndeckas ¥ JUHaMHYIecKast Mapimpyrusanus. [P-axpeca.
5. Tpancasiuus cereBbix agpecoB (NAT). Cratuyeckas, AuHAMHYECKast U
neperpy’kKeHHasi TpaHCISIKA: Ha3HaueHue, npeumMyiectsa U HegoctaTku. NAT u Proxy-
cepBep.

6. ITpotoxon UDP. Ilonsatue u ctpykTypa geiitarpammsl (datagram). Anpecarius
nerrarpamm, [P-anpeca u nmoptel. 3aronoBok UDP nefitarpammbl, 3Ha4eHHS €0 MOJIEH.
7. IIpotokon UDP. IIpenmymectBa n Hepoctatku npotokoia UDP. O6mactu ero
HIPUMEHCHHS.

8. IIporokon TCP. BxonHo# 1 BBIXOIHOW OTOKU AAHHBIX, IOJTHOAYIIEKCHBIN
pexuM. [Tonstue cermenta qanHbIX. 3aronoBok TCP cermenTa, 3Ha4eHHs €ro nonei.
9. IIpotokon TCP. [IpenmymecTBa u HemocTaTku nporokona TCP. ObmacTu ero
IPUMEHCHHS.

10. Ilpornecc ycranosku TCP coenuHenusi. MeXaHU3M «TPOHHOTO PYKOTIOKATHS.
®naru SYN u ASK.

11. INepecruika gaHHbIX ¢ momomso TCP nporokona. MexaHms3M obecniedeHUs
HaJeKHOCTH. [IpyuHIIMI TOATBEPKIEHMS ¢ peTpaHciALuel. YTIpaBieHUe NOTOKOM
JAaHHBIX. MeXxaHu3M «ckomp3siero okHa» (Sliding Window) u mpuHIIMIT €ro peain3anuy.
12. Ilepeceinka naHHbIx ¢ noMoineto TCP npotokona. CHHAPOM «IIIYIIOTO OKHa
(Silly Window Syndrome). Anroputm Heiirna (Nagle) u ommus TCP_NODELAY.
IMepechika cpouHbIX TaHHBIX, Guar URG.

13. Tlpomecc 3akpoitTist TCP coenunenns. BHesanHoe 3aBepiiieHHe COeAMHEHNUS.
®mnaru FIN u RST.

14. Cocrosuaus TCP coennnenns: CLOSED, ESTABLISHED, LISTEN, SYN-
RECEIVED, SYN-SEND, FIN-WAIT-1, FIN-WAIT-2, TIME-WAIT, CLOSE-WAIT,
LAST-ASK.

15. IIpotokon ICMP: HazHaueHue, TUITBI COOOIIEHUH.

16. TTonsarue coketoB. [IporpammHusIil nHTEpdeiic coketoB. DyHkuu socket, bind,
listen, accept, connect, send, recv: UX Ha3Ha4EHHE, TApaMETPHI U BO3BpaIlacMbIe
3HAYCHMUS.

17. lIpotokon DHCP: Ha3Hauenue u npuHIMI padoTsl. CiocoObl pacpeneneHust
azgpecos. CTaauu mpoliecca MoiTy4eHus agpeca.

18. Ilporokon DNS: HazHaueHue U npuHOKT padoTs!. [IoHATHE TOMEHHOTO HMEHH.
Pecypcusie 3anucu. Pexypcusnsiit DNS-cepsep.

19. Ilonstue FTP-cepBepa u FTP-npotokona. I{enu n 3amaun FTP-npoTtokoa.
Asropuzanus Ha FTP-cepBepe. AHOHUMHBIN 1OCTYII.

20. AKTUBHBIN ¥ TACCUBHBIN pexuMbl pabotel FTP-cepBepa: ocymecTBienne
B3aUMOJIeICTBHS KIIMEHTa U CcepBepa, IPeuMyIecTBa U HefocTaTku. KoMaHBbL,
HEepEeBOAIINE CEPBEP B AaHHBIC PEXXUMEL. [lepenada KoMaH M TaHHBIX IS 000MX
PEKHIMOB.

21. Nonsitue TFTP-nipotokona. OcHoBHble oTiuuust oT FTP, HazHadeHue u o6nacTs
€ro MPUMEHEHHUs.

22. ITouroBele coobuieHus. [Iporecc mepechUTKN MOYTOBBIX COOOIICHUH.
ITons30BaTenbCcKue areHTH U areHTHI Iiepead coobmmennit. VineHTndukanus
HOTyJaTens.

23. TlouToBsiit potokon SMTP. Lenu u 3agaun SMTP-nporokona. ABTopuzanust

Ha SMTP-cepBepe. @opmat SMTP-coobmenns. OTOporeHHas moUTa.

24. Tourossrit npotokoa SMTP. OcuoBusle komangs! SMTP-cepsepa.

25. Tlousarue MIME, dopmaT ero cooOImeH st ¥ THITbI coaepxkanus. [IpuMepbl
MIME-tunos. Koguposanue conepxaHus. Y IydlIeHHbIH areHT IEPECbUIKY OYTHI.
IIporokon ESMTP.

26. IToutoBsiit mpotokon POP. Llenu u 3agaun POP-nporokona. Otnuuus POP u
IMAP-npoTrokoos.

27. Iloutosslii mpoTokos POP. Asropusauus Ha POP-cepBepe. OCHOBHBIE

KOMaH/IBL.

28. Ilpotokon HTTP. Ilepenaua gaHHBIX MOCPEACTBOM MPOTOKOJIA. 3aroJIOBKU U
TeJla 3aIpocoB U 0TBETOB. [IpuMeps!.

29. Metoas! nporokona HTTP. Be3onacHsle, HIEMIOTEHTHBIE U KIIIUPYEMBbIE
MeToibl. BzaumopeiictBue Mexay KiIneHToM U cepsepoM 1o nporokoiry HTTP. Konet
OTBETOB CEPBEPA.

30. Yopasienue kammpoBanueM B ipotokoiie HTTP. Uuctpykmus Cache-Control.
31. [lonsarue BeOG-cepBrcoB. CTaHAAPTHI, UCTIONIB3yeMbIe IPH MOCTPOSHUH BeO-
cepBHrcoB. KOMIIOHEHTHI BeO-CEpPBUCOB.

32. INonsrue apxurektypsl REST, ee mpenmymiecta u Henocratku. RESTful-
cepBuchL. [Ipunmmms! npoextupoBanus RESTful-cepaucos.

33. MukpocepBHUCHAsl apXUTEKTypa: MOHATHE, IPEHMYIIECTBA U HEJOCTATKH.




IIpumepsl.

34. INonstue mmdppoBanust JaHHBIX. CHMMETPUYHOE U aCHMMETPHYHOC
mmdposanue. [Ipumeps! anroputMoB nmdposanus (6e3 peammsanun). [TorsTne
OJHOCTOPOHHEH (PyHKITHH.

35. llIudpoanue u xamupopanue. [Tonsatue kpunrorpaduyeckoil Xau-QyHKIuH,
ee cBoiicTa. [ToHsTHS KOJUIM3KI IEPBOrO U BTOPOTO POJa.

36. llIudpoBaHue 1 MEKTPOHHAS MOJIIHCE: TIOHITHE OTKPBITOTO H 3aKPBITOTO
KITIO4eH, OCHOBHBIE MPUHLIMIIBI X Hcnoib3oBanus. Ctanmapt X.509.

37. Ionstue mudposoro ceprudukata. [IpuHIMIBI 0O0eceYeH s 3aIUILICHHOTO
COCMHEHUS MKy Y3JIaMH C IOMOIIEIO ITU(PPOBBIX CEPTHHUKATOB.

38. INonsTre meHTpa cepTuduKamy, Ipoueaypa IOANICEBAHNAS CEPTUPHUKATOB
cepBepa /WM KIMEHTa, POJib IEHTPa B 00ECTIEYEHUH IOBEPEHHOTO COCIMHEHUSL.
39. Ilpotokon SSL u ero ucnons3oBanue. Macrpyment OpenSSL.

40. TIporokon odmeHa kimouamu JJudppu-Xenmmana. Ataka THIA «IETOBEK
nocepenuae» (MITM).

5.5. Meroauueckue MaTepualibl, ONpeaesSIoye NpoLueaypsl OLEHUBaHUS 3HAHUH, yMEHHH, HABBIKOB U (WJIHM) ONIBITA JESITEIBHOCTH

[IpomexxyTodHas aTTecTaIys 00yJaronMXcs BEICTCS HEMPEPHIBHO M BKIIIOYACT B CE0sI TEKYIIYIO aTTECTAIIO (KOHTPOIb TEKyIIeH
paboTHI B ceMecTpe, BKIIF0Yasi OLIEHUBAHIE IIPOMEXKYTOUHBIX PE3YyJIbTaTOB 00y4eHHs 110 JUCIHUIIIMHE) H CEMECTPOBYIO aTTECTAIUIO
(9K3aMeH) — OLICHUBAHUE OKOHYATEIBHBIX PE3YJIbTaTOB 00YUCHUS O JUCIUIIIMHE.

[To maHHOM AUCIMIUTHHE, 3aBEpIIAOIIEICS SK3aMEHOM, 110 00s3aTeNBbHBIM (hOPMaM TEKYIIET0 KOHTPOIIS CTyAEHTY IPeI0CTaBIISIETCS
BO3MOXKHOCTb HaOpaTh B cymMMe He MeHee 60 6aiioB. OLieHMBaHWE OKOHYATEIbHBIX PE3YNbTaTOB 00YUEHHUS 110 IUCLMILIMHE BelIeTCs
no 100-6amibHOI 1IKane, oleHKa pOpMUPYETCs aBTOMAaTHYECKH KaK CyMMa KOJIM4ecTBa 0ajoB, HaOpaHHBIX 00ydaromumces 3a
BBITIOJTHEHHE 3a/JaHNi1 00513aTeNBHBIX (OPM TEKyIero KOHTPOIIS M KOJIMYecTBa 0ayuioB, HAOPaHHBIX HA CEMECTPOBOIT aTTeCcTarun
(ak3amene).

CucreMa OlleHUBaHUS

Texyuii KOHTPOJIB IPeJICTaBISIET COOOM NMPOBEPKY YCBOCHUSI yueOHOrO MaTepuaia TEOPETHIECKOro U MIPAaKTHYECKOTo XapakTepa,
PETYJIPHO OCYIIECTBIISIEMYIO Ha TIPOTSHKEHNH ceMecTpa. K 0CHOBHBIM (hopMaM TEKyIIEro KOHTPOJISI MOXKHO OTHECTH YCTHBIHN
OIIpoC, IMMCBMEHHBIC 3aJaHUs, JJAOOpaTOPHBIE PAOOTHI, KOHTPOIBHEIE PAOOTHI.

KontponbHas paboTa

KouTtponbHas paboTa npeacTaBisieT co00il 3aKOHUEHHYIO paboTy, 3aKITI0UAIONIYIOCs B pa3padoTKe HU3KOYPOBHEBOTO IPOrPAMMHOTO
obecrieueHns], peaan3yronero nuTepdeiic B3auMOACHCTBHS C KOJOM, HAIIMCAaHHBIM Ha S3bIKEe BEICOKOTO ypoBHS. [ToqHOCTBIO
BBINOJIHEHHAs] KOHTPOJIbHAst paboTa oneHnBaeTcs B 20 Oansos.

JlaboparopHas paboTa.

JlabopaTopHas paboTa siBisieTcst HOpPMOIl KOHTPOIIS U CPECTBOM NIPUMEHEHHS U Pealn3alii MOIYUYCHHBIX 00yJaronIMUCS
3HaHMI, yMEHUI! U HaBBIKOB B XOJI€ BBIMOIHEHUS YueOHO-ITPAKTHUECKOH 3a1a4H, CBA3aHHON C MOTydeHHEM 3HaYHMOro pe3yabTara ¢
TIOMOIIIBIO PEANBHBIX CPECTB JICSTEIFHOCTH. PEKOMEHAYIOTCS AT TPOBEICHUS B paMKax TeM (pa3JesioB), HanOoee 3HAYNMBIX B
(hopMHpOBaHUH KOMIIETEHIMI. 3a Ka)10€ TIOJTHOCTHIO BEIITOJIHEHHOE JTa00paToOpHOE 3aaHue HaunucieTcs 5 6amios. B pamxax
JAaHHOM JUCLUUIUINHBI IIIaHupyeTcs: 8 mabopaTopHbIX padoT. Tembl 1abopaTOpHBIX paboT yka3aHsl B paznene “4. CTpyKkTypa u
coJiep)KaHue JUCLIUTUTHHBI (MOAYIIS, IPAKTUKH) .

YceTHbIi onpoc, cobecenoBanue.

YerHsiit onpoc, cobeceoBaHue SIBISIOTCA GOPMOI OLIEHKU 3HAHUH U TIPEIIONIAraloT ClielHaIbHy0 Gecely Mperno/aBarelis ¢
06y'{a}OHH/IMC$[ Ha TCMBbI, CBA3aHHBIC C H3y‘-[aeMOI71 I[I/ICHPIHJ'[PIHOf/i. Hpoueﬂypm HaIlpaBJICHbI Ha BBIACHCHHUC O6’b€Ma 3HAHUHN
00yJaromerocs mo OMpeAeICHHOMY pa3ieiy, TeMe, PodaeMe U T.I1. Y CTHBIH OTBET HIH COOECeIOBAHIE MOXKET MPAKTHKOBATHCS
npernojaBaresaeM A YTOUHEHHS 3HAHUH Ha MPAKTUYECKUX U 1a0OpaTOPHBIX 3aHATHAIX.

YcTHBIH onpoc BKIFOYaeT 1 Bompoc U3 rpynms! BorpocoB 5.1 KoHTporsHEIE BOIPOCH! U 3a1aHKsA”, cOOeceI0BaHHE MOXKET
BKJTIOYATh Oojiee 1-ro Bompoca Toro ke cnucka. OTBeT oneHuBaetcs ot 0 10 3 6anioB cieayromum oopa3om:

3 Gaia - MOJIHBIH, JJOTHYECKH Oe3yIPEeUHbId OTBET;

2 GaJuta - OTBET B II€JIOM ITOJIHBIN, HO MOTYT HMETh MECTO HECYIIECTBEHHBIE MPOOEITHI B 3HAHUSX; JIOTHKA OTBETA MPABHUIIbHAS, HO
HEKOTOpPBIE MOMEHTHI B CBOUX PACCYXKIEHHSIX CTYACHT 000CHOBATH 3aTPyIHSICTCS,

1 Gasn - OTBET YaCTHYHBIN, CONEPKUT 3HAUNTENbHBIE N3bSHbBI; HAPYIICHUH JIOTUKU OTBETa HET, HO UMEETCS PSJl JIOTHUECKUX
MEPEXO00B B PACCYXKICHUAX, KOTOPBIE CTYACHT 00OOCHOBATH 3aTPYIHICTCS.

IIpomexyTouHas aTTecTanusa. DK3aMeH.

ITpomeskyTo4Has aTTecTalus OCYILECTBISAETCS B KOHLE CEMECTPA U 3aBEPUIACT U3ydeHHEe AUCUUILINHEL. [IpomeskyTouHas
aTTeCTaIHs IIOMOTaeT OIICHUTH O0JIee KPYITHBIE COBOKYITHOCTH 3HaHMH, YMEHHUH ¥ HABBIKOB, B HEKOTOPBIX CITyJasX — Jaxe
(hopMupoBaHUE ONIPEAEIEeHHBIX KOMIIETCHIINH. B paMkax maHHOTO npeaMeTa K opMe MPOMEKyTOYHOTO KOHTPOJIS OTHOCHTCS
SK3aMEH.




Ok3ameH 1o qucuuiuinHe "CeTeBoe mporpaMMHoOe obecriedeHue" HMEeT Lellb OLICHUTh C(POPMHUPOBAHHOCTh KOMIICTCHIIUH,
TEOPETUIECKYIO MOJTOTOBKY CTYIIEHTa, €r0 CIIOCOOHOCTh K TBOPYECKOMY MBIIUICHHUIO, TPHOOPETEHHBIE M HaBBIKA
CaMOCTOSITENTBHOM PabOThI, YMEHHE CUHTE3UPOBATH ITOMYICHHBIE 3HAHUS ¥ IPUMEHSTD UX MPH PEIICHUU MPAKTHUECKUX 3a1a4.
DK3aMeH IPOBOIUTCS B YCTHOM (popMe B BHJIC OTBETOB Ha SK3aMEHAIIMOHHBIC BOIIPOCKHL. B X0/1e 3k3aMeHa CTy/IeHT OTBeYaeT Ha
BOTMPOCHI U3 criiicka "5.4. Bonpockl MPOMEeXyTOYHOM aTTecTauu”, OlleHuBaeMbIX BMecTe B 40 0amtoB. JlOMOTHUTEIBHbIC OB,
MTOMUMO 0aJIIOB, TIOJTYUYEHHBIX 32 KOHTPOJIGHBIE U TIHCBMEHHYIO paOOThI, MOTYT OBITH 3apabOTaHbI 3a MPABIIIBHBIC OTBETHI B XOJIE
OTIPOCOB U cOOeCeTOBaHUH.

Ecmu cymmapHoe unciio 6aiioB HaOpaHHBIX B CEMECTpPE TI0 pe3yabTaTaM MOJIYJIEH U TIOYdeHHBIX Ha DK3aMCHE

- ot 90 o 100, To cTaBUTCS UTOrOBast oneHka «OTINIHOY,

- 0T 76 10 89, TO CTaBUTCA OLIEHKA «XOPOIIOY,

- 0T 61 10 75, TO CTaBUTCS OLIEHKA «Y 10BJIIETBOPUTEILHOY,

- MeHee 61, To cTaBUTCS UTOrOBas oleHka "HeynoBieTBOpUTEnsHO" .

Ecnu cymmapHoe yncino 6amioB, HaOpaHHBIX CTYAEHTOM He MeHee 60 6asioB, TO CTYJJeHT MOXET COTJIACHTRCS C COOTBETCTBYOMLIEH
HUTOTOBOM OLIEHKOM 0€3 DK3aMeHa.

6. YAEBHO-METO/JUYECKOE 1 THOOPMAIIMOHHOE OBECIIEYEHUE JUCIIUITJIMHBI (MO YJIA,
ITPAKTHKH)

6.1. PexomeHnayemasi iutepaTypa

ABTOpBI, COCTaBUTEIH 3arnaBue WznarenscTBO, TOLI. DJEeKTPOHHBIN azpec

JI.1 | Bk 1O., BacunekoB | Cetn DBM: npoTOKOIbI, CTaHAAPTHI, HHTepdeiickl | M.: Mup, 1990
B.B.

JI.2 (Musuun U. A, CeTu KOMMYTallUU IAKETOB M.: Paguo u cBs3b,
Borateipes B. A, 1986
Kynemos A. I1.,
CemenuxuH B. C.

JI.3 [ Omudep B. T, Kowmnetorepubie cetu. [IpuHIMIBI, TEXHOIOTHH, CII6.: ITutep, 2001
Omudep H. A. MPOTOKOJIBL: yueO. mocobue I CTyI. BY30B

JI.4 |Kynaxos O. A., KommnsiotepHsbie cetu: [y4ue6. mocodue] Kues: FOnuop,
Jlynkuii I'. M. 1998

6.2. Ilepeuens pecypcoB HHGOPMALMOHHO-TEJIEKOMMYHUKAUMOHHOI ceTn "MHTepHeT"

91 | MomnoukoB B. KomnbtoTepHbie ceT [DeKTpoHHBIH pecype] - 2017

22 | JlanmonuHa O. ITpoToKoJBI 6€30MACTHOTO CETEBOTO B3aUMOICHCTBUS [ DIEKTPOHHBIN pecypc] - 2017

O3 | 3amka A. JIokanbHBIE CETH U MHTEPHET [ DNEKTPOHBIH pecypce] - 2017

6.3 IlepeueHb MPOrpaMMHOIO o00ecedeHust

6.3.1.1 | OpenOffice, LibreOffice — oducHble maxkeTs

6.3.1.2 | Microsoft Visual Studio Community — cpeaa pa3paboTku

6.3.1.3 | TELNET- TepMuHanbHast KOHCOJb

6.3.1.4 | OpenSSL - nakeT npuKIaaHbIX IPOrpamMM

6.3.1.5 | Slupexc.bpaysep - Be6-Opaysep.

6.4 IlepeueHb HHPOPMALUOHHBIX CIPABOYHBIX CHCTEM U JIEKTPOHHBIX 0MGMoTeuHbIX cuctem (IBC)

6.3.2.1 | bubmmoreka (HTB), http://library.vstu.ru/sci-nci

6.3.2.2 | DnekTpoHHast ”HPOPMALTMOHHO-00pa3oBaTeIbHAs cpella YHUBepcuTeTa, http://eos2.vstu.ru

6.3.2.3 | OBC "Jlanp", https://e.lanbook.com/

6.3.2.4 | BBC "Book.ru", https://www.book.ru/

6.3.2.5 | Dnexkrponnas 6ubnmoreka "Grebennikon", https://grebennikon.ru/

6.3.2.6 | bubnuorpaduueckas u pepepaTiuBHas 6a3a JaHHBIX cTaTel, OMyOJIMKOBAaHHBIX B HAYYHBIX U3aHUAX “Scopus”,
https://www.scopus.com/

6.3.2.7 | Poccuiickas HaydHast 2JIeKTpOHHAs oubnnoreka, nuterpuposantas ¢ PUHI] “eLIBRARY.ru”, https://www.elibrary.ru/

6.3.2.8 | IlouckoBast uHTEpHET-IIIaTHopMa, 00BeTUHSIOMAs pedepaTUBHbBIE 0a3bl TaHHBIX MyOIMKALUN B HAYYHBIX JKypHAIax U
nateHToB “Web of Science”, https://webofknowledge.com/

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUILIJIMHBI (MO YJIA,
IMPAKTUKH) /OBOPYIOBAHUE

7.1 | JJabopaTopusi ceTeBbIX TEXHOJIOTHH / MynsTUMEIMIHBIIN Kilace U1 TPOBEASHUS 3aHATHI JIGKLMOHHOTO M CEMHUHAPCKOTO
THna, 1aboparopusix 3auaTii: [I39BM Intel DualCore 21T / 2I'6 RAM / LCD 19" - 8 mit., akpan EliteScreens, mpoektop
Acer 1200




7.2 | Vuebnas naboparopus / kombroTepHsIi kinacce: Hoyroyku HP Elitebook 8460p — 4 mt., HoyrOyxu HP EliteBook 8570p - 4
wt., HoyTOyk Lenovo ThinkPad T420 — 4 wrr., skpan EliteScreens, npoekrop Acer 1203, noctyn B HTepHeT 1 K
HayKOMETPUYECKUM 0a3aM JaHHBIX

7.3 | Aynutopust A1si caMOCTOATENBHON paboThl 00yJatomuxcs. YueOHass MeOelb, KOMITBIOTEPHAsI TEXHUKA C BO3MOYKHOCTBIO
MOKITFOUEHUS K ceTr "MHTepHeT" 1 00ecTiedeHneM IOCTyIa B SIICKTPOHHYIO HH()OPMAITMOHHO-00pa30BaTEIBHYIO CPEY
YHUBEpCHTeTa (IUTATBHBIHN 3211 HH()OPMAIIOHHO-ONOIHOTEYHOT0 IEHTPA)

8. METOANYECKHUE YKA3AHUSA JJI5S1 OBYYAIOIIUXCS IO OCBOEHUIO JUCHUIIJIMHBI (MOAYJIA,
MNPAKTUKHN)

Opranun3anust 00pa3oBaTeNbHOr0 Mpolecca M0 JaHHOW TUCHMILTHE PErilaMeHTUPYeTCs YYeOHBIM IUIAaHOM M paclHCaHueM
y4eOHbIX 3aHsaTui. [Ipn hopmupoBaHNN CBOECH HHANBHUIYaIBHOH 00pa30BaTEIbHON TPACKTOPHN 00YJaIOIIUICS NMEET IIPaBo Ha
nepe3aver AUCIUILINHEI (TIepeaTTecTalliy ee YacTH), €CJIM OHa ObljIa OCBOSHA B TIPOIIECCE MPEIIECTBYIOIIETO O0yICHNSI.
ITepe3auér (mepearTecTayiy €€ 4acTH)OCBOOOXKAaeT 00yJaromerocs 0T He0OX0JUMOCTH TTIOBTOPHOTO OCBOSHUS TUCIUTUINHBI
(TIOJTHOCTBIO MJIM YaCTUYHO).

Y4eOHBIH Mporecc MpH MPenogaBaHUN Kypca OCHOBBIBACTCS Ha UCIIONB30BAaHNH TPAAUIIMOHHBIX, HHHOBAIIMOHHBIX U
UH()OPMAIMOHHEIX 00Pa30BATEIBHBIX TEXHOJIOIHH. TpaAuIiMOHHBIC 00pa30BaTEIBHBIC TEXHOIOTHH IPEICTABICHBI JICKIIUAMH 1
NPaKTUYECKUMH 3aHATHAMH. VIHHOBalMOHHBIE 00pa30BaTeIbHbIE TEXHOJIOIMH UCIIONB3YIOTCS B BUJIE IUPOKOTO MPUMEHEHHUS
aKTUBHBIX U MHTEPAKTHBHBIX (opM npoBeneHus 3ansATuil. FHpopMannoHHbIe 00pa3oBaTeIbHbIE TEXHOIIOTHH PEATU3yIOTCS ITyTEM
AKTUBHU3AIMN CAMOCTOSTEIBHON paOOTHI CTYJICHTOB B AIIEKTPOHHOW WHPOPMAITMOHHON 00pa30BaTeIbHON Cpejie.

JleKIMOHHBIN Kypc MpeArnoIaraeT CUCTEMaTH3HPOBAaHHOE H3JI0KEHHE OCHOBHBIX BOIPOCOB yueOHoro miaHa. Ha mepBoil nekuun
JEKTOp MH(POPMHUPYET CTYICHTOB O PEKOMEH/LyeMOH JINTEPaType U MEKTPOHHBIX HCTOYHUKAX UH(OPMALIUH 110 AUCLIUILUINHE, C
yKazaHHeM, Kakol yaeOHHK (yaeOHOe mocodne) sBiseTcss 0a30BBIM.

IIpakTHueckne 3aHATHS IPEACTABIIIOT CO00IT JeTalTN3annio JEKINOHHOTO TEOPETUIECKOr0 MaTepHaa, IPOBOAATCS B IENAX
3aKpeIUIeHHs! Kypca U OXBaThIBAIOT OCHOBHBIC PA3/IeiIbl AUCIUILUINHBL

OcHOBHO¥ (opMO¥i IPOBEAEHHS MPAKTUIECKUX 3aHATUH ABISIETCS pelIeHHEe KOHKPETHBIX 3a/1a4, aHaJIOTHIHbIE KOTOPBIM, OyIyT
BBITIOJHATH CTYACHTHI Ha Ta00PaTOPHBIX paboTax.

JlabopaTopHBIe pabOTHI MPEANOIATaIOT BEIIOIHEHHE U OTUET 3aJaHuil 10 TeMaM, pACCMOTPCHHBIM Ha JICKIIMOHHBIX U
3aKpEIUICHHBIX Ha NIPAKTHYECKHUX 3aHATHAX. Kak1oMy 1abopaTOpHOMY 3aHSATHIO ITPEAIIECCTBYET CAaMOCTOSTEIbHAS TOJrOTOBKA
CTYICHTA,

BKITIOUAOIIAs: O3HAKOMIICHHE C COZICPKAHUEM JIaDOPaTOPHOH pabOTHI 10 METOANIECKIM YKa3aHUSAM; IPOPAOOTKY TEOPEeTHISCKON
YacTH M0 JICKLIIHOHHOMY MaTepually ¥ yueOHMKaM, PeKOMCHIOBAHHBIM B METOIMUECKUX YKA3aHUSX;

CamocTrosiTenbHast paboTa CTYICHTOB BKIIIOYAET U3y4CHNE 3aKOHCIEKTHPOBAHHOTO HA JEKIIMOHHBIX 3aHATHAX MaTepuaa,
JIOTIOJTHEHHE €T0 C YUeTOM PEKOMEHIOBAaHHOW 110 TAaHHOH TeMe INTEePaTyphl, CAMOCTOSTEIBHYIO TTOJITOTOBKY K JIAOOPaTOPHBIM
paboTaM, caMOCTOSITENIBHOE BBITIOJIHEHUE U 0(OPMIICHHE 3aJaHNil KOHTPOJIBHON pabOThI, aHAJIOTHYHBIX BRIIOTHEHHBIM Ha
3aHATHSX.

ITepeueHp METOMMUECKUX YKA3aHUH [T OCBOCHHUS TUCIUIUIMHEI IIPEICTaBIeH B Tabmume 6.1.3

B Teuenne cemecTpa A CTYACHTOB IIPOBOJSTCS TPYIIIOBBIE TEKYIHE KOHCYIBTAINH 10 YIeOHOH AUCIUIUINHE, a TAKXKE
KOHCYJIBTALIMs Iepe]] 9K3aMEHOM.

Meroauueckue peKOMEHIALUH 110 O0YIEHHIO JIUIL] ¢ OTPAaHUYECHHBIMU BO3MOXKHOCTSIMH 3710POBbSI © HHBAJINIOB
IIpodeccopcko-meaarorniecKiii COCTaB 3HAKOMUTCS C TICUXOJIOTO-(QU3NOTIOTHYECKIMU 0COOSHHOCTSAMHU 00YUJaIOMINXCs NHBATUIOB
U JIUI{ C OTPaHWYEHHBIMU BO3MOXKHOCTSIMH 310poBbst (OB3), MHANBUIyaTbHBIME IPOrpaMMaMHy peabHINTAIIMK HHBATUIOB (TIpH
Hainuun). [1py HeOOXOIMMOCTH OCYIIECTBIISIETCS IOTONHUTEIbHAS MTOIEPKKa IIPETIOAABaHMs THIOTOPAMH, ICHXOJIOTaMH,
COITMAIBHBIMA paOOTHHKAMH, TPOIICANTIMH ITOJTOTOBKY aCCHCTEHTaMH.

B cooTBeTcTBHE € MeTOAMYECKUME peKoMeHfanusmu MuHoOpaayku PO (yrB. 8 anpesns 2014 r. N AK-44/058H), B Kypce
HPEJII0JIaraeTcs UCIOIb30BaTh COLMAIBHO-aKTUBHBIE M peDIEKCHBHBIE METO/IbI O0YUECHUSI, TEXHOJIOTUH COLIMOKYJILTYPHOU
peabUIMTaliH C IEIbI0 OKa3aHUs IIOMOIIY B YCTAHOBJICHHWH MOJIHOLIEHHBIX MEXINYHOCTHBIX OTHOILIECHHUH C IPyIUMHU CTYJCHTaMH,
CO37JaHUH KOM(OPTHOTO IICHXOJIOTMIECKOTO KIIMMaTa B CTyeHYecKoH rpymme. [Tonbop 1 pa3paboTka yueOHBIX MaTepraioB
MPOU3BOJATCSA C yIETOM MIPEAOCTaBICHUS MaTepHaa B pa3IHYHbIX (popMax: aynuambHON, BU3yalIbHOHN, C HCIIOIB30BAaHUEM
CIICIMANIBHBIX TEXHUYECKUX CPEACTB M MHYOPMALMOHHBIX CUCTEM.

OcBoeHne qucruIUIMHE Tunamu ¢ OB3 ocymecTBiseTcs ¢ MCIOIB30BaHIEM CPEICTB 00yIEHHs O0IIEeTo M CHEHaIbHOTO
Ha3Ha4YeHH (TIePCOHAIBHOTO M KOJUICKTHBHOTO HCIIONIB30BaHMUS ). MaTepHalbHO-TEXHHIECKOE 00ecTIeueHNe IpeIyCMaTPHBAeT
npucnocoOieHue ayautopuii Kk Hyxaam auu ¢ OB3 (mpu Heo6X0guMOoCTH).

@dopma npoBeieHNs ATTECTALMHN JUIS CTYACHTOB-MHBAINI0B YCTAHABIMBACTCS C YUETOM MHJIMBU/TYalIbHBIX CUXO(DU3HIECKHX
ocobenHocteit. J{ist ctynenToB ¢ OB3 npemycmarpuBaeTcst JocTymmHas GopMa MPeIOCTaBICHHS 3aJaHUH OIICHOYHBIX CPEJICTB.
CryneHTaM ¢ HHBAJIHIHOCTHIO YBEJIIMUMUBAETCS BPEeMsI Ha MIOJTOTOBKY OTBETOB HA KOHTPOJIBHBIC BOIPOCHL. J{JIsI TAKMX CTYJCHTOB
HpeycMaTpUBaeTCs JOCTYIHAs (opMa IPeloCTaBICHUS] OTBETOB Ha 33/1aHHUSL.

ITpu HeOOXOAMMOCTH TSI OOYJAIONIUXCS C HHBAJTHIHOCTHIO IIPOLIETypa OIIEHUBAHMS PE3yIETaTOB OOYUCHHUS MOXET IIPOBOINTECS B
HECKOJIBKO 3TaIlOB.




