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Pasnen 1. MaremaTnueckoe MOAeJIMPOBAHNE, YUCICHHbIE METOAbI H
KOMILJIEKCHI IPOrpamMm

l. DOnementsl Teopuu MHOXkeCTB. I[IOHSATME MHOXECTBa, OINEpald Hax
MHOXecTBaMU. KoHeuHble M OECKOHEYHbIE MHOXXeCTBa. bHHapHbBIE OTHOIICHMS.
[lIoHATHE MOIIHOCTH MHOXECTBA. JKBHUBAJICHTHOCTH MHOYKECTB YIOPSAOUYECHHOCTD.
Axkcuombl BeiOOpa. Heuetkue MmHokecTBa. OcHOBHBIE oniepanu. HeueTkast ioruka.

2. MaremaTuyeckoe NpPOrpaMMHPOBAHUE: OCHOBBI TEOPUM U YHCJICHHBIC
MeToabl. Meroabl 0€3yCIOBHOM MHUHUMHU3ALMU: METOJ HAuMCKOPEHIIEro CIycKa,
METOJ| COIIPSKEHHBIX TPAaJUeHTOB. JInHEelHOe nporpaMMupoBaHue. TUIoBbIE 3a1a4u
JMHEWHOTO mporpammupoBanus. llemouncinenHoe mnporpammupoBanue. Meton
OTCEKAIOIIMX IIJIOCKOCTEM M METOJ BETBEH M TIPAHUL B LEIOYHUCICHHOM
MPOrpaMMHUPOBAHKH.

3. DneMEeHThl TEOPUHU BEPOSTHOCTEN U clydallHbIX mpoueccoB. [IpocTpancTBO
AJIEMEHTapHbIX COObITUN. CnydaliHble BEIMYMHBI M (PYHKIUU PpaCIpECIICHHUS.
He3aBucumMocTs coObITHI U CitydailHbix BennuuH. McnibiTanusa bepuymiu. YucnoBsie
XapaKTEPUCTUKU CIy4YaWHBIX BEJIMYMH. 3aKoH Oosbiux 4yucend. lleHTpanbHas
npenenpHas teopema. Teopema Ilyaccona. Jluckperneie nenu MapkoBa W UX
KJaccuuxaus.

4. Tlonsitue o cucteMHOM noaxoze. Beiaenenue cucremsl u3 cpenpl. [lonstue
1e0CTHOCTU. CUCTEMHbIC MOHSTHUS: BXOJ, BBIXOJ, OOpaTHasi CBSI3b, OTPAaHUYCHUS.
Onucanue cucrteM. OOmias cxema cHCTeMHOTo mozaxoja. IlocTtpoeHue mojenei.
Kputepun u anprepHaTBbl. MeETOIBI MOJACIUPOBAHUS B CHUCTEMHOM aAHAJIM3E.
OnTuMU3allMOHHBIE W WMUTALMOHHBIE  MOJENU. JleTepMUHUpOBaHHBIE U
CTOXACTUYECKHUE MOJEIH. S3bIKA MOJETUPOBAHUS.

5. MHorokpurepuaibHas ontuMmusanus. Buasl onenok u mkan. [loctpoenue
MHOecTBa d(G(EKTUBHBIX BapuaHTOB. BaxHocTh KputTepueB. KommneHncarus
KPUTEpPUEB 10 OTHOCUTEIIBHOW BaXXHOCTU KpurepueB. (CBepTKa KpHUTEPUEB.
Bekropnas ontumusauus. [apaHTHpOBaHHBIE pe3yJbTaThl. Y CIOBUS IApETO-
onTUMaJIbHOCTH. [IprbamKeHHOE MOCTPOCHUE MAPETOBCKOM TPAHUIIBI.

6. OILeHKH, CTaTUCTUYECKHE peleHus, IMpoBepka runore3. OueHkH
MapaMeTpoOB CTAaTUCTUYECKUX OOBEKTOB, JIMHEHHAs perpeccusi. MeToJ; HauMEHbIINX

KBaJpaToB.
7. llocTaHOBKM 3aJa4 ONTUMAJBHOIO YIPABICHUS Ui HENPEPBIBHBIX H
JVCKPETHBIX CUCTEM. JnHamuyeckoe MIPOTPaMMHUPOBAHUE. [TpuHIMN

onTUMalbHOCTU bemiMmana. YpaBHeHue beruiMana 111 HENpPEPhIBHBIX U JUCKPETHBIX
3a1ad onTtuManbHOro ympasieHus. lIpunnun makcumyma JI.C. IloHTpsArmHa mis
HENPEPBIBHBIX U JUCKPETHBIX YIPABISAEMBIX CUCTEM.
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Pa3znen 2. UckyccTBeHHBIN MHTE/UIEKT M MAIIIMHHOE 00yUeHue

1.

EctecTBEHHO-Hay4YHBIE OCHOBBI U METObI ICKYCCTBEHHOI'O UHTEIIIEKTA. Me-
TOJIbI U aJITOPUTMBI MOJEIIUPOBAHUS MBICIIMTEIBHBIX MTPOLIECCOB: PACCYKIE-

HUH, apTyMEHTAITUH, PACIIO3HaBaHMs U KiIacCupUKaIuu, GOpMUPOBAHUS T10-
HATHIH.

DTHYECKUE MPOOJIEMBI, CBS3aHHBIC C co3aHrueM 1 BHeapeHueM U -cucrtem,

0’KMJIaeMbIe COITUAIbHBIC U PKOHOMHUYECKHUE MOCICICTBHUS.

. HucieHHple METOIBI ONITUMU3ALUN: METOIbl HBIOTOHA U CEKyIlEH, METOIbI

ITOKOOPJIMHATHOTO U TPAIMEHTHOIO CITyCKa. Y Iy4IIEHUE CXOIUMOCTHU Ipaju-
€HTHBIX METOJIOB.

[ToHsATHE UCKYCCTBEHHOM HEUPOHHOU CETH. THUIIBI HEUPOHHBIX ceTeil. [[lonAaTHe
CTOXACTUYECKOTO TPaueHTa JJi1 00yUeHUs HEUPOHHOU CEeTU. APXUTEKTYPHI
HNHC u runepnapaMeTpsl.

MHorocnornsii nepuentpos. CBepTouHble HeHpOHHBIE ceTu. CpencTsa pea-
JIM3aLH B BBICOKOYPOBHEBBIX S3bIKAX IPOIrPAMMHUPOBAHMS.

['eHepaTrBHBIE METO/IBI MAILIMHHOTO 00y4YeHUd. [ eHepaTuBHO-COCTA3aTeIbHbBIE
cetu. Bapuanmonnsie aBTokoaupoBumky. bariecoBckue cetu. [IpunHnuiel pa-
OOTBI, OLIEHKa KadecTBa. [IpuMepsl u cpeacTBa peanus3aluim.

Omnpenenenue BEpoSITHOCTH. BeposTHOCTHAas MOJIENb U BEPOSITHOCTHOE IIPO-
CTPaHCTBO. BeposTHOCTH CllydaliHOTO COOBITUSL U METO/IbI €€ CTATUCTUYECKOTO
OLICHMBAHUS 1O BHIOOPKE.

[Tonsarue perpeccuu. Turnsl perpeccu. MeTOIbl YUCIEHHOTO PEMICHUS 3aa4
perpeccuu. CriocoObl 3a71aHus 11eJ€BOM GYHKIIMU B 3a/1aue perpeccuu. Meton
HAaWMEHBIIIMX KBAJIpaToB. MeTO bl MAITUHHOTO OOYYEHHUS IJIs1 PEIICHHS 33124
perpeccuu. CpeacTsa peaiv3aluy B BBICOKOYPOBHEBBIX S3bIKaX MPOTPAMMHU-
pOBaHUs.

Ciyuaiinbie Ipo1iecchl U BpeMeHHbIe psiabl. [lonarue cranmonapuoctu. Kosa-
puarmonHas (koppensiiinonnas pynkuus). Teopema Kapynena-Jlossa. Criek-
TpajbHas INIOTHOCTh CIyYalHBIX MPOIIECCOB.

10.I'padpl. OcHOBHBIE NOHATHS: OPUEHTUPOBAHHOCTD Ipada, CTENEHU BEPILIUHBI,

CBSI3HOCTb, 1IeTIH U HUKJIBI (DinepoB, ['amuiibToHOB). CriocoObI TIpeCcTaBIIe-
HUA Tpada: MaTpUIIBl M CIMCKUA WHIUEHTHOCTH U CMEKHOCTH. BaykHbIe "acT-
HBIC CITyYan: ICPEBbs, HAIIPABJICHHBIC aAlIMKINYECKUE Tpadbl, TBYI0JbHbBIE

rpadsl.

11.AnroputMmsbl Ha Tpadax. Anroputmel 00xoaa (rmoucka Ha) rpadax. OOHapyxe-

HUE KpaTJyauiiero myTd 1 MUHUMaJIbHOTO IukIIa B rpade. [loctpoeHnne ocToB-
HOTO JIEpPEBA.

12.ITocTpoeHne cnucka pelieHui U 1epeBa peiieHuil. Peaykins n1epeBseB pelie-

Huil. [lonsitue O3rrunra v OycTHHTa 1)1 JepeBbeB perienuid. CiayyaitHbil jec
U criocoObl ero noctpoenust. CpeAcTBa peain3alii B BHICOKOYPOBHEBBIX S3bI-
KaX MpOrpaMMUPOBAHUS.

13.0OcHoBHBIEC TOHATHSA MAITMHHOTO 00yueHus. OTIndre MaIIMHHOTO 00y4YeHHUSI

oT ctaTucTuku. O0yueHue ¢ yunurtenem u 6e3 yuutens. MeTosl u cpeacTa
(dbopMHpOBaHNS MAaCCUBOB JIAHHBIX U MPELEACHTOB, BKIIIOUYas «OOJbIINE JaH-
HBIE.



14.MHoroarenTHble cucTeMbl U pacnpeaeneHusii MU, Cpeactsa u npumepsl pea-
JN3aLHH.

15.00y4denue ¢ noakperuieHueM. Mojienu areHToB ¥ OTKJIMKA CpeJibl. 3aauu,
penraembie 00ydeHueM ¢ nojikpersienueM. CpeicTBa peain3alii B BBICOKO-
YPOBHEBBIX SI3bIKaxX MporpamMMupoBanus. [Ipumepsl peanuszanuu.

16.11uxn o6yuenus. [Toustus oOygaromiei U TeCTOBON BEIOOPKH. OTI0KEHHAS
BbIOOpKa. Kpocc-Banunanus. [loHsaTusa HenooOyueHus U nepeoOydeHus.

17.MeTpuku KauecTBa aJITOPUTMOB MAaIIMHHOTO 00y4eHus1. OlieHKa KauecTBa U
3¢ (HEKTUBHOCTH aNTOPUTMUUYECKUX U MMPOTPAMMHBIX PEIICHUH 7Sl CUCTEM HC-
KyCCTBEHHOT'O MHTEJIEKTA M MAIIMHHOTO 00y4eHHsl. MeTOIMKY CpaBHEHHSI U
BBIOOpA AITOPUTMUYECKHUX U MPOTPAMMHBIX PEIICHUM PU MHOTUX KPUTEPHUSIX.

18.ITonsATHs KIaccupUKalUU U KilacTepu3auuu. MeTpudeckue, uepapxuieckue,
BEPOSITHOCTHBIE METO/IbI KJIacCU(UKaIMK U KiacTepuzanuu. OreHKa KauecTBa
KJaccupuKanuu 1 knacrepusanuu. CpeacTBa peanus3aliy B BBICOKOYPOBHE-
BBIX SI3bIKaX MPOrPaAMMHUPOBAHUS.

19.MeTtozapl CHUKEHUS Pa3MEPHOCTH TaHHBIX. MeToA riaaBHbIX KOMIIOHEHT. Kop-
PEJSIIIMOHHBIN U (haKTOPHBIN aHanu3. HenmuHelHble METO/IbI CHIXKEHUS pas3-
MepHOCTH. CpelcTBa peain3aly B BHICOKOYPOBHEBBIX A3BIKaX POIPaMMHUPO-
BaHMUS.

20.1TpuHUMII OBBIIEHHS PA3MEPHOCTH ITPOCTPAHCTBA. METO OIOPHBIX BEKTO-
poB. [lousarue u cBoiictBa sanpa. Meroa Kernel-Trick. Cpencrsa peanuszanuu B
BBICOKOYPOBHEBBIX SI3bIKaX MPOrPaMMHUPOBAHHSL.

21.Cnoco0OsI npeacraBieHus 3Hanuii. Mozaenu rpados 3nanuil. [lomHoTa rpados
3HaHW. MeToabl MpsAMOTo U 00paTHOTO BbIBOJA IO rpadam 3HaHuil. OHTOJI0-
rMYECKasi MOJIENIb U CPEJICTBA €€ PEATM3ALINAH.

22.DKcrepTHbIE METOAbI B IPUHATUHU petieHuid. [IpuHsTHE peleHnil Ipyu MHOTHX
Kkputepusax. MHoxecTBO [lapeTo. DkcniepTHbBIE CUCTEMBI TOAIEPKKHA TPUHATHUS
pELIEHUN.

23.MeTtoapl MAIIMHHOTO OOYYEeHUS /I aHaJnu3a TeKCTOBOM nHbopmarmu. Meto-
JIbl TeHepaluy TeKcToB. YaT-00Thl. bosbime si3pikoBble Mosienu. CpeacTsa
peanu3aly B BBICOKOYPOBHEBBIX SI3bIKaX MPOrPaMMHPOBAHUSI.

24.Y1paBiaeHUE C UCMIOIb30BAHUEM CUCTEM UCKYCCTBEHHOTO MHTEIIEKTA U METO-
JI0OB MAIlIMHHOTO 00y4Y€HHs, B TOM YHCIIE yIpaBJIeHne poOoTaMu, aBTOMOOHU-
nsmu, BITA.

25.MeTobl U CPEICTBA PEATU3AIMU CUCTEM KOMITBIOTEPHOTO 3pCHUS.



Paznen 3. Kub6ep0e3onacHocTb

1. Wndopmanus, coobiienne, nHPOPMAILIMOHHBIE CUCTEMBI U MPOLIECCHl KaK 00bEeK-
Thl HHGOPMAITMOHHON Oe3omacHocTH. OCHOBHBIC CBOMCTBa MHGOpMaru. Mepa Ko-
andecTBa nHGopMaluu. DHTponus. Moaenan cTouMocTy HHGOpMaIny.

2. Cnyuaitnpie  coObrtus. [lomHas rpynma coOpITU. 3aBUCUMBIEC U HE3aBUCUMBIE
ClIyJaiiHbie COOBITHSA. BeposSTHOCTh CIy4allHOTO COOBITHS. Y CIIOBHAsE BEPOSITHOCT.
dopmyna moaHoOU BeposTHOCTH. Teopema barieca.

3. CayyailHble  BEJIMYMHBI U UX XapaKTEPUCTUKU: (PYHKLIHS paclpeneseHus], Mo-
MEHTBI, XapaKTepUCTHUECKHE (PYHKIMU./[UCKpETHBIE W HENpEpBhIBHBIE CIIy4yaliHbIE
BEJIMYMHBI. bBUHOMMHAIIBHBIN 3aKOH pacupeneneHus. HopMallbHbBIN 3aKOH pacrpene-
nenus. LlenTpanbHas npenensHas TeopemMa JIsmyHoBa.

4. TlceBnocmyualiHble MOCIEI0BATEIBHOCTH: 00JaCTU IPUMEHEHUS B 3a7a4ax obec-
NEe4YeHUss MHPOPMAIIMOHHON O€30MacHOCTH; METOJbl MOJIYUYEHHS; CIIOCOOBI OLEHKU
Ka4ecTBa.

5. OcHOBHBbIE 33/1a4d MAaTEMATUYECKON CTAaTUCTUKH: TOUEUHAs OLICHKA, [IOCTPOCHUE
JIOBEPUTENILHOI'O MHTEPBaJa, pa3Inu€HUEe CTATUCTUYECKUX TUIIOTES.

6. OcHoBbI Teopuu unces. [loHsTue rpynmnsl, Koabla, MmoJjsl.

7. Kpunrorpadpuueckne Metonpl 3ammuThl HMH(pOpManuu. OCHOBHBIE MOCTYNAThI
kpunrorpapuu. Ucropuueckre mumdpsl.

8. Kpunroananurtuka. Teoperndeckas, IpakTHUYECKass 1 BPEMEHHAsI CTOUKOCTb CHUC-
TeMBbl Kpunrorpapuueckoi 3amuTsl. COBpeMEHHbIE TIOTOUYHbIE U OJIOYHbBIE AITOPUT-
MBI ¢ poBanus. OO0CHOBaHME HAZEKHOCTH KPUNITOTpapUUeCKON 3alUThI.

9. Mertoasl U NPOTOKOJIBI 3aIIUTHI MHPOPMALMU OT HECAHKIMOHUPOBAHHOIO HC-
IIOJIB30BAHUS U KOIIMPOBAHUS.

10. Knaccudukaius Bpe1loHOCHBIX IporpaMM. Kiaccuueckue onpeesnenus 4eTbipex
OCHOBHBIX THUIIOB BPEJOHOCHBIX Mporpamm. MeToipl 60pbObI C BPEIOHOCHBIMH MPO-
rpaMMamH.

11. Cuctembl cummeTpuuHOTO KppoBaHus. Bornpocsl reHepai u pacnpeesieHus
KIIFOUEH.

12. Cuctembl aCUMMETPUYHOTO IIM(PPOBAHUS, OTKPBITHINA KIHOY, JIEKTPOHHAS MOJ-
MUCh. ATaKa «4eJIOBEK MOCPEANHEN.

13. CoBpeMeHHast KpUOTOrpagusi ¢ OTKPHITBIM KJIHOYOM: OCHOBHBIE HJI€H, KOHLIEM-
nus. Kpuntocuctemsl RSA, El Gamal, prok3aka.

14. DnexrponHas nudpoBast MOAMUCH: OCHOBHBIC HacH, KoHIenuH, [loamics RSA,
El Gamal. Otpuiiaemast u HeoTpuIlaeMas OAMKCH.

15. Kpunrorpaduyeckue nmporokosibl. [IpoTokosnsl ayreHTHQUKAMK O6€3 pa3riarie-
HUEM, TPOTOKOJI 0I0PACHIBAHUS MOHETKH.

16. IlpoTokomsl ayTeHTU(UKAIMK O€3 pas3TialleHus.

17. Creranorpadusi. OCHOBHBIE CBOMCTBA, OJIXO/bI K peaTu3allii, UCIIOIh30BaHUE
anroputMoB LSB 1 mcuxoBU3yalbHBIX/TICHX0AKKyCTHYECKUX 3(dexToB. ATaku Ha
creranorpaduueckue MeToibl. [ToHsiTHE IM(PPOBOTO BOASHOIO 3HAKA.

18. Ucnons3zoBanue x3m-GpyHkuuii. OqHOpa3oBble NOANUCH Ha Lenovykax Jlammopra
Y Ha ziepese Mepkie.

19. Texnonorus 61okueitH. [Ipunuun padoTel. [1yOanyHbIi 1 IpUBAaTHBIN OJIOKYEHH.
20. ITocTkBanTOBast KpUnTorpadusi Kak OTIEIbHBIN pazaen kpunrorpadun. OcHOB-
HbIC KOHILICTILIUU U UJICH.



21. IlpoGnembr Oe3omacHOCTH ceTeBbiX TexHosiorui. CereBas monenb OSI/ISO.
YpoBuu monenu OSI.

22. Puck nHopMaImoHHON 0€30MacHOCTH: TIOHSTHE; 3a7a4a YIPaBICHUS PUCKAMH,
METOIOJIOTUIECKUE OCHOBBI I MHCTPYMEHTAJILHBIE CPEACTBA OIIEHKH PUCKOB HH(OP-
MaIMOHHOU 0€30MacHOCTH, OCTATOUYHbBIEC PUCKH.

23. Cocts3aTenbHOE U BPEAOHOCHOE MAIIMHHOE OOydeHune. MeToibl MpOTUBOAECHCT-
BUS aTakaM Ha HEMPOCETH U MAIIMHHOE 00yUYCHUE.

24. OcHoBHBIE yrpo3bl Oe3zornacHocTu BeO-pecypcoB. OWASP Top 10: onucanue u
MEXaHH3MBbI 3aIUTHI.

25. MeToapl 1 METOJIUKH TECTUPOBAHUS Ha MPOHUKHOBEHHUE; OCHOBBI JICSITEIBHOCTH
SOC B opranuzanuu. [Tonstus Red team, Blue team, Purple team; MITRE ATT&CK
Framework.
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oubsmoreunas cuctema. - URL: https://e.lanbook.com/book/131705 - Pexum nocty-
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10. bosipckuit K.K. Begenue B kommbroTepHyto JmHrsuctuky MTMO, 2013 -
URL.: https://e.Jlanbook.com/book/70822

11. JJaGopaTopHblii ONPAKTUKYM MO MAIIMHHOMY OOYYEHUIO U aHalM3y JTaHHBIX.
BoarI'TV. - Boarorpan : BoarI'TV, 2020. - 32 c.

12. lllutukoB B.K., Mactunkmit C.O. Knaccudukamms, perpeccuss u ApyrHe
aJITOPUTMBI Data Mining c HCII0JIb30BaHUEM R. - URL:
https://ranalytics.github.io/data-mining/

13. IIpoxopenok H., OpenCV u Java. O6paboTka N300paskeHUd U KOMIIBIOTEPHOE
spenne / bXB-IlerepOypr, 2018 / ISBN: 978-5-9775-3955-5

14. Conem 4. 3., IlporpammupoBaHre KOMITBIOTEPHOI'O 3peHHs Ha s3bike Python /
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