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[ 06 YTBEPIKICHUN HHCTPYKLHUHA U HHBIX |
JIOKyMEHTOB, UCTIOJB3YIOLIUXCS [IPH
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BourorpaickoM rocyzapcTBEHHOM
TEXHHYECKOM YHUBEPCHUTETE

B 1emsix obecriedeHus ucrnonHeHus tpeboBanuii @enepaipHoro 3akoHa Poccuiickoi
denepanuu ot 27 mons 2006 roma Ne 152 @3 «O nepcoHAIBHBIX AAHHBIX», a TAKXKE BO
WCTIOJHEHMe M. 3 mpHKasa pekropa yHuBepcutera oT 23.12.2019 r. Ne692 «O enuHOi
nadopmarmonnoi cucreme (EVC) Bosarorpaackoro rocyiapcTBEHHOIO TEXHMYECKOIo

YHUBEPCUTETA

ITPUKA3BIBAIO:
1. YTBepIuTh U BBECTH B IE€MCTBHE CIICIYIOIIHE JOKYMECHTBI:
- MHcTpyKumss TO BeJGHHIO IIaclOPTOB HMH(OPMAIMOHHOW Oe30macHoCTH
noapazaesnenuii (Ipunoxenne Nel);
- MHCTpyKIHMS OTBETCTBEHHOrO 3a obecrieueHre Oe30MacHOCTH MePCOHATbHBIX
nannaeix (ITpunoxenne Ne2);
- MHcTpykuMs aaMuHucTparopa WHbopmannonHol OGesomacnoctu ([lpunoxenue
Ne3);
- Hucrpykuus agmunucrpatopa MCIT/In mo obecrniedeHnio WHGOOPMALHOHHON
6e30I1acHOCTH ITpH 00paboTKe rnepcoHanbHbIX JaHHbIX (ITprnoxenne Ned);
- MHCTpYKI¥sI TT0JIB30BATENs 10 0O0ecrieueHNn o HHPOPMaLMOHHOK 6€30MacHOCTH MpH

obpabotke nepconanbHbIX AaHHBIX B ICIT/IH (ITpunoxenne Ne5);
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-  Huctpykuus 1o opraHuM3auuu napoiabHoi 3amuthl (IIpunoxenue Ne6);

- MHCTpyKIHS IO OpraHU3alii aHTUBUPYCHOM 3aiuuTel (ITpunoxenne Ne7);

- MHCTpYKIIMS [0 yueTy U XpaHeHHIO CbeMHbIX HocuTesiel ([Ipunoxenne Ne8);

- HHCTpyKLHUs 1O pe3epBUPOBAHUI0O M BOCCTAHOBJIEHHIO pabOTOCIOCOOHOCTH
NCIIu (ITpunoxenue Ne9);

- HUuctpykuus no npepoctasienuto poctyn B MCILIIH BoarI'TY (ITpunoxenue
Nel0);

- Hucrpykumsi mo obecriedeHuio 06€30MaCHOCTH IEPCOHAIBHBIX JaHHBIX IpH
BO3HUKHOBEHUH HelTaTHbix cutyauuit (Ipunosxerne Nell);

- UacTpykuus o pabote ¢ obe3nuuenHbMU JaHHbIME (IIpuinoxenune Nel2);

- UHCTpyKIHs 1O yCTaHOBKE, MOAM(DUKALMM M TEXHHYECKOMY OOCIIY)KHBaHHIO
nporpamMmHoro obecnedenus u annapathbix cpeacts UCIITx (Ipunoxenne Nel3);

- VIHCTpYKUHS IO YHUUYTO)KEHUIO HOCHTENIEH, COAEpIKAIMX NepCOHAIbHbIC AaHHbIC
(IMpunoxenue Nel4),

- dopma JKypHana y4éTa HHIMIEHTOB 0€30MaCHOCTH MEPCOHAIbHBIX JaHHBIX
(ITpusoxxenue Nel5);

- ®opmMa KypHaIa yuéra pezepBHoro komupopanus ([Tpunoxenue Nel6);

- dopma KypHaiIa yuéTra CheMHBIX HOCUTEINEH epCOHANBHbIX IaHHBIX (ITpunoxenue
Nel7);

- dopma KypHana y4yéra MAalUMHHBIX HOCHTENeH IepPCOHANBHBIX JaHHBIX
(Ipunoxenue Nelg);

- Tlamsitka 00 OTBETCTBEHHOCTH 3a HApyILIeHUs NpU 0O0pabOoTKe MEPCOHATBHBIX
nanubix (ITpunoxenne Nel9);

- dopma 06s3aTeNbCTBA O HepasrlalleHnd WHGOpMaluuid OrpaHHYeHHOro JOCTyma
(Ipunoxenue Ne20);

- ®dopma akTa 06 YHHYTOXKEHHHU MepCOHANbHBIX JaHHbIX (IIpunoxenne No2l);

- ®opMa akTa 00 YHHYTOKEHHHM CBHEMHBIX HOCHTENICH NEepCOHANBHBIX JaHHBIX
(TTpunoxenue Ne22).

2. Hauanpuuky VHUT-BL] Casmuny M.B. obecrnieuyuTb O3HaKOMIICHHE C

YTBEp)KJICHHBIMHM ~ [IOKYMEHTaMH PYyKOBOJIMTENEH W COTPYJHHUKOB MOJpa3Je/IeHUH,
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06pabaTBIBAIOIIMX MEPCOHATIbHbIE JaHHbIE CYObEKTOB [IEPCOHANIbHBIX JAHHBIX

BourI'TVY.

3. Jupexropam ¢unuanos Boal TV npu akryann3zalnny aHalOTHYHbBIX JOKYMEHTOB,
NPUHATE yKa3aHHble JOKYMEHThl yHHMBEpCHTeTa 3a OCHOBY. [locie yrBepiaeHHs
JIOKaTBHBIX JJOKYMEHTOB OpraHh30BaTh 03HAKOMJIEHHE C HUMH COTPYAHUKOB (HDUIHATOB.

4. HauanbHuky oOmiero ornena AHTOHOBOH B.A. noBecT mpuKas 10 CBEICHHUS

JIUPEKTOPOB (UIIHAIOB.

5. KoHTpoib 3a BBIOJIHEHHEM TPEOOBAHMM HACTOSAIIEr0 MPHKa3a BO3JIOKHUTH

na niepsoro npopekropa Kyssmuna C.B.

PekTOp yHUBEpCUTETA / / A.B. HaBpouxkuii
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[Ipunoxxenue No5
K MIPUKa3y PEKTOpa YHUBEPCUTETA
ot 13 mapta 2020 r. Nel131

HNHcTpyKuus mojib3oBareis
1o odecrie4eHHI0 HHPOPMANUOHHOM 0€30MACHOCTH
npu o0padoTke nepcoHabHbIX 1aHHBIX B UCII/In
BoJrorpaackoro rocy1apcTBeHHOT0 TEXHHYECKOT0 YHHBEPCHTETA

1. O0mue cBeaeHUN

JlanHas MHCTpyKIMs ycTaHaBIMBAeT 00S3aHHOCTH, MpaBa W MOPSA0K paboThl MOIL30BaTeIeH
MH(OOPMAIMOHHON CHUCTEMBI IEPCOHAIBHBIX NaHHBIX (manee mo texcty - MCII/Ia) Boarorpamackoro
rOCyJIapCTBEHHOT'O TEXHUYECKOTO YHUBEPCUTETA.

[TonezoBarenem HMCII[lm  saBnsercs MO, ydYacTByIOIlee B  (GYHKIHOHHPOBAHHU
WHQOPMAIIMOHHON CHUCTEMBI IIEPCOHANBHBIX JAHHBIX WM HUCIOJIB3YIOIIEE pPe3yJIbTaThl €€
¢yuknuonupoBanus. IlompzoBarenem MCII[In sBasercs mo6oit corpymauxk Boarl' TV, umerormmii
moctyn k MWCIIJlTE u ee pecypcaM, B COOTBETCTBHHM CO CBOUMH JIOJDKHOCTHBIMH HIIH
(GYHKIHOHABHBIME 0053aHHOCTSIMH.

O3HakomyieHHe C TpeOOBaHUSIMU HHCTPYKLUH MOXET MPOBOJUTH OTBETCTBEHHBIN 3a
obecrieyeHne 0e30macCHOCTH  NepcOHanbHBIX JAaHHBIX Boarl'TV, aamunuctparop UCII/H,
aJIMAHUCTpaTop UHGpOopMauoHHOH 6e3omacHocT Bonr['TY.

VHCTpYKIHS MOMJIEKHUT IEPECMOTPY HpPH M3MEHEHUHM IEepedHs pellaeMbIX 3ajad, COCTaBa
Texupueckux u nporpammubix cpencts HCII[lm Boarl' TV, npuBogsmux K CyIIECTBEHHBIM
HU3MEHEHHSIM TEeXHOJIOrHH 00paboTku mHpopManuu. IlepecMOTp JaHHOro JOKYMEHTa ITPOBOIUTCS
OTBETCTBEHHBIM 3a o0ecliedeHue 6€30IacHOCTH IePCOHATBHBIX AaHHBIX Boarl' TV ¢ nenpro mpoBepku
COOTBETCTBHS OIPEACICHHBIX JAaHHBIM IOKYMEHTOM MEp 3allUThl PEATbHBIM YCIOBHSIM ITPHMEHEHHUSI
ux B UCIITa BonrI' TY.

OTBETCTBEHHBIMH 3a IIOCTOSIHHBIM KOHTPOJIb BBIIOJIHEHUS TPeOOBAHUN NaHHOU MHCTPYKIIMH B
CBOMX O0OJIaCTSX OTBETCTBEHHOCTH SIBISIOTCS: OTBETCTBEHHBIH 3a obecredeHne Oe30IMacHOCTH
nepcorabHbIX HaHHBIX Boarl TV, ammmawncrparop WMCIL[JH, agMuHHCTpaTop HHGOPMAIMOHHON
6esomacuoctu Bonr['TV.

2. O6si3anHocTH noJib3oBateneid UCII/An

ITonp3oBatens UCII/In obs3an:

- 3HaTh M CTporo coOsroaare TpeOoBaHUsl 3akoHOjarenbcTBAa P® B 00macTd 3allUTEI
nepcoHaNbHBIX JNaHHBIX (II/IH), A1d oO3HaKoMJIeHHS ¢ AEHCTBYIOIUMMH HOPMATHBHO-IIPABOBBIMU
JOKyMEHTaMH 00palnaTbcs K OTBETCTBEHHOMY 3a oOecreueHre 0€30IMacHOCTH IePCOHATBHBIX JaHHBIX
BoarI' TV,

- CTPOro COOMIOJATh YCTAaHOBJIEHHBIE NpaBHIIa 0OeCIeYeHusT 0€30IacHOCTH MH()OpMALHH IPH
pabote ¢ mporpaMMHBIMH U TexHu4deckuMH cpencteamu MCII/IH;

- BBIIOJIHITE CBOM OOS3aHHOCTH CTPOrO B paMKaxX IpaB JOCTyIla K BHYTPEHHHM H BHEIIHHM
nH()OPMAIMOHHBIM pecypcaM, TEXHHYECKUM CPEACTBaM, IOJIy4YEHHBIM B YCTAHOBJICHHOM IOPSIJIKE;

- 3HaTh ¥ CTPOrO BBINOJHATH MpaBuiIa pabOTBl CO CPEACTBAMH 3aILKUTHl HH(OPMAIUH,
ycranoBieHabiME B UCIIT/1H;

- XpaHWUTH B TaifHe CBOW mapoip (He mepenaBaTh OPYTHUM II0JIb30BATENISIM, HE TEPSITh, HE
OCTaBJISTh O€3 IMPUCMOTpa 3aIuCcH Uil (ansbl, coaepKallue JTaHHyI0 HHPOPMAITHIO H T.1.);

- HCIIOJTHSITH TpeOOBaHUsI JOKYMEHTOB, perjJaMeHTUPYouX Bonpockl pabotsl B UCIT/IH;



- HeMeMJIEHHO CTaBUTh B u3BecTHOcTh aaMmuuuctpatopa MCII[IH u  pykoBoauTess
nopas/IeNieHus B ClIydae yTePH THYHBIX PEKBH3UTOB JOCTYIA HIIM MIPH MOZO03PEHHU KOMITPOMETALAH
JUYHBIX TapoJiei;

- HEMEJUIEHHO CTaBUTh B M3BeCTHOCTH aamuuucTpaTopa UCI1/n npu obHapyxeHun:

- IOMNBITOK HECAHKIUMOHUPOBAHHOTO jgocTyna k [I9BM;

- HECAHKLIHOHMPOBAHHBIX (IIPOU3BEJICHHBIX C HAPYIIECHMEM YCTAHOBJIEHHOIO MOPSIKA)
U3MEHEHMH B KOHQUIYpaLUK IIPOrpaMMHBIX UK annaparHeix cpenacts MCIT/In;

- OTKJIOHEHHH B HOPMabHOM paboTe CHCTEMHBIX M IMPHKIIAHBIX IPOrPaMMHBIX CPEJICTB,
sarpyaHsomux skcruryaranuo UCITIx;

- BBIXOJA M3 CTPOS HIIM HEYCTOMYMBOTO (PyHKIHOHHPOBaHUA YycTpodcTs [IDBM
(IMCKOBOJIOB, TIPHHTEPA U T.I1.), @ TaK)Ke NepeboeB B CHCTEME 3JIeKTPOCHA0KEHHU S,

- HEKOPPEKTHOTrO (hYHKUHOHUPOBAHUS YCTAHOBICHHBIX TEXHHYECKHMX CPEACTB 3allUThI
HHpOpPMALIKH.

- B caywae ecyim Ha [[DBM npousBoautces o6paboTka 3amumaeMod (KOH(GUACHIMATLHOM)
uH(OpMAILHK, [IPUCYTCTBOBATL MPH PaboTax MO BHECCHMIO H3MEHCHHH B allllapaTHO-IIPOIPAMMHYIO
KOH(DHUIYpauio 3aKkpennennol 3a aum [[9BM;

- HCIOJB30BaTh i 0OpaboTKU NEPCOHANBHBIX MAHHBIX TOJBKO 3apErHCTPHPOBAHHBIE
cheMHBIe HocHTeH ((IISIIKH, TUCKU U T.1.).

3. 3anpemennslie aeiicrBus noab3osarened UCIAn

Hoaszosaresmo UCIIIn kareropuueckn SAIIPEINAETCS:

- HCIOJB30BaTh KOMIIOHEHTHI mporpamMmHoro u ammaparHoro obecneyenus WCIIla B
HecayKeOHBIX LeNsX;

- XpaHHuTh 1 00pabareBaTh THYHYO HHGopMauuio Ha [IDBM u cepsepax UCII1/1H;

- Hcronb3oBaTh HMHGOpMAUMOHHBIE pecypehl Internet juist uened, He CBA3aHHBIX C
MPOU3BO/JICTBEHHOM HAEATENLHOCTBIO, B IMYHBIX LEJISX;

- CAMOBOJIbHO BHOCUTEH Kakue-TH00 W3MEHCHUs B KOHQUIypamuio annaparHO-porpaMMHBIX
cpeacts UCTI/IH wity yCcTaHABIMBATH JOIOJHUTENBHO JIFOObIE IPOrPaMMHBIC U AIIAPaTHBIC CPEACTBA;

- ocTaBuATh 0e3 mpucMoTpa BkiodeHHYI0 [IDBM, He akTuBHM3MpOBaB CpeACTBA 3aLIMTHI OT
Hecankiroruposannoro gocryna (HCJI),

- OCTaBIATH Oe3 mpucMoTpa Ha paboueM MecTe miu riae Obl TO HH OBIIO CBOM PEKBH3HTHI
J0CTYyIIa (JJOTHH B Tapolib);

- OCTaBJIATH 0€3 JIMYHOTO MPUCMOTPA B JIETKOJOCTYITHOM MeCTe Ha paboueM MecTe MM I/e Obl
To HHM ObUIO CBOM MAIIMHHBIE HOCHTEIM M pAacHeyaTrky, coJep)kamue KOH(UACHIHATBHYIO
nH(GOpMALHUIO (CBEIEHHS OTPAHUYEHHOTO PACIIPOCTPAHEHH);

- YMBIIJIEHHO HCIIOJIB30BATh HEIOKYMEHTHPOBAHHBIE CBOHCTBA W OLIHMOKH B MPOTPAMMHOM
oOeCrieueHuH KM B HACTPOMKAX CpeAcTB 3amuThl. O6 00HapyKeHHH TAKOro poja OmuOOK — CTaBHTh
B m3BecTHOCTH Anmunuctparopa UCIL/In u pykoBoauTe/st CBOETO MOAPa3/ICICHUS,

- HMCHOJB30BaTh Ui 0OpabOTKH IMEepPCOHAIBHBIX JaHHBIX HE3aperuCTPUPOBAHHBLIC CHEMHbBIE
HocuTesw ((QIISLIKY, JUCKU U T.11.).

- BBIHOCUTH 3a INpeenbl KoHTpoiaupyemo# 30Hbl Boarl TV 3aperucTpupoBaHHBIE CHEMHBIC
HOCHTEIH ((IDIIKH, JUCKH U T.11.), COJePXKAIUe IIePCOHATbHBIE JaHHBIE H HHYIO KOH(PUACHIMATBHYIO
uHbopMaIHio 6e3 yBeIOMIICHHS COTPYJHHKOB, OTBEHAIOIIHX 32 HHPOPMALMOHHYIO O€30IIaCHOCTb.

4. IIpaea noun3osarens HCITAn
[Tons3zoBarenn VCIT/IH umeroT npaso:



- oOpamarbCsi K OTBETCTBEHHOMY 3a oOecreueHue Oe30MacHOCTH TEPCOHANIBHBIX TaHHBIX
BonrI'TY, aavunucrpatopy HWCIIJIH u aaMuHucTpaTtopy HHGOPMAlMOHHON 0e30I1aCHOCTH 3a
uHdopManueil, Kacaroleics MOINTHKH HHPOpManKoHHOH OesonacHoctu Boar[' TV, meton0s
MCIIOJIB30BAHMUS CPEJCTB 3alluThl MHPOPMALMK, a Takke 000 nHOH uHpopMauuel, crnocoOHOH
noBelcuTh  yposenb  sammmenHoctd  MCIIJIm  Borl'TY  wm  npemorsparute  (axThl
HECAHKIMOHHUPOBAHHOTO JOCTYIIA K IIEPCOHATBHBIM JaHHBIM.

- BHOCHTh CBOHM [pPE[IOXKEHHs II0 COBEpIICHCTBOBaHMIO (yHkuuonuposanus WCI1/{n
BonrI'TV.

5. OrBercTBeHHOCTH nMoab3oBaTesst UCILIn

Ha mnonssosarens MCIIJIH Bo3iaraercss MepcoHanbHas OTBETCTBEHHOCTb 3a MOJHOTY U
Ka4eCTBO IMPOBOJUMBIX UM padoT.

[Tonw3osarens UCITJIH HeceT OTBETCTBEHHOCTH 3a BCE ACHCTBUS, COBEPIICHHBIE OT UMEHH €T0
YUETHOM 3amucH, eclii He JoKa3aH (akT HeCaHKIHOHMPOBAHHOIO MCIIOJIL30BAHUS YYETHBIX 3alUCeH
0JIb30BATEIIs.

3a HeHajJIeKallee HCIOJHEHHE WM HEHCIOJIHEHHe OO0f3aHHOCTEH, IPea1yCMOTPEHHEIX
HacTosuied wHCTpyKuued, noms3osarens WCIIJJH HeceT OTBETCTBEHHOCTh, B COOTBETCTBHH C
JNERCTBYIOLIMM TPY/IOBBIM 3aKOHOAATENBCTBOM PO,

3a I[paBOHAPYILIEHHUS, COBEPIICHHbIE B MPOLECCE CBOEH JEATENBHOCTH, B TOM 4YHCIe 3a
pasrianieHue CBEAEHHH KOH(UIEHIMAIBHOTO XapakTepa W Jpyrod 3alldiiaeMoi uHdopmaimy,
agqvmunucrparop UCII/{H HeceT rpakIaHCKyIO, aJMUHHCTPATHBHYIO U YTOJIOBHYIO OTBETCTBEHHOCTD B
COOTBETCTBHUH C JIEHCTBYIOLIUM 3aKOHOAAaTeNhCTBOM PO,

Havanenuk YHUT-BI] C%/ M.B. Casnun



ITpunoxenue Neb

K IIPUKa3y peKTOpa YHUBEPCHUTETA
ot 13 mapra 2020 r. Ne131

HHCTpYKIUsI 10 OPraHN3aliH Napo/IbHOI 3aIIUTHI
npu 06padoTke nepcoHaabHbIX JaHHBIX B UCIIIH
Bosrorpaackoro rocyiapcTBeHHOr0 TEXHHYECKOr0 YHHBEPCHTETA

1. O0mue mo0KeHUA

VHCTpYKIUS MO OpraHU3alliy MapoJIbHOM 3amuThl (Janee — MHCTpyKIus) BKIIOYaeT B cebs
KOMILJIEKC MEp, PEerIaMeHTHPYIOIIUX BBIOOP, HCIOJIb30BaHME, XPAHEHHE, YHHYTOKEHME IapOIbHOU
uHbopManuy B MHGOPMAIIMOHHOH CHCTEME IEPCOHANBHBIX JAHHBIX (manee mo tekcty - MCIITH)
Bosrorpackoro rocyIapcTBEHHOI'O TEXHMYECKOIO yHHBEpcuTeTa (mamee 1o tekery - Bomrl'TVY), a
Talkke KOHTPOJb JEHCTBUI NOJb30BaTeNiell M COTPYJHHMKOB, OOECHEUMBAIOIIUX PEATH3ALHUIO
[apOJIbHOM 3aIUTEI IIPH paboTe ¢ MapoJIsIMU.

JlanHass WHCTPYKIHUS pacmpocTpaHsiores Ha mnojab3osatenein HWCII[a Boarl'TV. ®akr
O3HAKOMJIEHHs [POTOKOJHPYETCSs B COOTBETCTBYIOLIEM pasjelie Iacnopra HH(GOpMalHOHHOH
0€30IIaCHOCTH ITOIpa3/IeIeH s, OCYIIECTBIIIOMEro 00paboTKy IEPCOHAIBHBIX JaHHbIX.

O3HakOMJIEHHE ¢ TpeOOBaHUSAMH HWHCTPYKIMH MOXET IPOBOJUTH OTBETCTBEHHBIH 3a
obecrieueHre 0O€30MaCHOCTH TMEpCOHaNbHBIX JaHHbBIX Boarl'TV, aamuauctpatrop MCII/IH,
agMuHHCTpaTop wWHpopManuoHHOH GesomacHocTH Bonrl'TY B 3aBHCHMOCTH OT TMOJHOMOYMH 110
BEJICHUIO IIACIOpTa MH(POPMAIMOHHOW 0e30MacHOCTH MNOApa3JeNeHHs (Jajee - yIOJHOMOYEHHBIH
COTPYHHK), OCYIIECTBIISIOMEro 00paboTKy I€PCOHABHBIX TaHHBIX.

B umensx 3akperuieHusi 3HAHUE 110 BOIPOCaM MPAaKTUYECKOIO HCIIONHEHMs TpeOOBaHUH
MHCTPYKIIMH, YIIOJHOMOYEHHBIH COTPYIHUK MOMKET OPraHH30BBIBATH MEPCOHATLHBIE MHCTPYKTAXKH
nonb3osarenei UCIT/In Boarl'TV.

VHCTpYKIUS TOUISKHUT IIEPECMOTPY IPH H3MEHEHMH IIE€PEYHs pPEIIaeMbIX 3a/ay, COCTaBa
texHpdyeckux u mporpammubix cpencts MCII[Ix BoarI'TVY, npuBomdmmx K CyLIECTBEHHBIM
U3MEHEHHMSIM TEXHOJOrHH 00paboTku wHpopMmauuu. [lepecMOTp HaHHOrO NOKyMEHTAa MPOBOIUTCS
OTBETCTBEHHBIM 3a obecrieueHrne 06€30MmacHOCTH nepcoHalbHbIX AaHHbIX Boarl TV ¢ nensio nposepku
COOTBETCTBHs ONPEJEICHHBIX TaHHBIM JIOKYMEHTOM Mep 3allUThl PEAJIbHBIM YCIOBHUSIM ITPHUMEHEHUS
ux B UCITJu BonrT'TY.

OTBETCTBEHHBIMH 33 TIOCTOSIHHBIN KOHTPOJIb BBIIOJIHEHUs TPeOOBAaHWH JaHHOW MHCTPYKIIMH B
CBOMX O0O0JIACTSX OTBETCTBEHHOCTH SIBJISIFOTCA: OTBETCTBEHHBIM 3a oOecmeueHHe O€30IMacHOCTH
nepcoHabHbIX aHHEIX Boarl'TV, amvummctparop MCII[Qn, agmupucTparop HHGOPMalMOHHOM
6ezomacroctu Boarl'TV.

2. O6sa3annoctu nouab3oatesieii UCII/{n B OTHOMEHNH Y4YeTHBIX JAHHBIX - JIOTHHOB U
napoJiei

[Tons3oBarenu VUCIT/IH 00s13aHbl XpaHUTh B TaliHE CBOU yUYETHBIE JAHHBIE — JIOTUH U I1apOJib.

3anpernaercs nepeaaBaTh CBOU YUYETHBIE NaHHbIe ApyruM nojs3osarensMm MCIIJIH, ocTaBnaTs
Ha paboueM MecTe B JIETKOJOCTYIHBIX MecTax 0e3 MPUCMOTpa 3amucd uiaM Qaiiel, coaepikaliue
JAHHYIO HH()OPMALHIO.

B cinyuae HapyiieHuss KOH(PHICHIHAIBHOCTH Hapons (YCTaHOBICHHUS (QakTa JOCTYINHOCTH
maposisi HHOMY II0JIB30BATENIO WM yTepu mapons) mnoss3oBarenb MCII[JIH 00s3aH HeMeIICHHO
COOOIIUTE 00 TOM YIMOJHOMOYEHHOMY COTPYIHUKY, KOTOPBIH TODKEH HEMEIJIEHHO NIPUHSITH MEPBI K
[IPEOTBPALIEHIIO BO3MOXHOIO HecaHKIIMoHupoBanHoro pocryna k MCITIu Bonrl TV,



[Tpu ucronp3oBanuu Opayzepos i aoctyna k Beb-untepdeticam WMCII/IH monb3oBatensm
3ampelIeH0 COXPaHATh Napoiu B Opaysepax s 00JerdyeHus BXoaa B HHPOPMAIMOHHYIO CHCTEMY.

3. O0s3aHHOCTH PYKOBOJHTEJEH CTPYKTYPHBIX M0Apa3jiejenuii, o0padaTbiBalomiux
NepCoHANbHBIE JAHHbIC

C wmemplo IpedoTBpalneHuss HecaHKuumoHupoBaHHoro Jjocrtyna B MCI[[An Boarl' TV
PYKOBOIUTEIN CTPYKTYpHBIX nojpaszeneHudi Boar['TY  o0s3adbl  onepaTHBHO — YBEIOMIATH
YIOJHOMOYEHHOIO COTPYAHHKA O MPEKPALICHUH TTOJHOMOUHM COTPYIHHKOB IPH U3 YBOJBHEHUH, UITH
nepexo/iec Ha Apyrytoo paboTy, Wi He0OXOJUMOCTH NPUOCTAHOBKK A0cTyna cotpyauaukos B MCII/In
110 IIPUYHMHE TPEACTOSIIEro JIUTEILHOrO OTCYTCTBUS (OTITyCKa 110 OEPEMEHHOCTU U POJaM, IO YXO1y
3a pe0CHKOM, JUTATEbHBIC OOTLHUYHEIE, JIIMTENbHbIE KOMaHJUPOBKY U T.11.).

Amvunucrparop UCITIn 0653an 3a610KMpOBaTh 1OCTYI yKa3aHHbIX cOTpyIHUKOB B UCII/IH.

4. [Topsinok reHepanuy NapoJiei noJib30BaTe eH

OTBETCTBEHHBIMH 3a OPraHU3alUIO IPOLECCOB I'€HEPALlMH, HCIOIb30BAHMs, 3aMEHbl H
npexparienus gercreusa naponent B UCII[n Boarl'TY u xoHTposib 3a J€HCTBHAME IOJIb30BaTeIeH
SBISIFOTCS. YITOJTHOMOYEHHBIE COTPYAHHUKH, B 3aBHCHMOCTH OT IIOJHOMOYHH 10 BEICHHUIO Iacropra
uH(GOPMAHOHHOK 6e30MacHOCTH 10Apa3/IeIeHHs.

[Taporu  monw3oBateneét  MCILJIlH  renepupyroTcs LEHTPaIM30BAHHO M IEPEAAIOTCS
[0JIb30BaTE/ IO JTHYHO. V3MeHeHue napoiist [0JIb30BaTeNsl OCYIIECTBIISETCs M0 JIMYHOMY 00palleHuIo
TMOJIL30BATENS ¢ YKA3aHHeM MPUYUHBI U3MeHeHus napois. Mudopmanus o dakre u3meHeHus naposs
BHOCHTCS B MAcIopT HHPOPMAIMOHHON 6€30I1aCHOCTH MOPa3/IeIeHHU .

Jlnuna mapoJieif moap3oBareselt JOKHB ObITh He MeHee 6 IIPOM3BOJIBHBIX CUMBOJIOB. [lapomnu
MOTYT COAepKaTh HUQPEL, OYKBBI Pa3HBIX PETHCTPOB, CMELHAIbHLIE CHMBOJILL 3alpelieHbl MapoJIH,
NPEJICTABISIONINE U3 ceOsl CIIOBapHbIC 3HAYECHHs, OOIIENPHHATBIE COKPAINEHMS, ATy POXKACHHS H
®UO nonp30BaTeNsi, JErKO-BOCIPOU3BOaAUMble KoMmOuHammu OykB M mudp (“admin”, “qwerty”,
“123456” u T1.1.). [Ipu cMeHe maposisi HOBOE 3HAYEHHE JIOJDKHO OTJIAYATHCS OT IPEABLAYIIErO HE
MeHee 4eM B 4 1MO3HLHsX.

Jlis TeHepauWH «CTOMKMX» 3HA4YEeHWH mnapojied MOryT TNPHUMEHSATBCS —CHelUalIbHbIC
nporpaMmubie  cpeiactBa.  COTPYAHHKY, OCYINECTBHBIIEMY TI€HEpalus ¢ BbIIAYy  [apoJist
nonb3oBatearo MCIIJIH, 3amperieHo IpOTOKOIMPOBAaHME M XpaHCHHE Naposied mnoib3oBareleit
WUCIIIa pns mo06bix nenei. ['eHepanws W BblA@4a Maposic OCYIIECTBISACTCS IO  TPUHIUAILY
«CreHepHpOBall-BBIAAT-3a0BLD).

[1nanoBas 3amena naposieil nonb3osatenaed VICTI/In npoussoauTes He pexe 1 pasa B roj.

ITo mpuymrHAM, U3JIOKEHHBIM B 1.3 HACTOSIUEH HHCTPYKIMH, COTPYIHHMK, OTBETCTBEHHBIH 3a
reHepanyo napoiiedf, OocymecTBiseT ONOKMpOBKY yu€THoM 3ammcu nouab3osatens HWCII/In
HEME UIEHHO I10C/Ie OKOHYAaHUsI TTOCIEIHEro ceanca paboThl JaHHOTO MOJIb30BaTEeIs.

B cay4ae BO3HHKHOBEHHS HEINTATHBIX CHTyallMH #  (POpCc-MaKOPHBIX OOCTOSTENLCTB,
CBA3AHHBIX C TEXHOJIOIHYECKOM HEOOXOAMMOCTBHIO HCIIONB30BAHUS WMEH WM Tapojiell COTPYIHHKOB
YHMBEpCUTETA B WX OTCYICTBHE, YIOJIHOMOYEHHBIH COTPYAHMK (OPMHUPYET BpPEMEHHBIN
TEXHOJIOTHYeCKH maponb. Wudopmanus o Qakre H NpHYMHE TeHEpallM¥ BPEMEHHOTO Maposis
[IPOTOKOJMpPYETCss B mHacrmopre HHpOpMaNHOHHOH Oe3onacHocTH mojpasjenenus. TpeGosanus K
CTPYKTYpe BPEMEHHOI'O [1apoJist TAKUE JKe, KaK K MOCTOSHHOMY naporo nojb3osates MCIT/TH.

TexHONOrHYECKHit BPEMEHHBIM NapoJib MEHSeTCs Ha IOCTOSIHHBINA, KOTOpBIH Ieperaéres
nonb3osatemo UCIT/IH, nocie ycTpaHeHUs IPUYUH FeHePallui BPEMEHHOIO MapoJis.

BHenanosasi MoJIHass CMEHa MapoJieii BceX [osIb3oBaTeNed NO/IKHA MPOU3BOJIUTECS B Cayvae
MpeKpanieHus] IOJHOMOYMN (YBOJIBHEHHE, IEpexoj Ha ApYyryio paboTy, Apyrue o0CTOATEIbCTBA)



aIMUHECTpaTopa HH(GOPMAIMOHHON Oe30MacHOCTH M aIMHHUCTPATOPOB UCTIIH, a Takxke u Apyrux
COTPYJHHKOB, KOTOPBIM 1O POy paboThl OBUIM IIPEIOCTABJICHBI MOIHOMOYHS [0 YIPABICHHIO
naponsHo# 3amuroid AVIC,

Hauansunk YHUT-BI] éé/ M.B. Casiiua



[Tpunoxenne Ne7

K NPUKa3y peKTopa yHHBEpPCUTETA
ot 13 mapra 2020 r. Nel31

HNHCTpyKIMS 10 OPraHU3alii AHTHBHPY CHOM 3aINThI
HHPOPMANHOHHBIX CHCTEM MEPCOHANbHbBIX JAHHbIX
Bourorpaackoro rocyJapcTBeHHOr0 TEXHHYECKOI0 YHUBEPCHTETA

1. O6mue noaoxeHus
VHCTPYKIMST 110 OpPraHM3aliy  AHTUBMPYCHOW  3alIMTHI  MH(OPMALMOHHBIX  CHCTEM

NEepPCOHANBHBIX JaHHbIX (zanee no Ttekery — HMCII[H) Boarorpaackoro rocyaapeTBEHHOTO
TEXHWYECKOTO YHHMBEPCUTETA OIpeaenseT TpeOOBaHHMS K OpPraHU3allMU 3alUTHI OT BO3AEHCTBHS
KOMITBIOTEPHBIX BHPYCOB M YCTAHABJIMBAET OTBETCTBCHHOCTh PYKOBOIMTENECH H COTPYAHHKOB
MOJIpa3fe/ICHUH, SKCIUIyaTUPYIOIMX M CONPOBOXKAAIOIMX HH(MOPMALMOHHYIO CHCTEMY, 3a HX
BBIIIOJIHEHHE.

JlaHHas MHCTPYKIMS pacnpocTpaHstoTcs Ha Bcex moabsoparenedt UCIIIa Boar['TV. dakr
O3HAKOMJIEHHs [POTOKOJIMPYETCS B COOTBETCTBYIOUIEM pasjene Iacrnopra HH(GOPMaUMOHHOMH
6e30MacHOCTH I0Apa3Ae/IeH s, OCYIIECTBIIOMEro 00paboTKy NepCOHAIBHBIX JaHHbIX.

OsnakomiieHue ¢ TpeOOBaHMAMH HHCTPYKLHHM MOYKET [POBOJAMTH OTBETCTBEHHBIH 3a
obecrieyenne 0e30MaCHOCTH  MEPCOHANBHBIX JaHHBIX Bonr['TVY, aamunuctpatop WCII/IH,
aJIMHHHUCTPATOp HH(OpManroHHo# Gesonmacnoct Boarl' TV (nanee — yHnoaHOMOYEHHBIH COTPYAHUK)
B 3aBUCHMMOCTH OT TIOJHOMOYMH 10 BENECHHIO Tacnopra HHOOPMALMOHHON 6e30macHOCTH
HOJpa3/IeIeHUsl, OCYIIECTBIISIONIEro 00paboTKy NePCOHATBHBIX JaHHBIX.

WHCTpYKIUS MOUIEKUT IEPECMOTPY TIPH HU3MEHEHHH IMepeyHs pelIaeMbIX 3a1ad, COCTaBa
TexHu4eckux Hu nporpamviueiX cpeacts MCII[In BoarI'TV, npuBoasumx K CyliecTBEeHHBIM
M3MCHEHUSIM TEXHOJIOrHH 00paboTku MHpopmauuu. [lepecMOTp JaHHOTO JOKYMEHTa MpPOBOIUTCS
OTBETCTBEHHBIM 3a oOecreyeHne 0e30NacHOCTH MEPCOHATBHBIX JaHHBIX BomrT' TY ¢ mesbio nmposepku
COOTBETCTBHsI OIPEJEICHHBIX JIAaHHBIM JOKYMEHTOM MEp 3allMThl PEATbHBIM YCIOBHIM MTPUMEHEHHS
ux B UCITTa BourI'TYV.

OTBETCTBEHHBIMH 3a IOCTOSHHbIH KOHTPOJIb BBIIOJIHEHHS TPeGOBAHUN JAaHHOW HHCTPYKIHH B
CBOMX 00JIaCTSX OTBETCTBEHHOCTH SBISIOTCS: OTBETCTBEHHBIH 3a obecrnedyeHHe Oe30MacHOCTH
nepcoHanbHblX JaHHbIX Bonrl'TV, aamunuctparop MCITJIH, agMusucTparop HH(GOpMAIHOHHOMN
6e3onacuoctu Bonr['TY.

Bcee aBromarusupoBannbie paboune Mecta u cepepbl Bonrl' TV, Ha KoTOphIX ocyInecTBisieTcs
00paboTKa NepcOHANbHBIX JAHHBIX, & TAKKE CEPBHC KOPIOPATHBHOM 3JEKTPOHHON MOUTHI 0JDKHEL
OBITh OCHALLEHBI CPEACTBAMH aHTHBHPYCHOH 3amuThl (CA3) U BO3MOKHOCTBIO GECTIPENsTCTBEHHOTO
noJyiy4eHusi OOHOB/IEHHH aHTHBUPYCHBIX 0a3 U MPOrpaMMHBIX MOJLY.JIEH.

2. I[IpumeHeHHE CPEICTB AHTHBUPYCHOM 3aUThI

AHTHBHPYCHBIH KOHTpONIb BeeX auckoB W ¢aiinos MCIIJIH mocie 3arpy3kd KOMIBIOTEpa
JI0JDKEH IIPOBO/TUTHCS B ABTOMATHYECKOM PEXHME (IIEPHOINYECKOE CKAHHPOBAHUE MJIM MOHUTOPHHT).

Ileppopuyecku, He pexe OOHOrO paza B HENENIO, JOIKEH IPOBOJUTHCS IOIHBIH
AHTUBUPYCHBIA KOHTPOJIb BCeX AuckoB M (aiinos UCII/Ta (ckanuposanue).

O6si3atenbHOMY aHTHBHPYCHOMY KOHTPOIIO TOUIEKHT J00ast uHpOpPMAlHs (TeKCTOBbIE
(hainbr mOObIX popmaToB, (aitael JaHHEIX, MCHONHSEMble (aiiibl), momyyaeMmas M TepeaaBaeMas
uH(DOPMALKUS TI0 TEJIEKOMMYHHKAIIMOHHBIM KaHAlaM CBSI3H, HA CHEMHBIX HOCHTENSIX (MArHHTHBIX
auckax, CD-ROM u t1.n.). PasapxuBupoBaHue M KOHTPOJIb BXOIsIIEH MHOOPMALHH HEOOXOIUMO



TIPOBOJIMTH HETMOCPEACTBEHHO mocne ee mpuema. KoHTpons mexopsiuedt uHdopmannu HeoOXoaumo
IIPOBOIMTH HENOCPEACTBEHHO Mepe/]l OTIPABKOH (3aMiChIO Ha ChbeMHBIN HOCHTEIID).

OO6GHOB/IEHHE AHTHBHPYCHBIX 0a3 [JO/DKHO IPOBOJHUTHCS PEryNsSpPHO, C IEPHOAUYHOCTHIO
BHIIYCKA COOTBETCTBYIOIIMX OOHOBIEHMH IPOM3BOJMTENIEM AHTUBUPYCHOTO — MPOrPaMMHOIO
obecrieyeHus.

3. O0n3aHHOCTH COTPYAHHKOB, ofecnmeuyHBAOIUX PpadoTy cpeacTB AHTHBHPYCHOMH
3AMHUThI
3.1. O6s3annocTn agmuaucrparopa UCILAn:

- 10 HEeOOXOAUMOCTH MPOBOAMT HHCTpYKTaxu omneparopoB MCIIJlH mo Bompocam
IPHIMEHEHUS CPEJICTB AaHTUBUPYCHOM 3allUThI;

- HacTpauBaceT MapaMeTpbl CA3 B COOTBETCTBHH C PYKOBOACTBAMH IIO IPHUMEHECHHIO
KOHKPETHBIX aHTUBHPYCHBIX CPCICTB,

- MpeABapHTENbHO MPOBEpsieT ycTaHaBIuBaeMoe (0OHOBIsIEMOe) MporpaMmMHoe obecrieueHue
Ha OTCYTCTBHE BUPYCOB;

- IMpH HEOOXOJIUMOCTH IIPpOU3BOJAUT 00OHOBIEHHE AHTHBHPYCHBIX IIPOI'PaAMMHBIX CPECACTB,

- IPOHM3BOIHT MOTYYEHUE U PACCHUIKY (IPU HEOOXOAMMOCTH) C MOMOIIBIO IIOYTOBON CHCTEMEI
1 JIBC oOHOBNEHUI aHTUBUPYCHBIX Oa3;

- Ipu  HEOOXOAMMOCTH pa3pabaThiBaeT HHCTPYKLMHM 10 paboTe moib3oBareneil ¢
nporpaMMHBIME cpezictBamu CA3;

- MPOBOJHUT paboTHI MO OOHAPYKEHUIO U 00E3BPEIKUBAHUIO BUPYCOB;

- npu OOHApyXEHHH IIPOrpaMM THUINA «TPOSHCKHH KOHB», «JIoruyeckas OomOa» H T.II.
HEMEJIJICHHO CTaBMT B M3BECTHOCTH OTBETCTBEHHOIO 3a obecneyeHHe Oe30MacHOCTH MEepPCOHANLHBIX
npanHbIX B BoarI'TV, a taxke agmunuctparopa Ub;

- yd4acTByeT B paboTe KOMHMCCHH I10 PACC/IeIOBaHHIO MPHUYUH 3apaxkenus [ID9BM u cepsepos;

- XpaHHUT DTAJIOHHBIC KOITMH aHTHBHPYCHBIX IPOrpaMMHBIX CPEACTB U aHTUBHUPYCHBIX 6as.

3.2. O0s13aHHOCTH AAMUHHCTPATOPA HH(POPMANHOHHOH (0€30MACHOCTH:

- OCYLIECTBIACT NEPUOAUYECKHI KOHTpPOJIb 3a coOiofeHueM mnomab3oBareasmu [IDBM, a
takoke agmuuucrparopamu MCII/(H TpebGoBanuit HacTOsIIEH HHCTPYKIINH;

- [pH HeOoOXOJUMOCTH IPOBOJUT MHCTPyKTaxk mnonb3oBaresneit I[I9BM mo pabore ¢
nporpaMMHbIMU cpencTBamMu CA3,

- ydacTByeT B pa3paboTKe HMHCTPYKUMH 10 (YHKLHOHMPOBAHUIO CHCTEMbI AHTHBHPYCHOM
3amUThl HHpOpMaIHH;

- MPOBOAMT IMEPHOAUYECKHH KOHTPOIb pabOTBl TMPOIPaMMHBIX CPEACTB  CHUCTEMBI
AHTHBHUPYCHO# 3amuThl HHGopMmanuu Ha [I9BM (cepBepax);

- IpY HEOOXOAUMOCTH y4acTBYeT B paboTax 110 00HAPYKEHUIO U 00E3BPEIKUBAHHIO BUPYCOB;
- y4acTByeT B paboTe KOMHUCCHH [10 paccIeI0BaHUIO IPpUYKH 3apakeHust [IDBM u cepsepos.

- NpPOBOJIUT  aHalu3 OKYpHalOB aHTUBHpPycHOHW mpoBepku [IDBM  cpeactBamu
LHEHTPATU30BAHHOT'O KOHTPOJIS;

- IPOBOIAMT €XEMECAYHbIH aHaJu3 OKypHQJIOB aHTHBHDPYCHOM mpoBepku [IDBM
nporpaMmHubiME cpeacTBamu CA3 Ha [I9BM He nmerommx cpe/IcTB HEeHTPAIIM30BaHHOTO KOHTPOJIS;

- IPOBOJUT KOHTPOJIb HACTPOEK aHTUBUPYCHEIX CPEICTB.



3.3. OO6GS3aHHOCTH OTBETCTBEHHOro 3a o0ecrnevyeHre 0€30MACHOCTH NEPCOHAIBHBIX
AAHHBIX:
- oprarusyeT skcmryatanio CA3 na APM nonp3oBareseil u cepsepax;

- OpraHu3yeT aHTUBUPYCHBIA KOHTPOJIb MH(OpPMAIMK, BKIFOUAsk HHPOPMALHIO MOCTYNAOLIYIO

M3 APYrux [OJpa3feNieHHil M CTOPOHHMX OpraHu3aldii Ha MAarHUTHBIX HOCHTENISX MM 110
3JIEKTPOHHOM ITOYTE,

- KOHTPOJIMPYET HCIOJHeHHe 00s13aHHOCTeH aqmunucTpaTopa Wb u aqmunuctpatopos UCIIIH.

3.4. O6s3anHoCcTH MOJIb30BaTeeil (onepatopos) MCIIIn:

[Tonmp3oBarenn MCIIJIH mpoBomsT OOHOBIGHUS AHTUBHUPYCHBIX 0a3 B CIydae OTCYTCTBUS
MEXaHH3MOB IIEHTPAIH30BAHHOTO PACIIPOCTPAHEHNUS aHTHBUPYCHEIX 0a3.

[Tpy BO3HUKHOBEHHH IOAO3PEHUS HA HAIMYHE KOMIIBLIOTEPHOrO BHpyca (HETUNU4YHAs paboTa
IporpamM, MOsBJICHHE TI'pa@UUecKuX M 3BYKOBBIX J(Q(EKTOB, HCKOKEHWH NAHHBIX, IPONaNaHUe
(paityioB, yacToe MOSBIEHHE COOOIIEHHH O CHCTEMHBIX OIMOKax | T.I1.), nosbk3osaresb MCILIu o6s3an
coobmuTs 06 3rom agmuuuctparopy VMCIIJIH ¥ caMOCTOATENBHO HIIM BMECTE C aIMHUHUCTPATOPOM
WCII/Ia mpoBecTH BHEOYEPETHON aHTUBUPYCHBIN KOHTPOoJb [ID9BM.

B cnyyae oOHapy)XeHHUs 3apa)K€HHBIX KOMIBIOTEPHBIMU BHpycaMH (aHIOB COTPYIHHKH
noJpasieeHui 00s3aHbl:

- IPUOCTAHOBUTH paboTy;

- HEMEJIJICHHO [IOCTaBUTh B U3BECTHOCTH O (pakTe 0OHAPYIKEHNUS 3apAKEHHBIX BHPYCOM (hailioB
pykoBomuTes noapasaeneHus u agmuauctpatopa MCII/IH, Bragensa 3apaeHHbIX (HaiiioB, a TakKe
CME)KHBIE MOIpa3IeICHHs, HCIIOIB3YIOIIUe 3TH (aiisl B padore;

- COBMECTHO C BJIQIEINbIIEM 3apa’K€HHBIX BUPYCOM (DaiIOB MPOBECTH aHAINU3 HEOOXOIMMOCTH
JATBHEUINEro UX UCIIOIb30BaHNUSI,

- TMPOBECTH JIEYEHUE MM YHHUUYTOKEHHE 3apaXKeHHBIX (aiioB (MpH HEOOXOAUMOCTH ISt
BBINOJIHEHUSI TPeOOBAaHUH JaHHOTO ITyHKTa mpuBiedb anMuHucTparopa MCII#H),

- B cioydae OOHapy»XEHHS HOBOIO BHpYCa, HE IOJJAIOLIETOCs JICYCHHUIO MTPHMEHSIEMbBIMH
AHTUBUPYCHBIMH CpeACTBaMH, cooOwuTh 00 3tom agmuHucTparopy MCII[IH ¢ 1enpio manbHenmein
nepefavu 3apakeHHbIX (aiiyioB B OpraHM3aLdio, C KOTOPOH 3aKIIOUEH JOrOBOP HA aHTUBHPYCHYIO
TOICPIKKY.

Hauassrux YHUAT-BI] 4/‘ M.B. Castnn



[Tpusoxenue Ne8
K IpUKa3y peKTopa YyHUBEpCUTeTa
oT 13 mapTa 2020 r. Ne131

NucTpykuus
10 YY€TAa ¥ XPAHEHHI0 CheMHBIX HOCHTEIeH NePCOHAIBHBIX JAHHBIX
Bo/irorpaackoro rocyJapcTBeHHOI0 TEXHHYECKOr0 YHHBEPCHTETA

1. O0mue nNoN0KeHHU.

Wucrpykuusi paspaboraHa B COOTBETCTBHM ¢ TpeboBaHusMu DelnepanibHOr0 3aKOHa OT
27.07.2006 r. Ne 149-03 «O06 wundpopmanuu, HHOOPMANMOHHBIX TEXHOJOTHUAX M O 3allUTe
undopmarumy, TpedosanusMu deepanbpHoro 3akona Poceuiickoit Menepamuu ot 27 uroist 2006 roxa
Ne 152 ®3«0O mnepcoHANBHBIX JAHHBIX» W APYTMMH HOPMATHBHBIMH IIPABOBBIMH aKTaMH, H
YCTAHABIMBAET IOPANOK WCIONB30BAHMS CHEMHBIX HOCHTENeH uHpopMauuu 111  00paboTku
NEePCOHAIBHBIX JaHHBIX.

JlelicTBHEe HACTOSIIEH MHCTPYKIHH PacHpOCTPaHsAEeTCs HA MOJb30Baresed MHGOPMAHMOHHOH
CHCTeMBI ITepcoHAbHBIX JaHHBIX (Hanee no Tekcty — UCIT/{n) Boarl'TVY.

O3HakoMJIeHHE ¢ TpeOOBaHMSMH HHCTPYKLIHM MOXET IIPOBOAWTH OTBETCTBEHHBIH 3a
obecrieyenue 0E30MACHOCTH  MepcoHanbHbX — paHHbX  BonrlI'TY, ammunuctparop MCII/IH,
aaMUHACTPATOp HH(popManuoHHOU GesonacHocTH Boar[' TY (manee — ynonHOMOYCHHBIH COTPY/HHK)
B 3aBUCHMOCTH OT TIOJHOMOYMH 110 BEIEHHIO macrnopra HH(GOPMALHOHHOW 0e301acHOCTH
T0Ipa3/iesICH s, OCYLIECTBIIAIOIIEr0 00pa0OTKY MePCOHATBHBIX TAHHBIX.

MHCTpYKIHS [OJUICKHT IIEPECMOTPY TNPH M3MEHEHWH MEpEyHs PEelaeMbIX 3ajad, COCTaBa
texuuueckux ¥ nporpammubix cpeacts UCI[la BomrlI'TY, npuBoAsUMX K CYIIECTBEHHBIM
H3MEHEHHUsIM TeXHOJIOrHH 00paboTku uHbopMmanuu. IlepecMOTp HaHHOTO DOKYMEHTA MPOBOAUTCA
OTBETCTBEHHBIM 3a obecmeyenye 6e30nacHOCTH MepCoHANBHBIX JaHHBIX Boarl TV ¢ uensio nposepku
COOTBETCTBUSI OTIPEJIEIEHHBIX [@aHHbIM JOKYMEHTOM MEp 3alUTBl PeabHBIM YCIOBUAM MPUMEHEHHS
ux B UCITu BonrI'TY.

OTBETCTBEHHBIMHU 3a TTOCTOSHHBIA KOHTPO/b BBIIOJIHEHHUS TpeOOBaHUH NaHHON MHCTPYKIHMU B
CBOMX 00JacTX OTBETCTBEHHOCTH SBJSIOTCSA: OTBETCTBEHHBIH 3a oOecneucHue O€30MacHOCTH
nepcoHanbHbIX JAaHHBIX Boarl'TV, amMuHHCTpPaTOp UCIIIH, aaMuHHCTpaTop HHGOPMALUOHHON
6esonacuocti BonrI'TVY.

2. [IpaBuiia yueTa CbeMHbIX HOCHTE/IeH NMePCOHAILHBIX 1aHHBIX,

Bce HCIONB3YIONINECs CheMHbIE HOCHTENH MePCOHANBHBIX JaHHbIX B Bonrl TY ydureiBatoTcs
B COOTBEICTBYIOHMIEM JKypHAle Tacnopra HHQPOPMAIMOHHOH 0e30macHOCTH IIOJpa3sieneHus,
OCYILECTBISIOMEro 00paboTKy MEePCOHANBbHBIX JaHHBIX. Y4éT OCyIIecTBAACTCS YIIOIHOMOYEHHBIM
COTPYIHHKOM, OTBETCTBEHHBIM 3a DKCILTyaTallHIo NCIT/la yHuBEpCHTETA.

CHEeMHBIMH HOCHTEISIMH, npuMeHseMbiMUA B Boarl' TV, aBastoTes (uiom-KapThl WM BHEIIHAC
JKECTKHE JUCKH. YUETHBIM HOMEP HOCHUTEIN IO BO3MOXKHOCTH HAHOCHTCS Ha €ro KOpPIyC METOJIOM,
HCKJTIOYAMOIAM BO3MOYKHOCTH YAaA€HHs WM M3MeHeHHs. B ciayuae HEBO3MOXHOCTH yKazaHHOM
MapKHPOBKH CHEMHBIH HOCHTENb CHA0KAIOTCS OMPKOH € yUETHBIM HOMEPOM.

Vuer HocHTeNed JODKEH CONPOBOXKAATECA MO BO3MOKHOCTH BHECEHHEM B COOTBETCTBYIOLIMH
KypHan HHpopMalun 00 HHBEHTAPHOM H/WJIH CEPUIHOM HOMEpE yCTPOHCTBA. daxT BBIJIAYM, COAYH,
YHMYTOXKEHHSI ChEMHOTO HOCHTEsSI QUKCUPYETCSI B JKypHA/Ie y4eTa CheMHBIX HOCHTEIIEH.

B caywae yTparbl WM YHMYTOKGHHsS CHEMHBIX HOCHUTENECH II€PCOHANBHBIX JaHHBIX
HEOOXOIMMO HEMEUIEHHO [IOCTABHTEH B H3BECTHOCTL PYKOBOJIMTE L COOTBETCTBYIOIIEIO CTPYKTYPHOI'O



nopasJe/ieHus, W YIOIHOMOYCHHBIH COTpyAHMK. Ha yTpaueHHbIC HOCHTENH COCTABIISETCS aKT.
COOTBETCTBYIOIME OTMETKH BHOCSTCS B JKypHAIbl y4eTa CBEMHBIX HOCHTEICH I1E€PCOHAIBHBIX
JTAHHBIX.

ChbeMHBlE HOCHTENH IIEPCOHAIBHBIX JaHHBIX, NPHUIIEIIINE B HEFOAHOCTh, UJIH OTCITY)KUBIIUE
YCTaHOBJIEHHBIN CPOK, IIOUIEKAT YHUUTOKEHHIO. Y HHITOXKEHUE CHEMHBIX HOCHTEICH ¢ HHpOpMaLHei
OTPaHMYEHHOrO pPACIPOCTPAHEHHUs OCYLICCTBIAETCS KOMHCCHEH MO KOHTPONIO 3a COOIIOICHHEM
TpeGoBanuii 3akoHogatenbcTBa PO B 06macTu 06paboTky MepcoHaNbHEIX AaHHBIX. TIo pesynbratam
YHUYTOXKEHUS] HOCUTEIEH COCTABISETCS aKT.

3. [Mopsi10K HCNOJIL30BAHUS CheMHbIX HOCHTeIeil HHPOPMALHH.

1o/ MCIIOIB30BaHAEM CHEMHBIX HOCHTEIEH MOHMMAETCsl UX TMOJKIIUEHHE K HHPPacTpyKType
UCIIIa ¢ mensto oGpaGoTky, mpuema/mepenaun undopmarmu mexay HCIIE w0 HOcHTEnIMH
uH(pOpMaIHH.

B UICI1/{a Boarl' TY fomyckaeTcst HCHONB30BaHHE TOTBKO YITEHHBIX HOCUTENEH HHpOopMaLu,
KOTOpBIE ABJIAIOTCS cOOCTBEHHOCTHIO Bonrl' TY 1 mozBepraroTes peryispHol peBH3UH U KOHTPOJIO.

CheMHBlE HOCHTEIM  MPeNoCTaBisiforest  coTpyanukam  Boarl'TY  no  muunmaTthse
pyKoBOJHMTENeH  CTPYKTYPHBIX — TMOJPAasfeNeHHH IO  COMNIACOBAHMIO € aJAMHHHCTPATOPOM
MHPOPMALIMOHHON Ge30MaCHOCTH MIIM OTBETCTBEHHBIM 3a 0€30IaCHOCTh MEPCOHATBHBIX NaHHBIX IIPH
BO3HUKHOBEHHS y coTpyaauka Boarl'TY nmpon3BoacTBeHHON HEOOXOANMOCTH B MX HCTIONb30BAHHH.

Corpymauk  Boar['TY  moiyyaer —y4qTeHHBIH —CBHEMHBIH  HOCHTENb A0  MHHOBAHHS
MPOM3BOJICTBEHHOH HEOOXOMMMOCTH, [0C/E Yero BO3BPAIIAET €r0 yNOTHOMOYCHHOMY COTPYIHHKY,
KOTOPBIH OCYLIECTBIIAET ero popMaTHpoOBaHHE H MOCIE/YIOUICe XpaHEeHHE B celie.

PyKoBOUTENb CTPYKTYPHOTO MOApa3AeneHus 00s3an obecreyuTh BO3BpaT BCEX UMEIOIIMXCS Y
COTPYAHHMKA TOpPa3/e/eHnss HOCHTeleH MepCOHAbHBIX JAHHBIX YIOIHOMOUCHHOMY COTPYIHHMKY B
clyyae YBOJBHEHHMS COTPYAHHKA, MHHOBAHHMS MPOH3BOACTBEHHOH HEOOXOAUMOCTH, CMEHBl MeCTa
paGOTHl COTPY/HUKA WIH €ro TPEJICTOSIIEero JIMTETBHOr0 OTCYTCTBHS, BKIOYAsd KOMAHIUPOBKH, H
mo0ble BUIBI OTITYCKOB.

B ciyuasx 3a60/1eBaHus COTPYIHAKA PyKOBOXUTE/b CTPYKTYPHOTO NOAPa3AC/ICHUS TPHHHMACT
HEOOXOAMMBIE Mepbl sl yCTAHOBIEHHsS MECTOHAXOXKICHHA HOCHTENs M mepejade  ero
YIIOJHOMOYEHHOMY COTPYIHHUKY JUTS XPaHCHUS H [OCEIYIOLICH SKCIITyaTalku.

Mudopmarus, XpaHsamascs Ha HOCUTENSIX MNePCOHAIBHBIX NAHHBIX, MOANEKHT o0s3aTenbHON
npoBepke Ha OTCyTeTBHE BpenonocHoro I10.

4. O6sizannocran  noabsopareneit MCIL/In npnm MCno/ib30BaHUH ChbEMHbLIX HOCHTe/IeH
epPCOHAJBHBIX JAHHBIX

Iouab3osareas UCII/AH 00s13an:

- cobmonaTh TpeOOBaHMs HACTOSAIIECH HHCTPYKIHH;

- HCIONB30BATH CHEMHBIE HOCHTENH MCKJIIOUMTENBHO Il BBIIONHEHHS CBOMX CITyXKEOHBIX
00sI3aHHOCTEN;

- craButh B wu3BecTHOCTh aamuHmHcrpatopoB HMCII[lm m pykoBomuTelns CTPYKTYPHOTO
[oJIpasiesieHus o JHoObIX hakTax HapyeHus TpeOOBaHHH HHCTPYKIAH,

- GeperKHO OTHOCHUTCSI K HOCUTE!ISIM [IePCOHATBHBIX JIaHHBIX]

- obecrieunBaTh (PU3MUECKYIO O€30MaCHOCTh HOCHTEIeH HHPOPMALMH BCEMH PasyMHBIMH
criocobamu.

Moawzosateasiv MCIIJ[n npH HCNOAL30BAHHH HOCHTENEH IEePCOHANBHBIX JaHHBIX
3anpemeHo:

- HCIIOJTB30BATh HOCHTEHU MEPCOHANBHBIX JAHHBIX B TMYHBIX X,

- HCIIOJIB30BATL HEYYTEHHBIE HOCUTENHN MEPCOHATBHBIX TaHHbIX;
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- mepeaBaTh HOCHTEIH MEPCOHAIBHBIX JIAHHBIX JPYrMM JIHLAM (32 HMCKIIIOYCHHEM
YIIOJHOMOYEHHBIX COTPYIHHUKOB);

- XpaHHTh CHEMHBIC HOCHTENH C IEPCOHATBHBIMH JIaHHBIMH Ha paGoumnx cronax, JIu6o
OCTABJISITH UX 6€3 MPUCMOTpa WIH TIepe/iaBaTh Ha XPaHEeHHE JPYTHUM JIIaM;

- BBIHOCHTbH ChEMHbIE HOCHTEIH C IePCOHATLHBIMY JaHHBIMH U3 CITy)KEOHBIX MOMELICHHH s
paboThl C HUMH HA JIOMY.

5. MeponpusTHs B C/Iy4ae BbIsIBJIeHHE HAPY eHHH uHPOPMALMOHHOH 6€30MACHOCTH NP
NpPHMEHEHHH CheMHbIX HOCHTEJIeH MePCOHATBLHBIX TaHHBIX

B yka3aHHBIM THIIAM HapyLICHHH OTHOCATCS:

- (axThl HECAHKIMOHMPOBAHHOTO ~ W/WIH  HELENEeBOro  HCIOJB30BAHHH HOCHUTEJIEH
TIEpCOHANIBHBIX JaHHBIX;

- (aKThl TOTEpH, YHHUTOXKEHHs WM HECAHKIHOHMPOBAHHOTO BBIHOCA M3 YHHBEpPCHTCTA
HOCHUTEJIEH TePCOHAIBHBIX TaHHbBIX;

- (haKTHl HECAHKIMOHUPOBAHHOTO IOCTYNA K HOCHTENISAM NEPCOHANBHBIX JAHHBIX CO CTOPOHBI
COTPY/IHMKOB YHUBEPCHTETA HIIK TPETHUX JIMIL.

Jist paccliefioBaHus yKa3aHHBIX COOBITHH HasHa4gaeTCs ciykebHasi poBepka. MeponpusTus
1O IPOBEPKE OCYLIECTBIIACT KOMHCCHUS TI0 KOHTPOJIIO 3a cobmoiearnemM TpeOoBaHUH 3aKOHOAATE/ILCTBA
PO B obmactH 0OpaGOTKM TepCOHANBHBIX JaHHBIX. [l0 (akTy NpPOBEPKH COCTABIAETCSH aAKT
paccieNoBaHusl COOBITHS M BBIHOCHTCS DEKOMEHJIAUMs DEKTOPY YHHBEPCHTETa O HPHHATHH Mep
JIMCITTTMHAPHOTO /WM HHOTO XapaKTepa B COOTBETCTBHH C JCHCTBYIOLIMM 3aKOHOATEILCTEOM P®
u HopMaTHBHBIME akTamu Boar['TV.

6. Topsinok mnepenavyn/oTHPABKH ChEMHBIX HOCHTEJEH NEePCOHAJbHBIX JAHHBIX BO
BHEIIHHE OPraHU3aALHH.

[lepesaua WM OTIPAaBKa MEPCOHANBHBIX JAHHBIX BO BHCLIHHE OPraHU3altil MOXCT
OCYILIECTBJIATHCS MPU HATUYIMH HIIH OTCYTCTBHE COTJIACHS cyOBbeKTa MepcoHaNbHbIX TaHHBIX TOJBKO B
COOTBETCTBHH ¢ JeiiCTBYIOIHM 3aK0OHOAATebCTBOM PD.

[Tox mepeiadeil MOHUMaeETCs COOBITHE, B KOTOPOM NPHHHMAIOT HEMOCPEACTBEHHOE yHacTHe
cotpyauuk BonrI'TY u coTpyAHHuKa OpraHu3aliyi-aapecara, 3aMpOoCHBIIEeH ePCOHAIbHBIE JanHbe. B
TOT Cilydyae BBIHOC YYTEHHBIX CHEMHBIX HOCHTENIEH MEPCOHANBHBIX JAHHBIX I HEIOCPeICTBEHHON
mepejauu ajpecary OCYIIECTBIAETCS TOJNBKO C IMHCEMEHHOTO PaspelICHH OTBETCTBEHHOI'O 3a
6e30MacHOCTh  MEPCOHANbHBIX  JMaHHBX Boarl'TY  wim  agMuHMCTpaTopa uHGOPMALMOHHON
6e30macHOCTH, COBMECTHO ¢ PYKOBOAMTENIEM CTPYKTYPHOTO TIOAPA3ACICHHA.

Cotpynuuk Bonrl'TY, HemocpeacTBEHHO y4JacTBYIOLIMH B mepenaye, oOsi3aH NPUHATH BCE
Mephl K BO3BPaTy HOCHTENIs IEPCOHAIBHBIX [aHHBIX. OcTaB/IATh HOCUTEIb B OpraHU3alu-ajipecaTe —
CTPOTO 3aIpemIeHo.

[Mon oTmpaBKoii MOHMMAETCss coOBITHE Oe3BO3BPATHOM u/unn  0e3BO3ME3IHOH  Meperavu
HOCHUTEIS MEPCOHAIBHBIX JJAHHBIX BMeECTE C 3alMcaHHBIMHA Ha HeM TIEepCOHAJIbLHBIMH JaHHbIMH.
OtnpaBKa y4TEHHBIX HOCUTE/IEH epPCOHANbHBIX AaHHbIX 3aMPEIICHA.

Jlns OTHpaBKH HeoOXOAMMO HCIOIB30BaTh WM HOCHTENM OpraHu3aliiu-a/pecard, HiH
CrienHaTbHO MPUOOPETEHHBIE ULl 3TOr0 Clrydas HOCHTCIH padopmanud. OTnpaBKa NEPCOHAIBHBIX
J@HHBIX apecaTaM Ha CHEMHBIX HOCHTENSX OCYIICCTBIAETCS B IMOPSAKE, YCTAHOBICHHOM UL
JOKYMEHTOB ISl CIIY’KEOHOTO MOJB30BAHM) B  CHCHHAILHOM ceiip-makere, HCKIHOYAIOIIEM
HeCAHKIIMOHUPOBAHHBIN JIOCTYII TPETHHX JIUIL K €TO COACPIKHMOMY.

Hauaneaux YHUT-BL] &V‘ M.B. Casnusa



















































